
An toan bao mat 
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TRONG M O T THOI GIAN DAI, CHl'NH SACH AN NINH VA KY THUAT BAO MAT MANG LA MOT CHU BE ] 

NGHIEN CUU LON CHO CAC NHA NGHIEN CUU. TUY NHIEN, VIEC TIM HIEU VE VAN DE QUAN LY AN j 

NINH MANG, DAC BIET LA QUAN LY B A O MAT TRONG MOI TRUONG MANG MO (T DUOC QUAN TAM. I 

BAI B A O DE CAP DEN VAN DE NAY QUA DO CIO! THIEU GlAl PHAP Q U A N LY AN NINH MANG HOP j 

TAC TRONG MOI TRUONG MANG MO NHU HIEN NAY 

1. GiUi thieu Chung 
Trong nhCfng nam gan day ITnh vUc CNTT va 

Truyen thdng da cd nhieu budc tien manh me. Tdc 
dp truyen dan dU lieu ngay mpt nhanh han, kha 
nang ket ndi ngay mdt manh me han, kha nang 
tinh toan va lUu trCf dCf lieu cung ngay cang duac 
nang cao, dac biet la trong tri tue nhan tao. NhCfng 
budc tien dang ke ay dang dap ifng dupc tot cac 
yeu cau tCr phia ngudi dung trong thdi diem hien 
tai. Tuy nhien, khi cac yeu cau ciia ngudi dung ve 
dung lupng va tdc dp da dupc dap Ung mdt each 
day dil thi mot yeu cau khac lai nay sinh va ngay 
cang cap thiet han: an ninh va quan ly an ninh trong 
mdi trudng mang md. 
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Hinh 1: Thong ke so lu'gng ma dgc dugc phdt hien 
trong giai dogn 2009 -2015 theo Kaspersky Lab 
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Gan day ti le gia tang ciia cac ma ddc ngay cang 
manh me, nhu theo thdng ke ciia Kapersky Lab 
(Hinh 1) sd lupng ma ddc tang 1600% tif nam 2009 
de'n nam 2015, gay mat an toan thdng tin khdng ehi 
cho cac ca nhan ma rat nhieu td ehUe, doanh nghiep 
phai dau dau [1]. Hon the nufa, sutan edng ciia cae 
tin tae eung ngay cang gia tang va nguy hiem. Cd 
the liet ke hang loatvu nghiem trpng khdng chi lien 
quan den an ninh thdng tin ma edn anh hudng de'n 
an ninh ehinh tri, kinh te, xa hdi nhu vu tan cdng 
ngay 29/7/2016 gay mat an toan, anh ninh san bay 
Ndi Bai va Tan Son Nhat; vu viee Mossaek Fonseea 
lam rd ri 2,6 TB dU lieu lien quan tdi tai san va thue 
ciia nhieu nhan vat ndi tieng; hay vu be bdi do Id 
cac email ciia Ung cif vien tdng thdng My Hillary 
Clinton... Chinh vi the, quan ly an ninh de dam bao 
an ninh thdng tin la mdt cdng viee tdi quan trpng 
khi eon ngUdi dang ngay ed gang sd hoa toan bd 
thdng tin ed dupe, de thuan tien cho qua trinh lUu 
trCf va truyen tai tren mdi trudng mang cdng edng, 
chia se. 

Quan ly an ninh lau nay da dupe eoi la mdt chUe 
nang phu eiia quan ly mang, la mdt trong nam 
khu ehUe nang dupe dinh nghTa trong khudn khd 
quan ly OSI (Open System Interconnection). Theo 
truyen thdng, quan ly an ninh da dUdc xem nhU la 
mdt trudng hpp dac biet ciia mang ludi quan ly.Tuy 
nhien, trong thUe te, bao mat va quan ly phu thude 
lan nhau bdi ban chat eiia ehUng, mdi ddi tUpng can 
cae djch vu khae nhau. Quan ly an ninh va bao mat 
eua quan ly la eae khia eanh khae nhau eua cung mdt 
van de. Bao mat cua quan ly la mdt dieu kien tien 
quye't, dam bao dp tin cay cao cho cac Ung dung an 
toan, dae biet la quan ly eiia bao mat. Day gpi la an 
ninh quan ly trUde khi quan ly cae yeu cau an ninh. 
Trong khi dd, quan ly an ninh la de dam bao rang cae 
bien phap an ninh hoat ddng can bang vdi dieu kien 
hien nay va tuan theo eae ehfnh saeh bao mat [2]. 

2. Thach thAc trong ulec ouan ly an ninh 
mang 

Giai phap an ninh ehung la cd gang thie't lap chu 
vi hoae Idp bao ve de Ipe nhOfng dO lieu di vao hoae 

ra. Nhieu Idp va diem truy cap lam cho mang lUdi an 
ninh manh hon. MUe dp cua mdi de dpa de'n ngudn 
tai nguyen va dU lieu trong mdt he thdng lam cho 
hoat ddng quan If an ninh trd nen quan trpng vdi 
nhiem vu phan phdi hoat ddng. 

Mdt chUdng trinh bao mat manh hay ye'u phu 
thude vao sU dung dan, day dii va dp tin cay ciia ba 
thanh phan lien quan. Od la ehinh saeh bao mat, cP 
ehe thue hien va eae bien phap dam bao. Hinh 2 cho 
tha'y eae mdi quan he giUa cac thanh phan va cae 
ngudi diing dau eudi. Chfnh saeh bao mat thie't lap 
eae hUdng dan quy trinh hoat dpng va ky thuat bao 
mat ehdng lai riii ro an ninh vdi cac dieu khien va 
bien phap bao ve. Chfnh sach an ninh da true tiep 
tae ddng de'n eae quy tae va lap chfnh saeh hanh 
ddng de dam bao eae hoat ddng dung dan khi thUc 
hien cP ehe. Chinh saeh nay ed anh hUdng gian tiep 
de'n ngudi sif dung, hp thay an ninh Ung dung va 
truy cap vao dieh vu, ehU khdng phai truy cap cae 
ehinh saeh. 

Implementation 
Mechanisms 

»- indirect ™,,v red Influence,̂  • ' 
Users 

Hinh 2: Cdc thanh phdn bao mat 

Mue tieu ciia quan ly bao mat la de ap dung va 
thuc thi ehfnh sach an ninh phu hdp tren ranh gidi 
ciia he thdng va trong sudt vdi ngudi dung. Oau 
tien, mdt dae diem ky thuat day dii va phu hpp cho 
chinh sach phai dupe xac dinh, ddc lap vdi viec thuc 
hien.ThU hai la mpt ke hoach thdng nha't de thUe thi 
cac ehfnh sach bao mat ap dung bang each sU dung 
cdng eu cd san, quy trinh va cd ehe. Nhiem vu khd 
khan trong viec dat dupe mdt trang thai "bao mat" 
khdng phai viee thu thap cac cdng eu can thie't ma g ) 
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An toan bao mat 

@ la viee lUa chpn va Idng ghep nhufng quyen de cung 
cap mdt chudi toan dien va dang tin eay ve an ninh. 

SU phat trien nhanh chdng eiia ngoai eanh nguy 
hiem, ngoai nhOfng thay ddi trong mang ludi va kien 
true an ninh, khien viee quan ly an ninh mang ngay 
nay trd len khd khan va phUc tap hdn so vdi vai nam 
trUde day Chinh saeh quan ly bao mat trong nhufng 
mdi trudng phUe tap cd the bj Idi va tdn qua nhieu 
thdi gian, dac biet ne'u giai phap quan ly lam viee 
eham, hoae han che trong viec kiem soat va mifc dp 
ehi tiet tha'p. Viee quan ly chinh sach kem cd the dan 
de'n sai eau hinh bao mat, lam eho mang de bi anh 
hudng bdi cac mdi de dpa phUe tap va khdng tuan 
thil quy djnh. Chfnh vl the, viec trien khai nha't quan 
cac ehinh saeh bao mat, cung nhU ap dung phUdng 
thUc quan ly hieu qua tU mUe Ung dung de'n cd sd 
ha tang, ed y nghTa rat quan trpng trpng viee dam 
bao an ninh cho he thdng [3]. 

3. Glal phap auan ly an ninh mang hop tac 

Quan ly an ninh ed hai vai trd quan trpng la giam 
sat va kiem soat. Giam sat lien quan de'n viee thu 
thap dU lieu, nham cung cap cai nhin sau sac ddi 
vdi he thdng eho du hoat ddng an ninh dat dupe 
ehinh sach bao mat theo yeu eau bdi thie't 
ke he thdng. Trang thai bleu dien cd the d 
dang thdi gian thue.Tan sd va dp chi tie't eiia 
du lieu thu thap nha't thiet phai can bang 
vdi khdi lupng duf lieu eiia lUu lUpng mang 
va kha nang xU ly eiia thanh phan giam sat. 
Kiem soat trong quan ly an ninh la eung 
cap mpt phUPng tien de dieu chinh mUc dp 
giam sat an ninh va bien phap bao ve hoat 
ddng ne'u ehfnh saeh hien thdi khdng phu 
hpp vdi ehfnh sach bao mat hoae mUe dp 
riii ro mong mudn. 

Nham eung cap giai phap quan ly mang an 
toan va hieu qua trong mdi trUdng he thdng 
md, he thdng quan ly bao mat mang hpp tac 
[4] la mdt giai phap kha hieu qua vdi sU ket 
hdp ciia ba he thdng: Quan ly su de dpa hpp 
nha't UTM (Unified Threat Management); He 
thdng tham dd lUu lupng; va Trung tam an 

ninh dUa tren cd sd dien toan dam may. 

He thdng quan ly an ninh mang hpp tac ra ddi v6 
muc dfeh nang eao nang lue quan ly an ninh mant 
bang viee ket hpp eae he thdng UTM nhU NetSeci 
eiia Palo Alto hay Juniper trong kie'n true 3 Idp tid 
hop. Trong dd, cac nut NetSecu co ban nam d Idf 
thu' 3. Ldp thiJ 2 quan ly mien NetSecu, cdn Idp 11j 
mien quan ly trung tam, lUu truf, thie't lap va sir ly cat 
qui tac, chinh saeh dam bao an ninh cho he thong, 
Hinh 3 minh hpa toan bd thii tuc trong tien trinli 
quan ly cac sU kien nham dam bao an ninh mang, 
He thdng tham dd luu lupng dUdc ke't hop vdl ca( 
UTM de nam bat dU lieu ve lUu lUpng sau dd chuyen 
tdi trung tam dU lieu. Trung tam dii lieu se phan loai 
rieng re cac dU lieu luu lupng nay rdi truyen chung 
ddng thdi tdi UTM de danh gia cae sU kien hoat dong 
va cae ye'u td lien quan den ehinh sach bao mat. Cat 
ban tin van hanh tU eae bd tham dd va NetSecu se 
dupe thu thap va gifl ngUde lai trung tam bao mai 
dua tren ed sd dien toan dam may de phan tich va 
danh gia nhanh ehdng cac hanh vl nham ngan char 
eae tfnh hudng gay mat an toan cd the xay ra. 

* UTM horp tac: 

Nhudatrinh bay dtren, NetSecu la vfdu dien hini 

cho he thdng quan ly de dpa hpp nha't UTM. Nd darr 

Data Center 
2. Parallel Data Collection and Classification 

CbssiSedDau I CoUectcd 
Data 

Collaborative UTM 
3. Pattern Matching and 

Secure Rule Enforcement 

Traffic Prober 
1. Traffic Capture 

Rules aod 
Feedbadi 

E\«l]ts 
Rtport 

Cloud Based Security Center 
4. AnalysisTlule Generation 

Hinh 3: Md hinh hogt ddng cua he thong qudn ly mgi 
hgp tdc trong mdi trudng dien todn ddm nii 
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hiem vai trd bao mat mang 
ipp tac: phat hien dupc cac 
an edng phan tan ke't hpp vdi 
•lieu khien luu lupng. Ve ban 
:hat, NetSecu la mdt khdi cae 
lie thdng bao mat mang 6ugc 
•en ket vdi nhau, nham nhan 
lien eae sU kien lien quan 
|e'n bao mat va phan Ung de 
hdng lai eae eudc tan edng 
heo mdt each nha't quan va 
hdng nhat. 

• Tfnh nang: Mdt nut 
•̂ letSecu bao gdm cac tfnh 
i.iang eo ban sau: 

' • Truyen lan eae phan tif 
530 mat. 

. • Tu ddng kfch hoat, vd hieu hda hay nang cap 
:ac chUe nang an ninh. 

j • Xay dung cac ehfnh saeh hpp tac bao mat tren 
mien Internet. 

Cac thanh phan cP ban: Mdt nut NetSecu se chUa 
5d tham dd luu lupng de ghi lai lUu lupng Internet d 
:ac mUc ket ndi khae nhau. Bd dieu khien luu lupng 
;e dieu khien lUu lUdng Internet thdng qua cae yeu 

' Firewall Policies 
' VPN Policies 
' NAT Policies 
' IPSPoUcies 

AppFW Policies 
. UTM 

Security Orector 

• 1000s of Policies 
• 1000s of VPNs 
' Publish PoUcles 
- Verify Policies 
• Push Policies 

' Events and Logs 

' Update Policies 
' Tal<e Action 
' Enable IPS 
• Enable AppFW 

• Monitor 
• Upgrade 
' Update 

Hinh 4: Vidu ve he thong quan lymgng cua Juniper 

cau ve chat lupng djch vu va din^ dang giao thUe 
Ung dung. Phan tif hpp tae se quan ly eae phan tif 
bao mat dUa tren ehUPng trinh lenh eiia Trung tam 
an ninh. ChUdng trinh bao eao se thu thap cac File 
log cung nhu cac sU kien tiem an mdi de dpa, dUa ra 
bao eao dUdi cac hinh thUc da dang va than thien de 
ngudi quan ly de dang nam bat. Ben canh dd, mdt 
NetSecu eung ed trinh quan ly ndi bp giup van hanh 
he thdng eung nhU quan ly cac phan tU bao mat. 
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* Bp tham do lUu lUcfng: 

La mpt he thdng thu gon 
lupng Internet tai cac mufc ke 
khac nhau, khi can thiet, bd tha 
luu lupng ed the dUpc thiet ke d 
trung vao mdt loai lUu lUpng ci 
phat sinh bdi mdt su kien bad 
nao dd. Hinh 5 md ta mdt vi d 
lUu lupng dUlieu mau dUpc la'yl 
khoan lUu lupng HTTP. 512MB 
khdi dU lieu thu thap dupe kh( 
40K HTTP URL. 

4. Ket luan 

Hinh 5: Luu lugng dugc gidm sdt vd thu thgp tgi bd 

thdm dd Idu lugng 

Nhiem vu chfnh eua UTM hpp tae: 

• Bdo ve lien mgng: Cae lUu lupng trao ddi giUa 
Internet va mang rieng ciia cac Doanh nghiep se 
dugc giam sat, Ipe bang cae tfnh nang tien tie'n nhU 
tudng lifa the he mdi, phat hien xam nhap va chdng 
vi rut. 

• Bdo ve mdy chii: De bao ve ngudn dU lieu, he 
thdng tUdng lifa dUdc thiet lap, ben eanh do la cae 
ehinh saeh truy nhap tdi he thdng may ehii tU ea 
phfa mang ngoai lan ngUdi dung ndi bd. 

• Trung tam bao mat: 

ChUe nang ehfnh eiia Trung tam bao mat la kha 
nang phan tfch luu lUpng cung nhU cac van de ve 
an ninh mang thu thap dUpc tU Trung tam dU lieu. 
Trung tam an ninh dUa tren eo sd dien toan dam may 
dupc sif dung de luu trU mdt lupng Idn cae dU lieu 
lUu lupng tu cac ngudn khac nhau, tien hanh phan 
tieh de dua ra cae bd qui luat bao mat mdi cho sU 
thue thi tai UTM, nham quan ly thdng tin giOa bot va 
botmaster. Cac qui luat mdi sau khi dupe thUc thi se 
dugc phan hdi lai he thdng, phan tfch, danh gia de 
loai bd nhUng qui luat thieu gia trj, nang cao hieu qua 
cua he thdng. Sau dd tie'p tuc dupe phan phdi lai. 

Su md rdng eua Inte 
keo theo mdt sd lupng cac; 
dung nhay cam yeu cau bao 
manh me dan de'n mpt sU i 
trudng trong nhu cau ve kha n 

quan ly an ninh. Cung gidng nhU thuong mai i 
tif, bao mat thdng tin va cac Ung dung phat t 
nhanh ehdng la can thie't, trong khi eung cho p 
su linh hoat va md rdng kiem soat bao mat. Tr 
khi mdt nang luc quan ly bao mat hieu qua eo 
dupe phat trien va kiem chu'ng tren thUc te, bai 
gidi thieu mdt giai phap quan ly an ninh mang 
tae sif dung dien toan dam may cd kha nang f 
hien su tan edng eiia eae ma dpe eung nhU de d 
phat hien ra cae 16 hdng an ninh nhd sU xif ly s-
song dU li^u thu thap va phan loai bdi md hinh L 
hpp tac ® 
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