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Internet eda van vit hay IoT mang tdi mdt vien 
dnh v l su hpp nhat thdng tin, nd khdng ehi he 
thdng miy tfnh ml cdn II tat d nhQng thilt bi difin 
td xung quanh eon ngQdi, diu sd hQu kha nang d m 
bien, cd the hpp tic vdi nhau, nhim tao dupe sU tifin 
Id v l thdng minh nhit eho cupc sdng con ngud. 
Thiet bi trong IoT II mdt bd SLTU t ip v l kich thudc, 
edng nghfi, cd th i hoin toin khic nhau v l mat d u 
true, ehde nang cung nhQ din tQ nhilu nha cung 
d p thilt bj khic nhau. Dilu nly mang lar cho IoT sQ 
phong phu v l ehung loai v l khi nang dip Qng nhilu 
yiu d u hPn, cung nhQ da dang hda gi i thinh sin 
pham, nhim lim hii Idng ke d ngQdi tifiu dung khd 
tinh nhat ml van dim bio cung d p sy phuc vy chu 
dio v l t in tinh [1 ].Tuy nhifin chinh do sy da dang tQ 
mau ma, thilt kl , ngudn difin nang tieu thy cung nhU 
khi ning xQ ly ehfinh lech lal giy ra de thach thQc vd 
eung Idn, trong vifie djnh hinh mdt d u true ehung 
cho IoT eung nhQvifie dim bao an ninh theo d u true 
chung do. Cho den hifin nay, dc ehuyfin gia van chLla 
dua ra duac mdt kiln true thdng nhat cho IoT, mac du 
da cd nhilu phuang In dupe d l xuat Tuy nhifin, tQ 
nhQng phuong In d l xuat md hinh kiln true eP bin 
IoT hinh thanh vdi 3 phin Idp chfnh: Idp vat ly, Idp 
mang v l Idp Qng dung [2]. 

\' DUONG THI THANH TU, 
DOMINHHI^P 

• Ld>> vdt /y; Ldp nly nhim dim bio myc dfch 
tap hpp thdng tin v l sQ dtjng d c loai hlnh truyin 
thdng khIe nhau di tien hlnh gQi v l nhin dQ liiu 
tdi Idp mang. 

• Ldtp mang: Ldp mang cua IoT phyc vy chtJfc 
nang djnh tuyen va truyen dQ lifiu tU d c thilt bj 
IoT den trung tam xQ ly dQ lieu v l d e thi l t bi IoT 
khac. Tai day, nin t ing difin toin dim miy, d c cdng 
Qng dyng, chuyin mach v l ele thilt bj djnh tuyin,.., 
chuyin giao dQ lieu bing dch sQ dung mdt sl 
cdng nghfi rat md nhU Z-wave, Zigbee, EPC Global, 
LTE-A, Bluetooth Low Energy (BLE), IEEE 802.14.5, 
6LowPAN,... Trong do d e edng Qng dyng ed nhilm 
vy tap hop, ehgn Igc va truyin dQ lifiu din va di til 
ele thiet bj elm bien khac nhau. 

• idp (itig dijng: Ldp nay ed vai trd t i lp nhin 
ludng dQ lieu da dQpc Ipc bdi d c cdng Qng dyng 
khic nhau, sau dd tien hlnh phin tfeh v l dieu khiln 
thi lt bj nhim myc dich dQa ra quylt djnh nhanh 
chdng v l chfnh xac nhat theo tiling ngQ dnh cii 
th i . Hon nQa ehung cdn dim bio tfnh xle thiie, tfnh 
toan ven eung nhu tfnh bf mat cda dQ lifiu. Chfnh 
nhd khau xd ly nay m l muc dfch chfnh cua IoT (tao 
ra mdt mdi trUdng thdng minh) da dat dupe. 
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Hinh 1: Kiintrdc ba l^cOamd hinh IoT ca bdn. 

2. Cac hinh thirc tan cong. gav mit an toan 
thong tin trong loT 

Mdi Idp IoT nhay d m vdi dc mdi de dga an ninh 
v l d c cugc tan cdng khic nhau, cd the II tan cdng 
bi ddng hole chu ddng. SUtan edng eung ed th i bi t 
ngudn td d c ngudn t in edng bin ngoii, true t i lp 
giy dQng djeh vy; trong khi d c cudc tan cdng tQ 
bfin trong sfi gilm sit hay In dp , thay ddi thdng tin 
trong mang IoT ml khdng d n d n trd djch vy cda 
ngud dung. Phan sau trinh biy phin tfeh chi t i l t v l 
d c hlnh thdc t in edng, giy mit an ninh ddi vdi tQng 
Idp trong IoT. 

Ldp vdt t^: 

He thdng ele thilt bj IoT duac tfeh hpp nhieu bg 
phin elm biln d l tiln hanh thu thlp thdng tin theo 
yiu d u , ddng thd sQdyng dc phuong tifin truyin 
thdng khic nhau d l nhim gtii v l nhan thdng tin 
dilu khiln tQ d c nut xd ly tap trung. Dilu nly Iim 
nly sinh ba van d l an ninh chinh tai Idp nly. 

• Vln di diu t i ln II cdng suit cda tfn hifiu khdng 
diy. Do dac trung chu yiu II de tfn hifiu dupe 
truyin giQa d e nut d m biln cua IoT sQ dung cdng 
nghfi khdng diy ml tfn hilu vd tuyin cd nguy ca bj 
tdn hai eao. 

• ThQ hai, d c nut d m biln trong dc thilt bj IoT 

cd the bj ngQng hoat ddng hoac 
bi tmy cap tr i i phep bd nhQng kfi 
tan cdng. Cae thi lt bi loTthLfdig 
hoat ddng c l hai mdi trQdng 
trong nha v l ngoai t rd, dan d in 
d c cudc tan cdng vat lŷ  tren d c 
elm biln cd the lam xao trdn d e 
thinh phan phan cQng d c cda 
thilt bi IoT. 

• Van de thQ3 nly sinh tQchfnh 
bin chat vdn c6 cda md hinh 
mang dd II ele thiet bj IoT ed t h i 
phli l im viec trong khi phli tiln 
hanh di ehuyin liln tyc Dilu nay 
gay khd khan eho phUPng phip 
nhan dang tan sd vd tuyin, do 
khi ning \uu trQ, tifiu thy dfin 
nang, v l khi nang tinh toin rat 

han chl khiln chung de bj mic nhilu loai mdi de 
dga va tan cdng. 

Ldp mgng: 

Ldp mang eua IoT eung de bj tan edng DoS (Man -
in the Middle), kfi thu eung ed t h i bj t in cdng bing 
deh phan tfeh luu iQpng, nghe trdm v l gilm sit thu 
ddng. NhQng eude tan edng cd khi ning xiy ra cao 
bd de CP chl eho phip truy cip td xa v l trao ddi 
dQ li iu cda thilt bj. Hon nQa, tfnh khdng ddng nhat 
ctJa d c thinh phan lam cho he thdng mang gap 
khd khin trong viec sQ dyng d c giao thQc mang 
hifin tai de thilt lap co che bio vfi hifiu qui. Nhim 
bio vfi Idp mang thi d n cd mdt giao thQc vQa d im 
bio thfeh tJTng chay dupc trfin nhilu chdng loai thiet 
bj vda dim bio an ninh eho dQ liiu d l dQpc djnh 
tuyen trfin mdi trQdng truyen. 

idp Cftig dung: 

Cho d in nay, IoT van ehtia ed chfnh sieh va tieu 
chuan ehung toin cau chi phdi tQPng tie v l su phit 
trien eua cac Qng dyng, do dd ed nhilu van de lifin 
quan d in bio mat Qng dijng. Cie iJfng dung khic 
nhau ed cP chl xle thQe khic nhau, hPn nQa viec 
bio vfi thdng tin ngud sQ dtjng bfin trong mot t i p 
hpp d c IJTng dyng dQpc d i dat trfin r i t nhilu thiet 
bi la mdt vific hit sdc khd khin. Mdt van d l khic 
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d n dQpc xem xet khi thiet 
k l d c tJfng dyng trong IoT II 
each ngud ddng khae nhau 
se tUPng tic vdi cac Ung dung 
nly, lUtTng dQ Hlu eda d c 
ngQdi dung cd the sfi b| tilt Id 
lan nhau. Ngudi sQ dung phli 
cd d e edng ey de kilm soit 
dQ lieu ma hg mudn t i l t Id va 
phli dQpc chi rd ring dd lieu 
dd cd t h i dupe sti dung bdi ai, 
khi nio v i ta l diu. 

3. Gldl phap bdo mit theo 
ttrng ido trong loT 

IoT ddi hdi dc bifin phip 
an ninh tai tat cl ba Idp: tai 
Idp vi t ly d l dim bio vific 
thu thlp va truyin dQ li^u, tai 
tang mang eho vifie djnh tuyin v l truyin dan, v l d 
Idp Qng dyng di duy tri tfnh bio mit v l d im bio an 
toin thdng tin eho ngQdi sQ dyng. Phin nly sfi dQa 
ele bifin phip an ninh nhim gili quylt dc vln de 
bio mit ey th i , nhim di t myc tilu an ninh cho he 
thdng IoT. 

Active Directory 

IoT devkes 

Hinh 2: Xdc thUc vd md hda ddlifu 

3.1. Bdo mdt Idp vdt ly - Xdc thi/c ngifiti dimg vd 
ma hda d&lieu trin dUi/ng truyin 

Bi giup ele thi l t bj t i p trung sU chfnh xle trong 
qui trinh thu v l gdi dQ lieu, da ed nhilu biln phip 
xle thQc dQpc dua ra. Muc dfch eda nhQng biln 
phip nly nhim gidp d c doi tUpng dim bio vile 
dQ liiu nhan dQpc II ddng, ddng thdi dim bio vi^c 
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vln hanh cua thi l t bj khdng bj truy cap va thay ddi 
tQ nhQng ngud ddng khdng dupc phip. Ndi bat l in 
trong nhQng cp chl xle thyc la xle thuc ID tai d e 
nut d m biln eua IoT. 

Diy II phucmg phip bio mit sQ dyng mdt thuit 
toin ma hda dtia trfin cp che yfiu d u t r i Id. Nd sQ 
dyng de mat ma ddng dQpe tao bing deh sil dung 
mdt ma tran dupe chia sl trudc gida cac ben giao 
tiep. CIc bfin ed the tao mat ml deh ngau nhifin sau 
dd phdi hpp sQ dyng ele mat ml dd. Chfnh nhd vio 
su phdi hpp nay ma ehia khda gili ma khdng the b| 
chilm doat dupe hit khi mdt nut mang bj tan edng; 
do bin chat vific sQ dung mit ml dupc chuyin giao 
giQa hai bfin. Tat el dc thdng difip dugc gdi bing 
dch ma hda chdng vd chia khda phdi hop cung vd 
ID thilt bjvl nhin thdi gian. Hai thilt bi giao ti lp bing 
nhin thd gian dupe chl ra trude dd, do viy chung cd 
th i huy bd phifin truyin thdng dua trfin nhin nly. 
Mit ml phdi hpp dUdc thay ddi thudng xuyfin nfin 
an ninh ed th i dupc tdi Uu hda cho tdng phiin kit ndi 
IoT cy th i . Tuy nhifin vi$c tao mit m l trude khi chia sfi 
d n phli dupe bio vfi an toin d l cd the dupc Ip dyng 
eho mdt sd lupng Idn c^c thilt bj IoT. 

De gili bl l toin xle thUe trfin thi phupng phip 
xic thuc danh tfnh v l d i u 
khiln truy cap dtia tren 
ning lt;c (lACAC) d l dupe 
di xult cho IoT. lACAC 
ngin chan c<ic cudc t in 
cdng bing dch sQ dung 
mdt nhan thd gian trong 
vi§c xle thue giQa d c thilt 
bj. Nd hoat ddng theo ba 
giai doan: dau tien mgt 
khda bf mi t dQpc tao ra dya 
trfin thuat toin Elliptical 
cong Cryptography-Diffie 
Heilman (ECCDH) [2], sau 
dd vile thi lt l ip danh tfnh 
dupc thtic hifin mdt chilu, 
d c giao thQc xle thyc l in 
nhau v l cudi cdng II kilm 
soit truy elp sfi dupe thuc 
hi0n. 

Wiring diagnm (No 
infonnation about 
distaiKcj^ or location) 

3^. Bdo mdt dinh tuyen IoT 

Vile djnh tuyen cung nhU an ninh trong dinh 
tuyen eua IoT khdng the bd qua tfnh suy hao eua 
mang va mdc cdng suit tifiu thy ed the rat thap 
tai d c nut mang. Mpt trong nhCTng gili phip djnh 
tuyin dap Qng dupe nhQng yfiu d u trfin dd II dnh 
tuyin vd RPL (Routing for Low power and Lossy 
Networks). RPL dtia trfin y tudng djnh tuyen phli 
thich u^g vd d c yfiu d u cda rifing ctJa ngUd dung, 
cung nhu ddi vdi tQng mye dieh eua ijfng dyng. RPL 
xay dtmg mot bin do dfch din hudng kit ndi dang 
xoln (DODAG), nhim xle dinh mgt DODAG ID cho 
mdi thi lt bj gde, tQ dd tfnh toan suy hao trfin d c lien 
k i t thudc tinh va trang thai cda tQng nut di tQ dd 
phin tieh dQdng di ey the cho tQng mye dfch dinh 
tuyin khic nhau [3]. 

RPL tao ra mdt phQPng thdc bio ve an toan cho 
d c bin tin dilu khiln djnh tuyin khic nhau doa 
trfin ba chl dd bio mat eP bin [4]. Hinh 4 minh hpa 
dinh dang ctia mdt bin tin kiem soit RPL, nd chQa 
mgt trQdng bio mit nim sau trudng t i lu di 4-byte 
eua gd tin ICMR Bit ble cao cda bin tin eho phfip 
sQdyng hole khdng sQdyng RPL cho mye dieh bio 
mat CIc thdng tin trong trQdng bio mit chl ra mde 

-•t\ 
PwwbaO** 

^ ^ DAG after 
local repair 

Hlnh 3: VI du vi topo djnh tuy^n RPL 0 
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do an ninh vei c5c thuat toan mat ma sCf dung cho 
cic bSn tin duoc trao d6i. RPL c6 the sOf dung thuSt 
toSn AES/CCM v6i cac chia khoa 128-bit cho MAC d l 
ho tro tinh toSn ven cua dil li^u hay SHA-256 de ma 
hfia cho cSc bSn tin ho tro cho viSc xic thuc vS bio 
dim toin ven dOf lieu. Cic miJc bio mit cho phip 
ngudi sCf dung chon dugc cac cip dp an ninh tii 
thap tdi cao, dip umg nhu cau rang ri i hon. Ngoii ra 
de t ing cadng tmh toin ven dCf lieu, RPL con cung 
cung xic thuc v6i MAC-32 v i MAC-64 cung nhu kl 
hieu RSA-3072 bit. 

3.3. Bio mdt trong Idfp Crng dung 

Trong thiJc t l , cac (jfng dung trong IoT c6 th i gip 
phii hai 16 hong an ninh ldn nhit th6ng qua v i ^ 
chuyin quyen sCr dung v i chuyin tii m6t chu sd 
hufu niy qua mSt chu sd hOru mdi khic, vi^c thilt 
lap uy quyin cin dugc thfing nhSt giufa hai chil sd 
hOu, nhim tao mgt qua trinh chuyin d6i tron tru 
cOa cic thi lt bj IoT Ii4n quan din kilm soit v i cho 
ph^p truy cip. SU tin tudng niy dugc thinh l ip bdi 
hai eg chl: chia khda v i thong bio, cung d p bdi; 
giao thUc CoAP tai Idp ling dung trong mo hlnh IoT 

CO bin. 

Bit ky m^t t i l 
khoin mdi nio 
dugc tao ra se dugc 
gin m^t m i do mifi 
h§ th6ng Oy quyin 
tao ra. Khda niy 
dugc t?o bdi cic 
miy chii di lu khiln. 

HInhirailtnjctrMngbiomittmngRPL Cic mi thdng bio 
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Hinh 5: Truyen thdng Idp Ung dung IoT vdi bdo mdt CoAP 

dupe tao ra bdi nhi san xul t hoac chu sd hQu hifin 
tai, v l ma thdng bio nly dupc kit hpp vdi viec xic 
minh trfin tQng thiet bj. Co che nly dim bio vific 
thay ddi quyin truy cap bing deh chu sd hQu mdi 
sfi g in lai dc ma v l xda bd d nhQng ma cua ehu sd 
hQu cu. NhQng thfi trfin eung dQpe thay ddi bdi de 
ehu sd hQu vd d i u kifin la ml thdng bio cu phli 
dupe eung dp , d l thay t h i dc quyin sQ dung v l 
kilm soit truy cap eua chu sd hdu trQde dd trudc. 
Be t ing tinh bic mat ngUdi dung ed th i yfiu d u 
t r i Id d u hdi mdi khi mudn truy cap Ifin thilt bj eua 
minh. Phuong phip nly dQpc tien hlnh cy th i bing 
deh mdi khi cd mdt sy truy cap bat kt ifin mgt Qng 
dyng da dupe chu sd hdu djnh ra trQde dd, ngoii 
vifie phai eung d p mit khau chfnh xac thi ngQdi 

mudn sQ dyng phli tien hanh tr i i 
qua mdt qua trinh bio mat nhilu 
bQdc: tra Id cau hdi bf mat cung 
d p m l sd qua tin nhin nhin dupe 
tQ trung t lm xQ ly... Hai phUPng 
phip tren dip Qng yfiu d u an ninh 
trong Idp Qng dyng cua IoT, giup 
giQ an toin trQdc sy xam nhap trai 
phep v l bio dim an toan thdng tin 
eho ng ud dung. 

5. Ket luan 
Khli niem IoT ngiy dng xuat 

hifin nhilu hon v l da dupe tri ln 
khai tai mgt sd noi trfin t h i gidi, nd 

mang ludi thi lt bj elm biln dang dupc kit ndi vd 
nhau thdng qua Internet. Bfin eanh sU cd mat ciJa 
mgt sd lupng Idn thilt bj vdi du kieh cd, hinh ding, 
chdc nang, cdng suat dUpc duy tri trfin mang thi van 
de an ninh trd nfin quan trgng v l d p bich hPn bao 
gid h i t nhim dam bio an toan cho thdng tin khach 
hing cung nhQ ngin ehan vifie truy cap dilu khien 
trai phep thilt bj. Vdi phQPng phap bio mat diia 
trfin md hinh kiln true eua IoT, ndi dung bai vi l t gidi 
thifiu gili phip bio mat trfin tdng Idp, nhim ning 
cao tdi da hifiu qui an ninh va tifin Ipi eho cA nhi sin 
xuat cung nhQ ngQdi sil dung. Bai vilt mong cd th i 
mang din mgt ddng gdp ed y nghTa cho cpng ddng 
nghifin cQu, eung nhu gdp phin phit trien cac gili 
phip md de gili quyet an ninh trong bdi dnh IoT 
hien tai. @ 
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