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OiatrtbuHon Hub or Headend 

Ki&i true tham kiiio cua vific truyin diJ li$u P qua Modem cdp 

Cang nhu bdt cii mpt edng nghd mang tmy nhip 

nio, cdng n^id CM ciing phai ddi mat vol rdt nhieu 

each tdn edng khac nhau nhu su dung trdm dich vu, 

danh cip thdng tin cHa thud bao, th$m chi dinh sip 

cic server (vi dy nhu server DHCT) ddn ddn ngimg 

eung cap dich vu. v.v.. Cac hinh tiiiic tdn cdng niy 

phin ldn nim 6 phin tiny nhip tir CM ddn Hd tiidng 

kdt cudi Mpdem cap (CMTS-Cable Modem Termination 

Sjratem)- Hd thdng kdt ndi nhi didu hinh mang va hd 

tiidng mang cap HFC. Mdt sd phuong thitc tin cdng 

tidu bidu cd thd kd ra nhu sau: 

- Phuong thitc t in cdng vit li: sii dung cic thidt bi 

ket ndi vdi CM dd ed thd hack firmware ho^c thay 

thd firmware ttong CM 

- S4 dung cic chuong trinh qudt SNMP, tim kidm 

xem cic cdng SNMP ciia CM cd dd md khdng, thdng 

qua dd hacker cd thd tin cdng vio thidt bi CM 

- Chay cic chuong trinh gii TFTP server, kdt ndi 

vdi CM &4 til file eau hirih da dupc hack hoac vidt 

bdi hacker vd CM nhim su dyng ttdm dieh vu hoic 

dimg 6 tdc dd cao hon cho phep 

- Cic gdi tin truyen ttdn mang die biet la cac 

gdi tm broadcast va multicast do khdng duoe ma 

hda ndn ed thd bi bit vi phin tich boi cic phan 

mdm nhu WlreShark, qua dd hacker ed thd thu duoc 

nhiing thdng tin ciia thud bao cung nhu cua nha 

cung cdp 

- Cac server a mang dudng true nhu DHCP. TFTP, 

ToD cd thd bi tin cdng khi dd ding theo kieu tir 

chdi dich vu phin tin (DDoS) hoic chidm quydn 

truy nhip 

Dd hacker cd the thuc hidn cic thim nhip ttai 

phdp nhu tten la do cae chuan cdng nghd Modem 

cip trudc diy ed kha nhidu Id hdng vd bio mit, cd 

thd hdt kd ra nhu: 

- Firmware cua cae thiet bi CM phien ban cu 
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c^c 

Toi cong ODoS 

khdng duoc cap nhit hoic ban cap nhit khdng 

duoe ma hda. 

- File cdu hinh khdng dupc ma hda vi cd thd bj 

siia ddi. 

- Lim luong tir CMTS ddn CM khdng duoc ma hda 

hoic ma hda khdng dii manh. 

- Chua cd xic thuc giiia CM vi cac server; 

- Chua ed qui trinh kidm tta tinh toan ven ciia cic 

ban tin kd ci file cdu hinh; 

- Chua cd qua trinh xic nhin dia chi IP ngudn; 

- Cic server DHCP, TFTP vi ToD chua dupc hip vd 

tridt dd (vi du: dia chilP vi dia chi MAC cua server 

cd thd bi phit hidn). 

- Chua c6 qui trinh xic nhdn dia chi MAC hpp Id 

cua cic CM. 

CAC TINH NANG BAO MAT MOI TRONG 
CONG NGHE CM 

Gd khic phyc nhimg 16 hdng vd bao mit nhu 

da Udt kd ttong phdn ttdn, DOCSIS da dua ra tidu 

chudn mdi DOCSIS 3.0 vdi nhiing tinh ning mdi 

vd bdo mdt, phin ldn duoc duih nghia 

trong kidn tnic BPI+ (Base Lme Privacy 

Interface Plus) tam dich l i tidu chudn 

bdp mit dudng co sd bd xung. Nhftng 

tinh ning mdi niy bao gdm: 

- Mi hda luu lupng dimg md AES 128 

bit. 

- Xic thuc sdm ddi vdi CM vi 

mit ma hda luu luong (EAE - Early 

Authenticatipn and Encryption). 

- Co chd cdp quydn truy nhip. 

- Ning cap cic tinh ning bio mgt ddlj 

vdi cic server d mang dudng ti:uc. 

- Kidm tta, xic nhin dia chi IP ngudn 

(SAV - Source Address Verification). 

- Qui tirinh hpc vd TFTP proxy vi file ciu hinh. 

- Thuit tcan MMH sii dung chp qui trinh kidm tta 

tinh toin ven ciia bin tui (MIC) o CMTS. 

- Thu hdi chiing chi. 

- Cip nhit cic hd tto ciia cic chimg nhin chP vide 

bap vd til phin mdm ttong tuong lai. 

- Hd ttp md hda thep cich thiic mdi cho ban tin 

multicast. 

Nhu viy, ttong DOCSIS 3.0 ngoii vide bao gdm cic 

qui trinh xic thuc ddi vdi CM, ttap ddi khda vi tao 

Idp cic phidn luu lupng d i duoc mi hda giiia CM vi 

CMTS (dupc dinh nghia ttong BPH-), nd cdn bd sung • 

thdm khi ning bap mit cho cic server mang dudng 

tryc ciia edng nghd Cable Modem vi bao mit qui 

tiinh tii phin mdm (6 diy l i firmware phidn bin 

mdi) vd cic CM. Nhiing tinh ning moi niy cung cip 

che ngudi sii dyng Modem cip sy bio mit dii lidu 

qua mang cip ddng thdi ngin chin su truy nhip 

ciia nhiing ngudl dimg khdng duoc phdp qua cac 

dich vu mang RF MAC. 
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I US Ch Bonding | 

Qua trinh dang ky cap cac modem DOCSIS 3 0 

K I E N TRUC B P I + 

BPI+ dupc tam dich l i tieu chuin bao mat dudng 

CO so bd sung, dupc cai tidn dya ttdn tidu chudn BPI 

ciia cic phidn ban trudc, bao gdm 2 thinh phin 

giao thiic: 

- Mdt giao thiic ddng gdi cho cac du lipu gdi qua 

mang mang cip. Giao thiic nay dinh nghia: 

1. Dinh dang ciia khung eho viec truydn cae gdi du 

lidu di dupe ma hda ttong khung MAC ciia DOCSIS; 

2. Cii dat cho phdp vide mi hda phii hpp, vi du: vide 

ghep ddi cac tiiuit toan ma hda du hdu va xic nhin; 

3. Cic qm tic dd ip dung cic thuat toin do cho 

gdi du Ueu cua khung MAC ttong DOCSIS. 

- Giao thiic quan li khda (Qua trinh bao mat co 

ban dd quin li khda, BPKM - Baselme Privacy Key 

Management) cung cdp su bao mit cho vide phin 

phdl dO; lidu khda til CMTS ddn CM. Thdng qua 

BPKM, CM vi CMTS ddng bd dO; hdu khda. Ngoii ra, 

CMTS cdn sit dung giao thitc dd cii dit tmy nh^p cd 

didu kidn ddi vdi cic dich vu mang. 

Ma hoa g6i dO li^u 

Su cii tidn vd mi hda gdi da lidu ttong DOCSIS 

3.0 duoc thuc hldn ttong phin lop MAC eiia DOCSIS. 

Trong dd, Uidng tin die thii vd bao mit d header 

cua gdi tm dupc dit ttong header md rdng theo tidu 

chudn bio mit eo bin [DOCSIS MILPIv3.0]. 

DOCSIS chi ma hda cic gdi da hdu khung MAC, 

khdng ma hda header. Cic tm nhin quin li MAC 

DOCSIS, ngoai tiii ban tin REG-REG-MP cung khdng 

duoc ma hda. Ban tm REG-REG-MP ehi dupc ma hda 

khi tinh ning EAE hoat dpng. 

Giao thu'c quan ly khoa 

CM sii dung giao thiic quin li khda bio mat co 

bin (BPKM) dd duoc nhin, lay cac thinh phan khda 

ma hda luu lupng tii CMTS, hd ttp viec xic nhin lai 

theo dinh ki va lay khda mdi. Giao thiic BPKM sii 

dimg cic tidu chudn sd, mdt thuit toin mi hda khda 

cdng khai vi 2 khda 3DES dd bio mat su ttao ddi 

khda giaa CM vi CMTS. 

Giao thitc BPKM dua tten md hinh client/server. 

Trong dd, CM li BPKM chent, yeu ciu cic thinh 

phin ciia khda cdn CMTS la BPKM server, phan hdi 

lai nhiing ydu cdu nay. De bao dam rang mdi CM 

client ndng bidt ehi nhin duoe cic thinh phdn ma 

khda da duoc cho phep, giao thiic BPKM duoc tmydn 

tten cic ban tin quan li MAC eiia DOCSIS. 

Diu ttdn, DOCSIS su dung mit ma hda cdng khai de 

ttao ddi giiia CM vi CMTS eiia nd. Sau do, du lieu trao 

ddi nay se tao ra khda thu hai BPKM, thudng duoc 

dimg dd mi hda luu lupng. Cp che 2 tang ttong viec 

phan phdl khda nay cho phep cae ma khda luu luong 
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Kenh lien ket DOCSIS 3.0 

dupc cap nhit khdng phai ginh chiu mio diu cua hoat 

ddng tinh toan chuyen siu eiia mi hda cdng khai. 

Mdi mdt CM ddu cd mdt chiing nhin sd duy nhat 

duoc cung cip boi nha cung cdp dich vu Modem 

Cap. Chimg nhin sd bao gdm: 

- Khda cdng khai cua CM 

- Dia chi MAC cua CM 

- Nhan dang ciia nhi eung cap 

- Sd sen ciia CM 

Khi dd ngh) mdt mi khda eho phep, thidt bi CM 

se "trinh" chiing nhin sd cho CMTS. CMTS kidm tta 

chimg nhin sd dd, ndu dimg, nd se dimg mi khda 

edng khai cua CM dd ma hda cic da lidu CMTS phan 

hdi lai cic yeu cau ciia CM. 

Lien ket bao mat trong DOCSIS 

Mdt hdn ket bio mat ttong DOCSIS duoc goi l i mdt 

SA (Security Association). SA la mdt tap cic thdng tm 

bio mit ma mdt CMTS chia se vdi mdt hoic nhidu 

CM de cung cip ket ndi an toin qua mang cip. 

Cd 3 loai lidn kdt bio mit 

DOCSIS: so cdp, tlnh, v i ddng. 

Mdt kdt ndi bio mit so cdp 

dupc ring budc vdi mdt CM 

don Id vi dupc thidt lip khi 

CM hPin thinh qui tilnh xic 

thuc. Lidn kdt bip mit tinh 

ed thd dupe chia sd chP nhidu 

CM vi dupc thidt lip, dua ttdn 

ciu hhih CMTS, khi 1 CM hPin 

thinh qui trinh xic thuc. Mdt 

kdt ndi bip mit ddng cd tiid 

dupe chia sd bdi nhidu CM vi 

dupe thidt Idp ddng mdt cich 

buih thudng, dip img lai eac 

ldi ydu cdu vd qua trinh khdi 

tac vd Iuu lupng dudng xudng. 

Cic thdng tm vd mdt kdt ndi 

bio mit bao gdm diy mi hda, cic khda mi hda luu 

lupng vi cic vecto khpi tao CBC vi su tdn tai eua 

thdng tin khda. Mdi hdn kdt bio mit duoc xic djnh 

vdi 14 bit didu khidn, dupc goi l i ki hidu nh$n dang 

hdn kdt bap mit. 

Mdi CM mi ttdn dd tinh ning bap mit duoc kich 

hoat thidt lip mdt hdn kdt bao mit so cip vdi CMTS 

cua nd. Khi CM mi hda luu luong luu lupng ldn, bao 

gdm ci cic bin tin quan U MAC REG-REQ-MP, nd 

cin phii sii dimg hdn kdt bio mit SP cip cua CM. 

Gii tn nhin dang hdn kdt bio mdt (SAID) so cdp 

duoc thidt lip ttong khi ttao d6l xae nhin khoi tao. 

Ddng luu luong xudng cd thd dupc mi hda dudi bdt 

cii dang lidn kdt bio mit nao. Mdt gdi tin IP multicast 

lim lupng xudng (thudng cd dich li nhidu CM), do (to, 

tiiudng duoe ma hda b& lidn kdt bao mat tinh hoic 

ddng. Luu lupng imicast dudng xudng dupc dinli 

hudng d cic tiiidt bi CPE phia sau thidt bi CM thudng 

dupc mi hda bdi bdn kdt bao mit so cdp ciia CM. 
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KhuOfi dang PDU voi 

Mdt CM can phai hd tio: 

- Mdt kdt ndi bao mat SP cdp; 

- it nhit 15 SA mi mci ket ndi cd the su dung nhu 

la kdt ndi tinh hay ddng . 

- Mdt CMTS cin phai ho tto: 

- Mdt kdt ndi bip mat SP cap cho mdi CM; 

- it nhat mdt SA ddng (cho mdt CMTS). 

Su dung giao thitc BPKM, mdt CM ydu ciu tii CMTS 

ciia nd thinh phan khda cua mdt kdt ndi bio m^t. 

CMTS se bao dam ring mdi client CM chi tiny nhip 

cic ket ndi bap mat duoc phep. 

Cac thanh phin cua khda ciia mdt ket ndi bao mit 

(vi du, khda vi veetp khdi tao CBC) ed thdi gian su 

dung gidi han. Khi CMTS eung cip cac thanh phdn 

khda SA cho CM, nd cQng cung cip ludn eho CM 

thdi gian su dung cdn lai cua cac thanh phin dd. 

CM cd ttich nhiem phai ydu ciu nhiing thinh phan 

khda mdi trudc khi thanh phdn khda hidn thdi hdt 

th^h ph^ EH 

ban. Giao thiic BPKM tip trung vio each thiic CM vi 

CMTS duy tii ddng bd ma khda. 

QoS cua cac nhan dang djeh vu va nhan 

dang ket h^p bao mat trong DOCSIS 

Nhan dang kdt hop bao mat (SAID - Secunty 

Association Identifier) tiong DOCSIS dupc mi hda va 

dit vao phdn mao ddu Idp MAC ttong khung ludng 

xudng. Ndu khung ludng xudng la gdi umcast duoc 

danh dia ciu ddn mdt thidt bi CPE phia sau mdt CM 

ridng biet thi cic khung se duoc ma hda rieng biet 

vdi mdt kdt ndi bao mit so cip eua CM. Trong trudng 

hpp khung ludng xudng la gdi multicast thi SAID ddng 

hpic tinh se chita phin sip xdp nhdm multicast va dat 

ttong phdn mao diu md rdng. Sau dd, ki hidu nhan 

dang kdt ndi bao mat SAID (so cdp, tinh hoac ddng), 

se td hpp vdi cac trudng du Iidu khac ttong thinh phan 

mio diu md rdng ludng xudng, xic dmh modem nhan 

va tip ndng bidt cae ttianh phin khda cin thidt dd 

giil mi trudng da lidu gdi cua khung MAC da duoc ma 
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hda Clia DOCSIS. 

Bdi vi tdt ci cic luu lupng ludng ldn ddu dupc mi 

hda bdi SA so cdp ciia CM ndn cic khung MAC ludng 

ldn ciia DOCSIS sd khdng mang theo mdt ki hidu nhin 

dang kdt ndi bio mit SAID ttong phin mio diu md 

rdng. Thay vio dd, thinh phin EH ciia tidu chudn bip 

mit CO sd chua mOt nhdn dang dieh vu (SID - Service 

Identifier) vdi dim bip QoS dupc gin eho CM. 

Phdn mio diu md rdng eua chudn bao mit dudng 

CO sd phuc vu nhidu muc dich khic nhau chP PDU 

ttong cic khung MAC DOCSIS ludng ldn. Nhu li sy 

thay thd cho tip cic thinh phdn cua khda sii dung 

dd ma hda cae khung dQ lidu gdi, phdn mio ddu md 

rdng ttong tidu chudn bao mit eo sd cung cip mdt 

CO che de cae cdp phat cic yeu cdu bang thdng. 

Trong mdt sd trudng hop, nd cd thd mang theo dii 

lidu phan manh didu khidn. 

Cd hai chuc ning dupc hdn ket ttong mdt SID QPS 

ndng bidt. Vi li do nay, cic thinh phan mio diu md 

rdng bio mit eo sd ttong eae dudng ldn thich hop 

Chita mdt SID QoS hon la mdt SAID ca so. SAID ed the 

dupe CMTS suy ra tii SID ciia QoS ludng len logic ma 

tten dd nhan dupc dia ehi MAC. 

KET LUAN 

Vdi vide dua ra cic co chd bic niit,m6t DOCSIS 3.0 

dd ban chd tdi da cic khi ning tin edng vip mang 

Mpdem Cip. Co chd nhin thyc trudc vi ma hda (EAE), 

cimg vdi co chd cip phdp di tao ra mdt mang ludi 

kidm SPit ch^t chd cic tiudt bl diu vip CM vi cic thidt 

bi phia server CMTS. Chi nhOng thidt bi CM di dugc 

nhin dang vi cip phdp thi mdi dupc truy nhip vio 

mang. Dp dd di han chd dupc tdi miic thip nliit khi 

ning cic Hacker cd thd sii dung cic thidt hi lim gii 

TPTP Server dd dinh cip thdng tm hay su dung bi$n 

phip hack Firmware ciia cic thidt bi C^. Thdm vio dd 

li CP chd mi khda Iuu lupng (TEK) di cung cip mdt 

giil phip ning cap tinh an tPin cho qui trinh tmydn 

thdng gitia cic thidt bi CM vi CMTS 

Tdi li^u tham khao 

[1]. "Data-Over-Cable Service Interface Specifications, DOCSS 

3.0, Seanty Specification". Cable Television Laboratories, he, 

June n t h 2010 

[2]. DER ENGEL. "Hackir^ the Cable Modem". No Starch Press, 

2006 

[3J.SAMLELK0OANDJHONGYO0N, "Hackr^tfeC^ieMa^rf, 

Resentat ion, Free AncnymoB htemet World. Ajgust 2tX)8 

I 32 I TAP CHI CNTT &TTKY 2 (8.2012) 




