Tuyén tip Cong trinh Nghién ciru Cong nghé Thdng tin va Truyén thong 2010

MO HINH HE THONG GIAM SAT MANG TICH HQP

DUA VAO PHAN MEM NGUON MO
Nguyén Pinh Thuc', Huynh Nguyén Chinh?

"Truémg Pai hoc Khoa Hoc Ty Nhién, Pai hoc Quéc gia Tp. Hé Chi Minh.
ITrudng Pai hoc Su Pham Ky Thuat Tp. Hé Chi Minh

ndthuc@hcmuns.edu.vn, chinhhn@fit.hcmute.edu.vn

Tém tit. Mang may tinh dang ngay cang phat trién manh va c6 vai trd quan trong cho mdi c4 nhan, 1 chirc,
doanh nghiép. Di dbi véi su phat trién ndy thi bao mit mang dang la mét nhu cu cap thiét nhim bio vé& hé
théng mang bén trong, chong lai nhitng tan c6ng xdm nhdp va thuc hién cac trao dbi théng tin, giao dich qua
mang duoc an toan.

Trong bai viét ndy, tac gia tap trung nghién ciu giai phép gidm sat hé théng mang tich hop bao gom cac
thanh phan h¢ thong phat hién va phong chéng xam nhdp mang, h¢ thong giam sat luu lugng, hé thong gidm
sat thlet bi va dich vy. Cu thé, tic gia cai dit minh hoa gidi phép trén voi sy két hop cua cac phin mém
ngudn m& Snort, Fwsnort, Cacti, Nagios. Tao ra mot hé théng gidm sit mang, c6 kha nang: phat hién nhing
xam nhép, phong chéng tin cong mang, giam sat tinh trang hoat déng cua cac thiét bj quan trong trong hé
théng (Server, Router, switch,...) va cac dich vu chay trén né. Pdng thdi cai dat hé théng bao dong da dang,
tién dung va linh dong hd tro cho ngudi quan tri mang giam sit hé théng mét cach higu qua hon thong qua
nhi€u hinh thirc nhu Web, Email, &m thanh va SMS.

Tir khéa: Hé thong gidm sit mang, hé théng phat hién va phong chéng xa.m nhdp mang, hé théng gism sat
hru lugng, hé théng giam sat thiét bi va dich vy, hé théng bao dong.

INTEGRATED NETWORK MONITORING MODEL
BASED ON OPEN SOURCE SOFTWARE

Abstract. Computer networks are increasingly powerful and played an important role for individuals,
organizations and businesses. Together with this development, the network security is a critical need with the
purpose of protecting the inside network, preventing attacks and making the exchange of information through
the computer network system is secured.

In this paper, the author focused on researching solutions surveillance network includes integrated
components: intrusion detection systems and intrusion prevention systems, traffic monitoring systems, hosts
and services monitoring systems. Specifically, the author illustrates the solution with the combination of
open source softwares: Snort, Fwsnort, Cacti, and Nagios. Implementing a network monitoring system with
capable of: intrusion detection and prevention of attacks, monitoring the operation of network devices such
as servers, routers, switches... and services running on it. Simultaneously install an alert system diversity,
convenience and flexibility to support network administrators to monitor the system more effectively through
various forms such as Web, Email, Audio, and SMS.

Keywords: network monitoring system, network intrusion detection and intrusion prevention system, traffic
monitoring systtem, hosts and services monitoring system, alert system.
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Tém tit — Mang mdy tinh dang ngay céng phit trién
manh va c6 vai tro quan trgng cho mol c4 nhan, t
chire, doanh nghiép. i doi vérl su ghét trién ndy thi bio
mat mang dang 12 mét nhu clu cip thiét nham bao vé
hé théng mang bén trong, chong lai nhirng tin cong
xam nhap va thue hién cic trao ddi théng tin, giao dich
qua mang dugc an toan.

Trong bai viét néy, tac gia tip trung nghlen ciru
gidi phap glém s4t hg thong mang tich hop bao gom cic
thanh phan: h¢ thong phat hi¢n va phang chéng xim
nhip mang, hé thong gism sit lwu lwong, hé théng
giam sat thiét bi va dich vu. Cu thé, tac gia cai dit mmh
hoa gidi phap trén voi sy két hop cita cac phin mém
ngudn mé Snort, Fwsnort, Cacti, Nagios. Tao ra mét h¢
théng giam sit mang, c6 kha ning: phat hién nhirng
xim nhap, phéng chong tin céng mang, gidm sit tinh
trang hoat dgng ciia cdc thiét bj quan trong trong hé
th(‘)ng (Server, Router, switch,...) va cic dich vu chay
trén n6. Pdng thoi cii a3t h théng bdo dong da dang,
tién dung va linh dgng ho trg che ngudi quin tri mang
gidm sit h¢ thong mgt cich higu qud hon théng qua
nhiéu hinh thirc nhu Web, Email, m thanh va SMS.

Tir khéa — H¢ thong gidm sdt mang, hé thong phdt
hién va phong chong xdm nhdp mang, hé théng gidm sdt
licu legng, hé théng gidm sdt thiét bj va dich vu, hé thong

bdo djng.
I. GIGITHIEU

A. Phan logi céc 16 héng bdo mdt

Hleu dugc nhimg diém yeu trong bao mat 1a mot
vén dé hét strc quan trong dé tién hanh nhimg chinh
sach bao mat ¢6 hiéu qua.

Nhimg dlem yeu trong bao mat mang gom co
nhimg diém yéu: vé mat ky thuat, vé mit cau hinh va
¢ic chinh sach bao mat.

o Diém yéu ve mat ky thuat: diém yéu trong
k¥ thuat gom c¢6 diém yeu trong cac glao
thirc, trong Hé diéu hanh va céc thiét bi
phan cung nhu Server, Switch, Router,..

o Diém yéu trong cau hinh hé thong day la
16i do nha quan trj tao ra. Léi nay do cac
thiéu sot trong viéc céu hinh hé thong nhu:
khéng bio mat tai khoan khach hang, su
dung cac ciu hinh mic dinh trén thiét bi...

Huynh Nguyén Chinh
Bd mén Mang May Tinh, Khoa CNTT
Truomg Pai hoc Su Pham Ky Thuét Tp. H Chi Minh
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o Diém yéu trong chinh séch bdo mdt. chinh
séch bao mit dién ta viéc lam thé nao va &
dau chinh sach bao mit dugc thuc hién. Day
1 diéu kién quan trong gitp viéc bao mét c6
hiéu qua tét nhét.

B. Cidc céng cu phat hién 16 héng mang

Nhimng ké pha hoai s& loi dung nhl‘mg 15 héng bao
mat dé xam nhép vao hé théng. Nhu viy, viéc do tim
nhimg diém yéu trong hé thong dé co nhimg bién
phdp khac phuc nhim han ché cic nguy hai cho hé
thdng 14 can thiét.

Céc thong tin tir nha san xut phan cimg, phn
mém, cac ban va 15i nén dugc cap nhét thudéng xuyén
ciing 1a mdt giai phap dé bao vé cho hé thong cua
minh.

Hon nita, hién nay c6 rit nhiéu cong cu gidp
ngudi quan tri mang do tim nhing lo hdng bao mat
trong hé théng mang cia minh. Dién hinh mét sé
cong cu dugc sir dung phd bién 1a: Nmap, Metasploit,
Nessus, Nikto, Paros Proxy, WebScarab, Weblnspect,
Whisker, Wikto, Acunetix Web Vulnerability
Scanner, Watchfire AppScan, N-Stealth,...

C. Cic kiéu tan céng mang

Co rét nhleu dang tin cong mang dugc biét dén
hién nay. C6 thé phan loai dva vao nhimg tiéu chi
sau:

Neu dua vao hanh dong cua cude tAn cong c6 thé
phén tAn cong ra 1am hai loai la: tin cong chi dong va
tan cong bi dong: )

° Tdn céng chu dong: ké tin cong thay ddi
hoat dong cua hé théng va hoat dong cia
mang khi tin céng va lam anh hudng dén
tinh toan ven, san sang va xdc thuc cua dir
liéu.

o Tdn céng bj dpng: ké tin cong cb gang thu
thap thong tin fir hoat dfng cua hé théng va
hoat ddng cua mang lam pha v& tinh bi mét
cua dir liéu.

Néu dua vao ngudn gdc cua cudc tan cong thi cé
thé phan loai tAn cong 1am hai loai: tin cdng tir bén
trong va tin cong tir bén ngoai:

) Tan cong ti bén trong: 1a nhimg tin cong

xuat phat tir bén trong hé théng mang. Ké
tAn cong 13 nhimg ngudi trong hé théng
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mang ndi bd muén truy cip, liy théng tin
nhiéu hon quyén cho phép.

) Tan cong tir bén ngoai: 1a nhimng thn cong
xuat phat tir bén ngoai Internet hay cac két
néi truy cap fir xa.

Mic di ¢6 nhiéu kiéu tin cong mang nhung dé
thuc hién mét cude tin cong xdm nhap, ké tin cong
thuong thuce hién qua 5 buéc nhu sau:

» Budc 1: Khéo sat, thu thip thong tin: ke
tAn cong thu thap thong tin vé noi tAn cong
nhu phat hién cac may chu, dia chi IP, cac
dich vu mang, ...

e Bu6c 2: Do tim: ké thn cong sir dung cac
théng tin thu thip duoc tir buée 1 dé tim
kiém thém théng tin vé 16 héng, diém yéu
cua hé théng mang. Cac c6ng cu thuong
dugc st dung cho qua trinh nay la cac cong
cu quét cdng, quét IP, do tim 13 héng, ...

e Budc 3: Xam nhip: cic 16 héng duoc tim
thdy trong buéc 2 dwoc ké thn céng sir
dung, khai thac dé xam nhap vao hé théng.
O budc nay, ké tan cong 6 thé dung cac ky
thuat nhu: tran bd dém, tir chéi dich vu
(DoS), ...

e Budc 4: Duy tri xdm nhip: mdt khi ké tin
cong da xdm nhép dugc vao hé thdng, budc
tiép theo la lam sao dé duy tri cac xam nhép
niy nhim khai thac va xam nhép tiép trong
tuong lai. Mot vai ky thudt nhu backboors,
trojans... dugc sir dung & budc nay. Mot khi
ké tAn céng da 1am chu hé thdng, ching c6
thé gy ra nhitng nguy hai cho hé thdng
hogc danh cap théng tin. Ngoai ra, ching c6
thé sir dung hé théng nay de tAn cong vao
cac hé théng khac nhu loai tin cong DDoS.

e Budc 5: Che day, xéa diu vet mét khi ké
tAn cong di xam nhdp va c¢b ging duy tri
xdm nhap. Budc tiép theo 1 ching phai lam
sao x6a hét ddu vét dé khéng con chimg cuir
phép li xdm nhép. Ké tin cong phai x6a cac
tap tin log, x6a cac canh bao tir hé théng
phat hién xam nhap

O budc “Déd tim” va “Xam nhap”, ké tin cong
thudng lam luu lugng ket ndi | mang thay d6i khéc vai
lic mang binh thuong rit nhidu. Déng thoi tai nguyén
cua hé thong may chi bi anh huong dang ké. Nhimg
dau hiéu nay rat c6 ich cho ngudi quan tri mang trong
viéc phdn tich va danh gi4 tinh hinh hoat d6ng ciia hé
thong mang.

Hau hét cac cude tan cdng deu tién hanh tuin tu 5
budc trén. Lam sao dé nhan biét he thdng mang dang
bi tAn cdng, xam nhép ngay tir hai budc diu tién la
hét stic quan trong. O tai budc 3 13 “Xam nhip”,
budc nay khéng dé dang déi véi ké tin cong. Do vay,
khi khong the xam nhdp dugc vao hé thong dé phé
hoai co nhleu kha ning ké tan céng s& sir dung tin
cong tir chéi dich wy (DoS hay DDoS) dé ngin can

khéng cho ngudi dung hop 1€ truy Xuét tAi nguyén hé
thong.
D. H¢ théng phdt hién va phong chéng xdm nhdp

Phat hign xam nhdp 12 mt tép hop céc k§ thudt va
phuong phap dung dé do tim nhitg hoat dong dang
nghi ngd trén mang. Mot hé théng phat hién xdm
nhip dugc dinh nghia 1a mét tap hop cac cong cu,
phuong thirc va tai nguyen gilp nguoi quan trj xac
dinh, danh gia va bao cao hoat dgng khong dugc phép
trén mang.

Phat hién xam nhip dugc xem la mét tlen trinh
dugce quyet dinh khi m4t nguoi dang co ghng dé x4m
nhap hé théng mang trai phep Hé thong phat hién
xam nhap SE kidm tra tit ca cac g6i tin di qua h¢
thbng va quyet dinh g6i tin d6 ¢6 vAn dé kha nghi hay
khéng. Hé thong phét hién xam nhap duge trang bi
hang tri€u tinh huong dé nhan dang tan cong va dugc
cap nhat thuong xuyén. Ching thuc sy quan trong va
la lya chon hang dau dé phong thu trong viéc phat
hién va phong chéng xam nhip mang trong cac hé
théng mang hién nay.

Viéc nghién clru xdy dung hé¢ thdng phat hi¢n va
phong chong xam nhap dang duoc phat trién manh va
con phat trién manh mé trong thdi glan tdi. Céc san
phim thuong mai trén thi truong c6 chi phi rat 16m,
vugt qua kha nang diu tu cla nhleu doanh ngh1¢p
Bén canh dé, cac nghlen clru vé ma ngudn mo cling
da duoc diu tu nghién clru va trién khai. C6 nhicu de
tai nghién ciru lién quan dén IDS/IPS bing ma nguon
mo chu yeu tdp trung vao Snort. Céc nghién ciu ndy
chua dugc ap dung réng rai, con ton tai nhiéu han che
nhu: do chuong trinh mi nguén mo nén hau hét
khéng c6 giao dién thén thién; thanh phén béo dong
khong duogc tich hop sin, hoic néu cé ciing chi qua
giao dién console, hodc qua giao dién Web chua tao
duoc sy linh dong va tién dung cho ngudi quan tri
mang. Hau hét cac phan mém mang tinh don 1¢ trong
khi nhu c4u tich hop nhiéu tinh nang giam sat khac dé
néng cao hi€u qua s dung chua dugc chi trong va
phat trién[1], [3] (4].

Hon nira, cac dau hidu ciia cic kJeu tAn cong ngay
mét tinh vi phuc tap doi hoi hé théng phat hién va
phong chéng xam nhédp phal dugc thudng xuyén cap
nhjt nhimg dAu hiéu méi. Ngudi quan trj mang con
c6 thé dua vao nhung phén tich khac nhu nhimg déu
hiéu bat thuomg vé luwu luong ra vao hé thong, hoat
dong cua CPU, RAM... dé co nhimg phan ung kip
thdi. Bén canh do hé théng bao dong ciing can trién
khai mang tinh chit da dang nhleu hinh thirc, linh
dong, tién dung thuc sy hd trg thiét thyc cho ngudi
quan tri mang

Nhu vdy, mét hg thong glam sat hiéu qua can thiét
phal thiét 1ap tich hop gilta cac chuc nang: phat hién
va phong chong xam nhép, glam sat luu luong, giam
sat thlet bi va dich vy mang, gidm sat tii nguyén trén
cac thiét bi.
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II. HETHONG GIAM SAT MANG

Nhu ciu v& viéc giam sat hé théng mang may tinh
ngdy cang cao. Bén canh viéc theo ddi mang dé phat
hién truy cép trdi phép, phong chong x&m nhdp con la
viéc giam sat luu luorng mang, glam sat cac thidt bj va
dich vu mang, gidm sat nguon tai nguyén trén hé
théng. Bén canh dé, hé théng bao dong phai duoc cai
dit linh hoat va da dang

Trong hé thong gidam sat mang v&i nhimg tinh
ning ké trén, tac gid dé xuit md hinh giam sat mang
tich hop v6i céc thanh phéan: thanh phin phét hién va
phong chéng xam nhép (IDS/IPS) thanh phan giam
sat lwu luong, thanh phdn giam sat thiét bi va dich vu
mang va thanh phan bio déng. Cac thanh phan nay
duoc md ta trong hinh sau:

fMé hinh giam sat mang tich hop \

Thanh phin Thanh Thanh phin
IDS/IPS phan giam gidm sat
sat hru thiét bj va
luoneg dich vu

Thanh
phan bao

N Y,

A Thanh phdn phat hién va phong chong xam nhdp
mang

Hinh 1. M hinh giam sat mang tich hop

Hé théng phat hién xdm nhép (IDS) dung dé ling
nghe, do tim cac goi tin qua hé théng mang dé phat
hién nhimg déu hiéu bét thudng trong mang. Thong
thuong nhimg dau hiéu bét thuong 1a nhiing diu hiéu
cua nhimg cudc tin cong xam nhap mang. IDS s&
phat nhimg tin hi¢u canh bdo tdi ngudi quan tri mang.

H¢ thong phong chong xam nhap (IPS) la mot
phin mém hoac mét thiét bi chuyén dung c6 kha ning
phat hién xdm nhép va c6 thé ngan chin céc nguy co
mang bj tan cdng.

Heé thong phong chong xam nhap 1a mot ky thuat
an ninh mai, ket hop cac uu diém cua ky thudt tuong
lra v6i hé théng phat hién xdm nhap c6 kha nang
phét hién sw xdm nhép va tu dong ngan chan cac cudc
tan cong d6. Hé Lhong 1DS/IPS thuong dugc dit ¢
phén bién mang dé bao vé tAt ca cac thiét bi trong
mang

Cé hai phuong phép dugc dung trong viéc phan
tich cic su kién de phat hién cac vu tan cong: phat
hién dva trén cac ddu higu va phat hién sy bt thuong.

e Phat hién dua trén déu hiéu: Phuong phap

niy nhan dang céc su kién hoac tdp hop cac

su kién phi hop vdi mét mau céc su kién di
dugc dinh nghia 12 tén cong.

s Phdt hién sy bt thuong: cong cu nay thiét
1dap mdt hién trang cic hoat dong binh
thuong va sau d6 duy tri mét hién trang hién
hanh cho mot hé théng. Khi hai yéu 16 ndy
xudt hién su khac biét, nghia 1a da cé su
x&m nhap.

Qua trinh phat hién c6 thé dugc mé ta bai ba yéu
t6 co ban nén tang sau:

o Thu thdp théng tin: kiém tra tat ca cic géi
tin trén mang.

e Phan tich: phan tich tat ca cac goi tin da thu
thap dé cho biét hanh déng nao la tin cong.

e  Canh bdo: hanh déng canh bao cho sy tAn
cong dugc phan tich ¢ trén.

B. Thanh phdn gidm sdt lwu luong

Mot hé thong IDS/IPS c6 thé phat hién va phong
chong céc cudc tan cong xam nhap mang dua vao cac
déu hiéu tin cong dugc luu trir va cap nhap thuong
xuyén. Tuy nhién ciing khong tranh khoi nhimng
truong hop ¢ nhimg dang tan cong mdi ma nhimg
dAu hiéu chua dugc biét toi.

Hé théng glam sat luu lugng hd tro cho ngum
quén tri mang gidm sat lwu luong trao ddi gitia cac
thiét bi mang. N6 hoat dong thoi gian thuc va the hién
luu luong cha cac giao tiép mang (céc giao tiép cia
Router, Switch, Server,..), hoat dong cia CPU, RAM
mdt cach truc quan théng qua nhimg db thi,... Didu
ndy gidp nguoi quan tri mang ¢4 nhimng phén tich tinh
trang hoat dong cla cac thiét b mang trong hé théng.

Ngoai ra, ngudi_quén tri ¢6 thé thlet lap nhimg
nguong canh bao dé két hop vai hé thong bao dong
dé giup ngum quén tri nhanh chéng ¢ duoc nhimg
thong tin vé nhimg cudc tan cong hay phét hién
nhitng bt thudng trong hé théng. Nhung bat thuong
& day nhu 12 luu luong trén mot giao tiép mang hoat
dong bét thuong hay CPU hoat dong qua tai (dat
ngudng canh bao), .

C. Thanh phén giém sdt thiét bi va dich vu

Hé thdéng giam sat thiét bi va dich vu c6 chirc
ning theo doi trang thai hoat dong cua cac thiét bi va
cac dich vu trong hé théng mang. Ngoai ra, n6 con ¢6
thé giam sat cac tai nguyen trén cac thiét bi nhu la
dung luong trdng clia cac & cung trén Server, kiém tra
trang thai hoat déng cua cic cdng trén cac Switch
trung tam..

Moi hoat dong bat thuong nhu cé thiét bi ngung
lam viéc hay dich vu mang ngung hoat déng, hay
dung lugng & cimg trén cac server con qua it (thiét lap
nguomg theo di) s€ dwoc giri canh bao t6i nguai
quan tri mang.

D. Thanh phan bdo déng

Hé théng bao dong la mot trong nhimg thanh
phan quan trong trong hé théng gidm sat mang. Hé
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théng bao dong gitp ngudi quan tri mang nim bt
duoc trang thai hoat dong cua hé thong mang. Day
ciing la mot yéu cdu 16m dit ra cho hé thong giam sat
mang.

Trong bai viét nay, tac gia dé xuat trién khai hé
thong bao dong da dang qua nhiéu hinh thirc: qua
giao dién Web, E-mail, 4m thanh va SMS.

Hé théng béo dong két hop v6i hé théng do tim
xam nhdp, hé théng giam sat thlet bi va dich vu phat
ra nhung tin hiéu canh béo dén nguoi quan tr1 khi hé
théng c6 su ¢b x4m nhap hay su c0 bat thu'orng
khac... Nhimg thong tin tir thiét bi phat hién xam
nhip hay hé thong phat hién nhimg diu hiéu bat
thudmg dugc chuyen téi hé théng bao dong dé phat
canh béo tdi nguoi quén tri.

IL. CACCONG CUNGUONMG HO TRQ
TRONG VIEC GIAM SAT MANG

C6 rét nhiéu cong cu cho phép ngudi quan tri
mang do tim nhimg 16 héng trong hé thong mang da
néu & phan trén. . . Nhilng c6ng cu nay rat cén thiet dé
kiém tra nhimg 16 héng bao mét trong hé théng mang.

G cép dd cao hon la tién hanh xay dung mét giai
phap toan dién c6 tinh kha thi cao nhim gitip nhanh
chong cho cdc nha quan tri mang phat hién ra nhung
cudc tAn cong xam nhap mang, nhimng su ¢b trong qué
trinh hoat ddng ciia hé théng nhu mét dich vu mang
ngung hoat dong hay mét thiét bj mang (Router,
Switch, Server) ngung hoat d¢ng, hay theo doi lubng
luu lugng qua céc ket ndi, hoat dong ciia CPU, RAM,

...trong céc thlet bi cin giam sat

Trong bai viét nay nay, tac gia d& xuit xay dung
mdt hé théng gidm sat mang c6 tinh truc quan, hé
thong bao ddng hoat dong da dang, nhanh chéng va
tién loi, giup ngudi quan tri mang nam bit hoat dong
cua hé thong kip thoi, moi luc, moi noi, ... M6 hinh
ket hop ma tac gia dé xuit 1a két hop cuia cic phén
mém ngudn mo: Snort, Fwsnort, Cacti, Nagios va hé
théng bao dong qua SMS Gnokii. Nhu mdt minh hoa
cho md hinh gidm sat két hop IDS/IPS, gidm sat luu
Luong, giam sat thiét bi, dich vu va thanh phén canh
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Phén tiép theo s& trinh bay mot s§ dac diém cua
Snort, Fwsnort, Cacti va Nagios trong viéc giam sat
nhimg d4u hién bét thudmg trong hé théng mang.

A. Snort

Snort 14 mdt phin mém phat hi¢én xdm nhdp ma
nguon mé hoat dong dya trén cac dau hiéu cho phép
giam sat, phat hi¢n nhimg dAu hién tan cong mang [1]
[2]. Snort dugc nhiéu td chirc phét trién va bién thanh
san pham thuong mai nhu Sourcefire, Astaro, .

Cé4c luat trén Snort c6 tinh mé, cho phep nguou
quan tri mang tao ra cac luit méi.

Hé thong bao dong trong mé hinh thuc nghiém

dugc cai dat qua giao dién console, Web, Email va
SMS

B. Fwsnort

Fwsnort hay ciing dugc goi la Firewall Snort la
phin mém ngudn md cbé chirc ning chuyén céc luat
trong Snort thanh céc ludt trong Iptables. Su két hop
nay giip cho nhimg xdm nhip duoc Snort phat hlen
s€ duoc ngan chin bm Iptables tao thanh hé théng
phat hién va phong chéng xam nhép [8].

C. Cacti

Cacti 12 mét phan mém ngudn md hang diu vé
viéc gidm sat cac luu luong mang. Cacti trong hé
thong dé xut duoc dung dé glam sat luu luong qua
cac Switch trung tim, Router va cac Server trong hé
théng mang.

{ Thugp drtien |

[ Cruwraries |

[ Trinh vay oo tiew |

Hinh 2. So 46 hoat dong cua Cacti

Cacti thé hién lru luorng qua cic do thi tngc quan.
Dleu nay giup cho ngudi quan tri theo ddi dugc su
bat thuomg trong hé théng. Nhimg bét thudng nay c6
thé 1a nhimg diu hiéu cuia tin c6ng xam nhép hodc sy
qua tai cia mot s thiét bi mang trong hé thong. Cacti
sur dung giao thirc SNMP dé thu thap thong tin tr cic
thiét bi, Iwu trir thong tin va v& hinh trén cac dd thi.[3]

$1P Comrsrurey
tAmnzgemer: ronmaten . Mansgemerns, qEonTabon
Bose M N Bame BN

TP S 4
'——I—"__E_V__‘Sﬂi! 134

ScRwarh Maragemam

GWAP GET? GET NEXT

! PRSP, EOP TRAP e NP (

Hinh 3. So dd trao d5i théng tin SNMP giita Cacti v mot thiét bj
(3]

Pé tao ra nhiing db thi, Cacti can thu thap di li¢u
tr cac thiét bi giam sat thong qua glao thic SNMP
[3][7] Trong hé théng mang 16n véi nhiéu thiét b
can giam sat thi dit liéu thu thdp nén dugc quan ly
dua vao co s& dir liéu. Trong md hinh thuc nghiém
cia ludn vin nay, dir liéu thu thdp dugc nr SNMP
dugc luu trir vao co so dir liéu MySQL.

Cacti c¢6 kha nang giam sat huu luong vao/ra cac
cong cua thiét bi cin theo d5i; giam sit tinh trang
hoat ddng cua CPU va bd nhé. Cacti con cho phép
thé hién so dé ‘mang truc quan dé theo ddi huu lugng
trao ddi gitta céc thiét bi mang.

Mot dic diém quan trong cia Cacti la cho phép
tich hop nhiéu nhiéu phin mém khac vio né. Diy la
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moét dic diém quan trong cho viéc cai dat hé théng
giam sat mang tich hop.

D. Nagios

Naglos 14 mdt phin mém ma ngudn mg hang déu
trong viéc gidm sat hoat ddng cua cac thiét bi va cic
dich vu trong mang. Nagios hé tro trong viéc gidm sat
hoat dong mot sb thiét bi trung tim trong mang nhu
Server, Switch trung tdm, Router, .... Pong thdi, n6
két hop véi b phén phat canh bao qua SMS, Audio.
Web nhim phat canh béo trong trudng hop mét thiée
bi ngung hoat dong hodc mét dich vu mang ngung
hoat dong.

Nagios gidm sat cac thiét bj _mang thong qua cac
giao thirc ICMP, SNMP, . dé theo dai trang thai
hoat ddng cua cac thlet bi. Dong thoi Nagios con cho
phép thiét 1ap co ché _giam sét hoat ddng cua céc dich
vu mang trén cac thiét bi. Cac dich vu phd bién dwgc
giam sat nhu: HTTP, FTP, SMTP, POP3, DHCP,
SSH, IMAP.. [4][6]

De giam sat cac host Windows, ching ta c6 thé st
dyng truc tiép thong qua SNMP hodc st dung phén
mém NSClient++ dé 1y thém nhiéu théng tin hon tir
may Windows [9].

Windows Machine

Monitoring Server

Disk Space |

Nagios check_nt

Hinh 4. Nagios theo ddi cac dich vy trén Windows qua NSClient
(9]

Ciing tuong tu nhu vy, chung ta c6 thé st dung
SNMP dé glam sat cadc may Linux qua viéc cai dat
g6i NRPE dé giam sat host va cac dich vu trén may
Linux [9].

Remote Linux/Uinix Host

Hinh 5. Nagios giam sat cic dich vy trén may Unix/Linux qua
NRPE([9]

E. Hg théng bdo dong
Trong mé hinh dé xuét, cai dit cac hinh thirc bao
déng qua cac hinh thirc:
e Canh bao qua Web: dugc tich hop trong khi
cai dit Snort, Cacti va Nagios
¢ Canh b4o qua E-mail: sir dung Sendmail
e Canh bso bing am thanh: tich hop file am
thanh vao su kién phat canh béo.

* Canh bio qua SMS: sir dung phin mém

ngudn mé Gnokii giao tiép voi GSM/GPRS
modem.

= =/ ¢

SIM Card + Modem + Datacable + Computer

Hinh 6. Cc thiét bj sit dung trong viéc canh bao SMS

Gnokii 12 mét phan mém nguon mo cho phép giao
tlep véi thiét bi GSM/GPRS dé phuc vu cho viéc
nhan tin SMS. Ci phép sir dung don gian hd tro cho
viéc nhén tin qua SMS la:

printf <message> | gnokii --sendsms <telephone>

Cut phép nay dugc dua vao chuong trinh Nagios,
Cacti, Snort dé hé théng tu dong giri tin nhin SMS
khi ¢6 su ¢ xay ra.

IV. CAIPAT MO HINH DE XUAT KET HQP

SNORT, FWSNORT, CACTI YA NAGIOS

A. M6 hinh cai dat

Hinh 7. M3 hinh mang thyc nghiém

Trong md hinh thuc nghi¢m nay, may lam chirc
ndng giam sat chay hé diéu hanh CentOS. Trén d6 cai
dat hé théng giam sét tich hop va quan ly voi mét
giao dién chung trén Cacti. Cac thanh phan dugc tich
hop va giao dién quan ly cua Cacti. H¢ théng chia
thanh bén khdi chirc ning chinh:

e  B6 phan phat hién xdm nhép (Snort)
e B{ phan phong chéng xam nhap (FwSnort)
e B0 phén giam sat trang thai hoat ddng cua
céac host va services (Nagios) i
e B& phin bao ddng: bdo dong bing am
thanh, Web, qua email va SMS
(GSM/GPRS modem)
B. Cai dgt céc thanh phan
Trong phén thuc nghiém nay cac thanh phan dugc
cai dat riéng sau d6 dugc tich hop vao trong giao dién
cua Cacti.
Sau day 1a mét s6 doan ma ngudn tich hgp Snort,
Nagios vao giao dién Cacti.
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Cac thong sb trong tap tin global php ndm trong
(/var/www/cacti/plugin/)

$plugins = array(),

$plugins|] = ‘update’; /cap nhap cic phién ban mdi
$plugins[] = ‘settings’; //

$plugins[] = ‘manage’;

$plugins[] = ‘realtime’; //xu ly thoi gian thuc
$plugins[] = ‘npc’; // tich hop Nagios

$plugins[] = ‘base’; // tich hgp giao di¢n Web cho
Snort

$plugins[] = ‘weathermap’; // gidm sat luu hrong

Pinh nghia viéc giam sat thiét bi (host) va dich vu
(service) trong Nagios

define host {
host_name winserver ; 43t tén cho Host
alias My Favorite Host ; bi danh
address 192.168.1.254 ; IP cua thiét bj cin gidm sat
check_command check-host-alive ; Kiém tra trang théi host
max_check_attempts § ; s6 13n kiém tra truge khi két luin
contact_groups admins ; group clia ngudi quan trj
notification_interval 30 ; thoi gian gitra cic 1an kiém tra
(phut)
notification_period 24x7; thoi gian hoat déng cia hé théng
biao
notification_options d,u,r ; phat bao dgng khi host (u: down,

. u: unreachable, r: recovery)

define service{

use generic-servic
host_name winserver
service_description HTTP : M6 ta dich vy cin giam

sat

check_command check_http ; Kiém tra trang thai
HTTP

notifications_enabled 1 ; bat tinh nang phat bao
dong

}

#notify-service-by-sms

Define command({
Command_name notify-service-by-sms
Command_line /usr/bin/printf “%.120”

“Nagios -- SNOTIFICATIONTYPES

$SHOSTALIASS/SSERVICEDESCS is $SERVICESTATES

(SOUTPUTS)” | /usr/local/bin/gnokii -sendsms

SCONTACTPAGERS

}

#notify-host-by-sms
Define command{
Command_name
Command_line /usr/bin/printf ™“%.120”
“Nagios —-- $NOTIFICATIONTYPES $HOSTALIASS is
$HOSTSTATES ($SOUTPUTS)” |
/usr/local/bin/gnokii -sendsms $CONTACTPAGERS

notify-host-by-sms

)

Thuc hién viéc chuyén déi cic ludt trong Snort
thanh cac luat trong Iptables.

iptazlasfuw]e Femsare

<aort Rules File Sucgess  Fail Ist_spply Total
0 1?7

|¢] attack-responsen. fules 1§ )
[+] backouor. rules 62 b 1 9
|«] bad-traffic.izles L0 ) 0 13
Is] blesdleg-all. mles Lo 7 < tedn
1] vaplpit.iutas 3 43 D] bl
Jo] wab-igiirubes 255 §2 1 L]
(=] meb-cliom”, bulir ? 1w u 134
[+] web-rojdiusioe. rubes 38 < a s
[¢] mab-fxontpage.Tales 3 1 0 E
| =} web-iis.cules k03 u o t14
|+ eabonisc. kules 264 £1 1] )6
|#] wab-phg. tubes 7t 4R a 34
[+) x31.rules 2 o 0 2
2125 17€1 K a6

lorerated iptabies reles fop 1725 cub of L4t apnstures: 40.78%

]
]
=] Lagfile: svaribogs frmory . log
| Tgrablaa scflet: Jeti/faimrt/hwanoaft. sh

Found 31 applicable inedt fules ta yrut <usiwst iptables policy.

Cai dat ché dd 13p lich cho chuong trinh trong
Jetc/cron.d

Thiét 1ap canh bao qua SMS khi dich vu can giam
sat gap su co:

Xac dinh email va sb dién thoai dé giri canh bao
trong /usr/local/nagios/etc/object/contacts.cfg

*/| * * * * cactiuser php /var/wwwi/cacti/poller.php> /dev/null
2>&1
*/] % * * * [var/snortnotify-v2.1/SnortNotify.pl

Define contact {
contact_name nagiosadmin
use generic-contact
alias Nagios Admin
email chinhhn@fit.hcmute.edu.vn
pager 0983929445

Dinh nghia cd phap lénh bao dong trong
/usr/local/nagios/etc/object/commands.conf.

V. KET QUA THU'C NGHIEM

Hé théng giam sit mang duoc tich hop cic tinh
ning giam sat tr Cacti (Console, Manage,
Weathermap), Nagios (npc), Snort (BASE).
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graphs

Kiém tra hoat dong cua hé théng bao dong khi

T3
console

Cantole <> Ubimas <> View Cacti Log File :

- e i Com oot ding phdn mém SolarWinds quét IP dén may bén
oot LN tr

ong mang.

| Tail Lines: Massage Typa. —

ST WAt aw ek Refrech: 1 Minute Display Order & Snort Alerts m

Graph Traas Search Bl Gde  Wew Took  Mesuge Hep {1

— — - & & .4 . X O *

Reghy  Dephr il Foreawd Eewt [ [Ar—

114 PM - WEATHERMAP: Doller[0] 5TATS: Wasthe

714 Dll-ernTH[F\ WP Poller[ 0] [Meg 7] Hewits
TakdebFicalSe thumb jpg

Iulzz/zous 0812714 PM - WEATHERMAR: Dollar(D] (Map Z] Hawsty

12/22/200% 08:27:13 PM - WEATHERMAR. Doliar[C) [Map 7] Newsts
F B o b Ll o wikiaio &

9:08 A

Hinh 8. Cac module tich hop trén nén Cacti

Theo ddi trang thai hoat dong va Iuu luwong cua

Switch Cisco.
Hinh 12. Canh béao giri qua Email khi dung chuong trinh
Claco Swich 2060 Suitchports Avarlavle/fn Use SolarWinds scan IP

N - Cheowar s
& Avatiaste 2 22
Cisco Swich 2960 Traffic Fasd
PP O R Y Hinh 13. Canh béo gii qua SMS khi ding chuong trinh
e T e e R SolarWinds scan IP
Hinh 9. Theo di hoat ddng cua Ci itch qua db thi . e x .
n e ddi hoat dng cia Cisco Switch qua d6 thi Theo d&i luu luong mang giita cac thiét bi mang trén
Theo d6i tinh trang hoat déng (up/down) cua cac do thi truc quan dung thanh phan Weathermap.
thiét bi.
e — —\ A
'6 —_ ‘u - ﬂf 3 - .\}
S —

Hinh 10. Theo ddi c4c trang thai cac thiét bj va phat bao
déng bang am thanh

Theo ddi trang théi cac dich vu mang trong timg thiét
bi va mirc d6 sir dung mét sb tai nguyén trén thiét bj
nhu RAM, CPU, dia cimg, ... théng qua ‘npc’

e — \ e Hinh 14. Theo déi cac huu lugng mang giira cac thiét bi
T —— T R — (e
= Trong phéan thuc nghiém nay, tic gia st dung bd
- — == T luat ctia Snort trong viéc phat hién tin céng xam
e nhap mang.
——— = — - Bén canh dua vao ddu hiéu nhan dang cua hé
——E— = théng phat hién va phong chéng xam nhép, nguoi
— e S quan tri mang con c6 thé phan tich luu lugng mang
T S trén cac thiét bi dé phat hién ra nhimg dau hiéu bét
— - e thuong trén hé thdng (c6 thé la nhimg tan cong xam
B — === nhip ma thanh phan [DS/IPS chua phat hién ra) va
=== == —— phat canh bao qua nhiéu hinh thirc (dm thanh, Web.
Hinh 11. Theo d&i mét s dich vu trén cac thiét bi SMS) dén nguoi quan tri mang.
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Phén thuc nghiém nay chi la dé minh hoa cho hoat
dong cua thanh phén phat hién va phong chéng xdm
nhiap mang két hop voi thanh phan phéan tich luu
lugng, thanh phin giam sat thiét bi va dich vu va
thanh phén canh bao tao nén mot hé théng gidm sat
mang tich hop hé trg cho ngudi quan tri mang.
Trong khi cac san phim thuong mai cé nhimg tinh
nang chuyén dung cho timg chiic néng riéng biét nhu
IDS/IPS, giam sat,... thi ¢6 thé coi su két hop nay la
mot framework cho mét hé thong giam sat mang tich

hop.
VI. KETLUAN

Trong bai v1et nay, tac gia dé xuit md hinh xay
dung mét hé thong giam sét tich hop véi céc chic
nang: phat hién va phong chéng xam nhap, giam sat
lru luong, thiét bi, dich wvu, tai nguyén cac thiét bi
(CPU, dung lugng & b dia, RAM,...). Pé minh hoa cho
md hinh dé€ xudt nay, tac gia da cai dat tich hop két
hop cac cong cu ngudn mo Snort, Fwsnort, Cacti,
Nagios va GSM/GPRS modem.

Bai viét nay giéi thiéu mét giai phap trong viéc
giam sat hé théng mang khéng nhimg glup phat hién
cac cudc tin coéng x4m nhap mang ma con gilip giam
sat hoat dong cua hé thong mét cach truc quan, nhanh
chéng, tién loi. H& thng bao déng qua Web, E-mail,
bao dong bing am thanh (audlo) va SMS tao nén su
da dang, linh hoat cho phép ngum quan tri mang theo
dsi hé thong & moi lac, moi noi. Glup nhanh chéng
phat hién nhimg su cb de 6 nhimg giai phap kip thai.
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