
TuyIn tap Cong ttinh Nghien ciiu Cdng nghe Thdng tin va Truyin thdng 2010 

MO HINH HE THONG GIAM SAT MANG TICH HOP 
• • • 

DlTA VAO PHAN MEM NGUON M6 
Nguyin Dinh Thiic', Huynh Nguyen Chinh^ 

'Trudng D?i hgc Khoa Hpc Ty Nhien, Dai hgc Qudc gia Tp. Hd Chi Minh. 
^Trudng Dai hoc Su Ph^un Ky Thuat Tp. Hd Chi Minh 

ndthuc@hcmuns.edu.vn, chinhhn@fit.hcmute.edu.vn 

Tom tit. Mang may tinh dang ngay cang phat trien manh va cd vai ttd quan ttgng cho mdi ca nhan, td chiic, 
doanh nghiep. Di doi vdi sy phat triin nay thi bao mat mang dang la mgt nhu cau cap thifit nhdm bao ve hf 
thong mang ben trong, chdng lai nhiing tan cong xam nhap va thyc hifn cac ttao ddi thdng tin, giao djch qua 
mang dugc an toan. 

Trong bai vilt nay, tac gid tip trung nghien ciiu giai phap giam sdt hf thing mang tich hgp bao gdm cac 
thanh phan: he thdng phat hien va phdng chdng xam nhap mang, hf thing giam sat luu lugng, he thdng giam 
sat thiet bj va dich vy. Cy the, tac gia cai dat minh hga giai phap tten vdi sy Mt hgp cua cac phan mem 
nguon md Snort, Fwsnort, Cacti, Nagios. Tao ra mgt he thdng giam sat mang, cd kha nang: phat hien nhihig 
xam nhap, phdng chong tan cdng mang, giam sat tinh ttang hoat dgng cua cac thiSt bi quan ttpng ttong he 
thong (Server, Router, switch,...) va cac dich vu ch?iy ttSn no. Ddng thdi cai ddt he thdng bdo dgng da d?ng, 
tien dung va linh dgng hd ttg cho ngudi quan tn mang giam sat hf thdng mgt each hifu qua hom thdng qua 
nhieu hinh thiic nhu Web, Email, am thanh va SMS. 

Tir khoa: He thdng giam sat mang, he thdng phat hien va phdng chdng xam nhap mang, hf thong gidm sat 
luu lugng, he thong giam sat thiet bi va dich vy, hf thdng bao dgng. 

INTEGRATED NETWORK MONITORING MODEL 

BASED ON OPEN SOURCE SOFTWARE 

Abstract. Computer networks are increasingly powerfiil and played an important role for individuals, 
organizations and businesses. Together wdth this development, the network security is a critical need with the 
purpose of protecting the inside network, preventing attacks and making the exchange of information through 
the computer network system is secured. 

In this paper, the author focused on researching solutions surveillance network includes integrated 
components: intmsion detection systems and intrusion prevention systems, ttafSc monitoring systems, hosts 
and services monitoring systems. Specifically, the author illustrates the solution with the combination of 
open source softwares: Snort, Fwsnort, Cacti, and Nagios. Implementing a network monitoring system with 
capable of intrusion detection and prevention of attacks, monitoring the operation of network devices such 
as servers, routers, switches... and services running on it. Simultaneously install an alert system diversity, 
convenience and flexibility to support network administtators to monitor the system more effectively through 
various forms such as Web, Email, Audio, and SMS. 

Keywords: network monitoring system, network intmsion detection and intrusion prevention system, traffic 
monitoring systtem, hosts and services monitoring system, alert system. 
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T6m tit — Mang mdy tinh dang ngdy cdng phdt trien 
manh vd co vai tro quan trong cho moi cd nhan, to 
chuc, doanh nghifp. Di doi vdi sy phdt trien ndy thi bao 
mSt mang dang la mdt nhu ciu cap thiSt nhdm bao vf 
hf thong mang ben trong, chlng lai nhirng tin cong 
xdm nhdp vd thyc hifn cdc trao dii thong tin, giao djch 
qua mang dugc an todn. 

Trong bai vilt ndy, tac gia tip trung nghien cuu 
giai phdp gidm sdt hf thing mang tich hgp bao gim cac 
thdnh phan: hf thong phat hifn vd phdng chlng xam 
nhdp mang, he thong giam sdt luru lugng, he thong 
giam sdt thiet bj vd djch vu. Cu the, tac gia cdi dat minh 
h^a gidi phap tren vol sy kit hgp ciia cdc phin mim 
ngudn md Snort, Fwsnort, Cacti, Nagios. Tao ra mot he 
thong giam sdt mang, c6 khd ndng: phat hien nhirng 
xdm nhdp, phdng chong tan cdng mang, gidm sat tinh 
trang boat ddng ciia cdc thiit bi quan trgng trong hf 
thong (Server, Router, switch,...) vd cdc dich vu chay 
tren n6. Ddng thdi cdi ddt he thing bdo df ng da dang, 
tifn dung vd linh dgng ho trg cho ngudi qudn trj mang 
gidm sdt hf thong mgt each hifu qud han thdng qua 
nhilu hinh thirc nhu Web, Email, im thanh va SMS. 

TOr khoa — H^ thdng gidm sdt mang, hf thong phdt 
Men vd phong chong xam nhap mang, hf thong gidm sdt 
luu lugrng, he thdng gidm sdt thiit bj vd djch vu, he thdng 
bdo dpng. 

I. GidlTHIfU 

A. Phdn logi cdc Id hdng bdo mat 
Hiiu dugc nhiing dilm ylu ttong bao mat la mdt 

van dl het siic quan ttgng de tien hanh nhirng chinh 
sdch bdo mat cd hieu qua. 

Nhiing dilm ylu ttong bao mat mang gdm cd 
nhitng difm ylu: vl mat ky thuat, vl mat cau hinh va 
cdc chinh sach bao mat. 

• Diim yiu vi mat ky thudt: dilm ylu ttong 
ky thuat gdm cd dilm ylu ttong cac giao 
thirc, ttong He dilu hanh va cac thiet bj 
phin Cling nhu Server, Switch, Router,... 

• Diim yiu trong cdu hinh h$ thdng: day la 
ldi do nha quan tri t^o ra. Ldi nay do cac 
tfiilu sdt ttong vifc ciu hinh hf thdng nhu: 
khdng bao mat tai khoan khach hang, sur 
dyng cac ciu hinh mdc djnh tten thiet bj... 

Huynh Nguyen Chinh 
Bd mdn Mang May Tinh, Khoa CNTT 

Trudng Dai hgc Su Pham Ky Thuat Tp. Hd Chi Minh 
chmhhn@fit.hcmute.edu. vn 

• Diem yiu trong chinh sdch bdo mat: chinh 
sach bao mat dien td vifc lam the nao vd d 
dau chinh sach bdo mat dugc thyc hifn. Day 
la dieu kifn quan ttgng giiip vifc bao mat cd 
hifu qua tdt nhat. 

B. Cdc cdng cu phdt hiin Id hdng mgng 
Nhung ke pha hoai se lgi dyng nhiing Id hdng bdo 

mat de xam nhap vdo hf thdng. Nhu vfy, vifc dd tim 
nhiing diSm yeu ttong hf thong dl cd nhung bifn 
phdp khac phyc nham han chl cac nguy hai cho hf 
thdng la can thiet. 

Cdc thdng tin tu nha san xuat phan ciing, phan 
mem, cdc ban vd ldi nen dugc cap nhat thudng xuyen 
cung la mgt giai phdp de bao vf cho hf thdng cua 
minh. 

Hon niia, hifn nay cd rat nhieu cdng cy giiip 
ngudi quan trj mang dd tim nhihig Id hdng bao mat 
ttong hf thdng mang ciia minh. Diin hinh mgt sd 
cdng cu dugc su dung pho bien Id: Nmap, Metasploit, 
Nessus, Nikto, Paros Proxy, WebScarab, Weblnspect, 
Whisker, Wikto, Acunetix Web Vulnerability 
Scaimer, Watchfire AppScan, N-Stealth,... 

C. Cdc kiiu tdn cdng mgng 
Cd rit nhilu dang tin cdng mang dugc bilt din 

hifn nay. Cd thl phan loai dya vao nhiing tieu chi 
sau: 

NIU dya vao hanh dgng cua cudc tan cdng cd the 
phan tin cdng ra lam hai loai la: tan cdng chii dgng va 
tan cdng bj ddng: 

• Tdn cdng chii ddng: ke tin cdng thay ddi 
hoat ddng cua hf thdng va hoat dgng ciia 
mang khi tin cdng va lam anh hudng den 
tinh toan ven, sdn sang va xac thyc cua dir 
hfu. 

• Tan cdng bj dgng: ke tin cdng cd gdng thu 
thap thdng tm tir hoat dgng cua hf thdng va 
hoat dgng cua mang lam pha vd tinh bi mat 
cua dii lifu. 

NIU dya vao ngudn gdc cua cudc tin cdng thi cd 
thl phan loai tin cdng lam hai loai: tin cdng tir ben 
ttong va tin cdng tir ben ngoai: 

• Tan cdng tir ben trong: la nhumg tin cdng 
xuit phat tit ben ttong hf thdng mang. K6 
tin cdng la nhirng ngudi ttong hf thdng 
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mang ndi bd mudn truy cap, lay thdng tin 
nhilu han quyen cho phep. 

• Tan cdng tit ben ngodi: la nhiing tan cdng 
xuit phat tii ben ngoai Internet hay cac ket 
ndi truy cap tir xa. 

Mac du cd nhieu kieu tan cdng mang nhung de 
thyc hien mgt cudc tin cdng xam nhap, ke tan cdng 
thudng thyc hien qua 5 budc nhu sau: 

• Budc 1: Khao sat, thu thap thong tin: ke 
tin cdng thu thap thdng tin ve nai tan cdng 
nhu phat hifn cac may chu, dja chi IP, cac 
djch vu mang, ... 

• Budc 2: Dd tim: ke tan cdng su dyng cac 
thdng tin thu thap dugc tir budc 1 de tim 
kiem them thdng tin ve Id hdng, diem yeu 
ciia hf thdng mang. Cac cdng cu thudng 
dugc su dyng cho qua trinh nay la cac cdng 
cu quet cdng, quet IP, dd tim Id hdng,... 

• Budc 3: Xam nhap: cac Id hdng dugc tim 
thay ttong budc 2 dugc ke tan cdng su 
dyng, khai thac de xam nhap vao hf thdng. 
O budc nay, ke tan cdng cd the dung cac ky 
thuat nhu: tran bd dem, tii chdi dich vu 
(DoS), ... 

• Budc 4: Duy tri xam nhap: mdt khi ke tin 
cdng da xam nhap dugc vao hf thdng, budc 
tiep theo la lam sao de duy tti cac xam nhap 
nay nham khai thac va xam nhap tiep ttong 
tuong lai. Mdt vai ky thuat nhu backboors, 
ttojans... dugc sir dyng d budc nay. Mdt khi 
ke tan cdng da lam chii he thdng, chung cd 
the gay ra nhirng nguy hai cho he thdng 
hoac danh cap thdng tin. Ngoai ra, chiing cd 
the sir dung hf thdng nay de tan cdng vao 
cac hf thdng khac nhu loai tin cdng DDoS. 

• Budc 5: Che day, xda dau vet: mdt khi ke 
tan cdng da xam nhap va cd gdng duy tri 
xam nhap. Budc tiep theo la chiing phdi lam 
sao xda het diu vet dl khdng cdn chirng cii 
phap li xam nhap. Ke tan cdng phai xda cac 
tap tin log, xda cac canh bao tir hf thdng 
phat hifn xam nhap. 

6 budc "Dd tim" va "Xam nhap", ke tin cdng 
tiiudng lam luu lugng kit ndi mang thay ddi khac vdi 
liic mang binh thudng rit nhilu. Ddng tiidi tai nguyen 
cua hf thdng inay chii bj anh hudng dang kl. Nhumg 
dau hifu nay rat cd ich cho ngudi quan tii mang ttong 
vifc phan tich va danh gia tinh hinh hoat ddng ciia hf 
thdng mang. 

Hau hit cac cudc tin cdng diu tiin hanh ttiin ty 5 
budc tten. Lam sao dl nhan bilt hf thdng mang dang 
bj tan cdng, xam nhap ngay tii hai budc diu tien la 
het sue quan ttgng. 0 tai budc 3 la "Xam nhap", 
budc nay khdng de dang ddi vdi ke tin cdng. Do vay, 
khi khdng thl xam nhap duqc vao hf tiidng dl pha 
hoai cd nhieu kha nang ke tin cdng se sii dung tin 
cdng tir chdi djch vu (DoS hay DDoS) dl ngdn can 

khdng cho ngudi diing hgp If truy xuit tai nguyen hf 
thdng. 

D. He thdng phdt hien vd phdng chdng xdm nhdp 

Phat hifn xam nhap la mdt tap hgp cac ky thuat va 
phuang phap dimg de dd tim nhirng hoat ddng dang 
nghi ngd tten mang. Mdt hf thdng phat hifn xam 
nhap dugc djnh nghia la mdt tap hgp cac cdng cu, 
phuong thirc va tai nguyen giiip ngudi quan trj xdc 
djnh, danh gia va bao cao hoat ddng khdng dugc phep 
tten mang. 

Phat hien xdm nhap dugc xem la mdt tien trinh 
dugc quyet dinh khi mgt ngudi dang cd gang de xam 
nhap he thdng mang ttai phep. Hf thdng phat hifn 
xam nhap se kiem tta tit ca cac gdi tin di qua hf 
thdng va quylt djnh gdi tin dd cd vin dl kha nghi hay 
khdng. Hf thdng phat hifn xam nhap dugc ttang bj 
hang trif u tinh hudng de nhan dang tan cdng va dugc 
cap nhat thudng xuyen. Chiing thyc sy quan ttgng va 
la lya chgn hang diu de phdng thu ttong vifc phat 
hifn va phdng chdng xam nhap mang ttong cac hf 
thdng mang hifn nay. 

Viec nghien ciiu xay dyng he thdng phdt hifn va 
phdng chdng xam nhap dang dugc phat trien manh va 
cdn phat trien manh me ttong thdi gian tdi. Cac san 
pham thuong mai tten thj trudng cd chi phi rdt Idn, 
vugt qua kha nang dau tu cua iihieu doanh nghifp. 
Ben canh dd, cac nghien ciiu ve ma ngudn md cung 
da dugc dau tu nghien ciiu va trien khai. Cd nhieu de 
tai nghien ciiu lien quan den IDS/IPS bang ma ngudn 
md chu yeu tap tiling vao Snort. Cac nghien ciiu nay 
chua duoc dp dung rgng rai, cdn tdn tai nhif u h?m che 
nhu: do chuong ttinh ma ngudn md tien hiu hit 
khdng cd giao difn than thifn; thanh phin bao ddng 
khdng dugc tich hgp san, hoac neu cd ciing chi qua 
giao difn console, hoac qua giao difn Web chua tao 
dugc sy linh ddng va tifn dyng cho ngudi quan tri 
mang. Hau het cac phan mem mang tinh don le ttong 
khi nhu cau tich hgp nhieu tinh nang giam sat khac de 
nang cao hifu qua su dyng chua dugc chii ttgng va 
phattriln[l],[3],[4]. 

Hon nira, cac dau hifu ciia cac kieu tan cdng ngay 
mdt tinh yi phiic tap ddi hdi hf thdng phat hifn va 
phdng chdng xam nhap phai dugc thudng xuyen cfp 
nh^t nhirng dau hifu mdi. Ngudi quan trj m^ng con 
cd the dua vao nhung phan tich khac nhu nhung diu 
hifu bat thudng vl luu luong ra vao hf thdng, hoat 
ddng ciia CPU, RAM... de cd nhirng phan iing kjp 
thdi. Ben canh dd, hf thdng bao dong ciing can tiien 
khai mang tinh chit da dang nhieu hinh thue, linh 
dgng, tifn dung thyc su hd ttg thift thyc cho ngudi 
quan tri mang. 

Nhu vay, mdt hf thdng giam sat hifu qua cin thift 
phai thiet lap tich hgp giiia cac chiic nang: phat hifn 
va phdng chdng xam idiap, giam sat luu lugng, giam 
sat thiet bj va djch vy mang, giam sat tai nguyen tten 
cac thiit bi. 
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IL HE THONG GIAM SAT MANG 

Nhu cau ve vifc giam sat he thdng mang may tinh 
ngay cang cao. Ben canh vifc theo ddi mang de phdt 
hifn truy cap ttai phep, phdng chdng xam nhap cdn la 
vifc giam sat luu lugng mang, giam sat cac thiet bj vd 
djch vy mang, giam sat ngudn tai nguyen tten hf 
thing. Ben canh dd, hf thdng bao ddng phai dugc cai 
dat linh hoat vd da dang. 

Trong hf thdng giam sat mang vdi nhirng tinh 
nang kl tten, tdc gia de xuat md hinh giam sat mang 
tich hgp vdi cac thanh phan: thanh phan phat hif n va 
phdng chdng xam nhap (IDS/IPS), thanh phin giam 
sat luu lugng, thanh phan giam sat thiet bj va djch vy 
mang vd thdnh phan bao ddng. Cac thanh phan nay 
dugc md ta trong hinh sau: 

Md hinh giam sat mang tich hgp 

Thanh phan 
IDS/IPS 

Hinh 1. Mo hinh giam sat mang tich h(^ 

A. Thdnh phdn phdt hien vd phdng chdng xdm nhdp 
mgng 
Hf thing phat hifn xam nhap (IDS) dimg dl ling 

nghe, dd tim cac gdi tin qua hf thong mang de phdt 
hien nhiing diu hif u bit thudng ttong mang. Thdng 
thudng nhiing diu hifu bit thudng la nhiing diu hifu 
ciia nhirng cudc tin cdng xam nhap mang. IDS se 
phdt nhung tin hifu canh bao tdi ngudi quan tri mang. 

Hf thdng phdng chdng xam nhap (IPS) la mdt 
phin mim hodc mgt thiit bj chuyen dung cd kha ndng 
phat hifn xam nhap va cd thl ngan chan cac nguy co 
mang bj tin cdng. 

Hf thdng phdng chdng xam nhap la mdt ky thuat 
an ninh mdi, kit hgp cac uu dilm cua ky thuat tudng 
lua vdi hf thdng phat hien xam nhap cd kha nang 
phat hien sy xam nhap va ty ddng ngan chan cac cudc 
tin cdng do. Hf tiidng IDS/IPS tiiudng dugc ddt d 
phin bien mang dl bao vf tit ca cac tiiiet bj trong 
mang 

Cd hai phuong phap dugc dimg ttong viec phan 
tich cac sy kifn dl phat hifn cac vy tin cdng: phat 
hifn dya tten cac diu hieu va phat hifn sy bat thudng. 

• Phdt hien dua tren ddu hiiu: Phuang phap 
nay nhan dang cac sy kifn hoac tap hgp cac 

sy kifn phu hgp vdi mdt mau cac sy kifn da 
dugc djnh nghia la tin cdng. 

• Phdt hiin su bdt thudng: cdng cy ndy thiet 
lap mdt hifn trang cac hoat dgng binh 
thudng vd sau dd duy tri mdt hifn ttang hien 
hdnh cho mdt hf thdng. Khi hai yeu td nay 
xuat hifn sy khac bift, nghia la da cd sy 
xam nhap. 

Qua trinh phat hifn cd thl dugc md ta bdi ba yeu 
td CO ban nen tang sau: 

• Thu thdp Ihdng tin: kiem tta tat ca cac gdi 
tin tten mang. 

• Phdn tich: phan tich tit cd cac gdi tin da thu 
thap dl cho bilt hanh ddng nao la tan cdng. 

• Cdnh bdo: hdnh ddng cdnh bao cho sy tan 
cdng dugc phan tich d tten. 

B. Thdnh phdn gidm sdt luu lugng 
Mdt hf thing IDS/IPS cd thl phat hifn vd phdng 

chdng cac cugc tin cdng xam nhap mang dya vao cdc 
diu hifu tin cdng dugc luu trir va cap nhap thudng 
xuyen. Tuy nhien cung khdng ttdnh khdi nhiing 
trudng hgp cd nhung dang tin cdng mdi ma nhiing 
diu hifu chua dugc biet tdi. 

Hf thdng giam sat luu lugng ho ttg cho ngudi 
qudn tri mang giam sat luu lugng ttao ddi giira cac 
thiit bj mang. Nd boat ddn^ thdi gian thyc vd the hifn 
luu lugng cua cac giao tiep mang (cac giao tiep cua 
Router, Switch, Server,..), boat ddng cua CPU, RAM 
mdt each tryc quan thdng qua nhung dd thj,... Dieu 
nay giiip ngudi qudn ttj mang cd nhihig phan tich tinh 
ttang hoat ddng cua cdc thiit bj mang ttong hf thdng. 

Ngoai ra, ngudi qudn tri cd the thiet lap nhung 
ngudng canh bao dl kit hgp vdi hf tiidng bdo dgng 
de giup ngudi quan tri nhanh chdng cd dugc nhftng 
thdng tin vl nhirng cudc tin cdng hay phat hifn 
nhung bit thudng ttong hf thing. Nhirng bit thudng 
d day nhu la luu lugng tten mdt giao tiep mang boat 
ddng bit tiiudng hay CPU boat ddng qua tdi (dat 
ngudng cdnh bao),... 

C. Thdnh phdn gidm sdt thiit bi vd djch vu 
Hf thdng giam sat thiit bj va dich vu cd chirc 

nang theo ddi ttang thai boat ddng cua cac thiit bj va 
cac djch vu ttong hf thdng mang. Ngoai ra, nd cdn cd 
thl giam sat cac tai nguyen tren cac thiet bj iihu la 
dung lugng ttdng cua cac d cung tten Server, kiem tta 
trang thdi hoat ddng cua cac cdng tten cac Switch 
trung tam... 

Mgi hoat dgng bit thudng nhu cd thiet bj ngung 
lam vifc hay djch vy mang ngung boat ddng, hay 
dung lugng d ciing tten cac server cdn qua it (thiet lap 
ngudng theo ddi) se dugc gui cdnh bao tdi ngudi 
quan ttj mang. 

D. Thdnh phdn bdo ddng 
Hf thdng bao ddng la rndt ttong nhirng tiianh 

phin quan ttgng ttong hf thdng gidm sat mang. Hf 
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thdng bao ddng giiip ngudi quan tri mang nam bit 
dugc ttang thai boat ddng ciia hf thdng mang. Day 
cdng la mdt yeu cau ldm dat ra cho hf thdng giam sat 
mang. 

Trong bai vilt nay, tac gia dl xuat trien khai he 
thdng bao ddng da dang qua nhilu hinh thiic: qua 
giao difn Web, E-mail, ani thanh va SMS. 

Hf thdng bao dgng kit hgp ytii he thdng dd tim 
xam nhap, hf thdng giam sat thiet bj va djch vy phat 
ra nhittig tin hifu canh bao den ngudi quan trj khi he 
thdng cd sy cd xam nhap hay sy cd bat thudng 
khac... Nhumg thdng tm tit thiet bj phat hien xain 
nhap hay hf thdng phat hifn nhiing dau hieu bat 
thudng dugc chuyen tdi hf thdng bao ddng de phat 
canh bao tdi ngudi quan tri. 

IIL CAC CONG CV NGUON M d HO TRO 
TRONG VIEC GIAM SAT MANG 

Cd rat nhieu cdng cu cho phep ngudi quan tri 
mang dd tim nhung Id hdng ttong hf thdng mang da 
neu d phan tten... Nhiing cdng cy nay rat can thiet de 
kiem tta nhirng Id hdng bao mat ttong hf thdng mang. 

0 cap do cao hon la tien hanh xay dyng mdt giai 
phap toan difn cd tinh kha thi cao nham giiip nhanh 
chdng cho cac nha quan ttj mang phat hifn ra nhirng 
cugc tan cdng xam nhap iriang, nhiing sy cd ttong qua 
ttinh boat ddng cua hf thdng nhu mdt djch vy mang 
ngung boat ddng hay mdt thiSt bj mang (Router, 
Switch, Server) ngung hoat ddng, hay theo ddi ludng 
luu lugng qua cac kit ndi, hoat ddng cua CPU, RAM, 
.. .ttong cac thiet bi can giam sat 

Trong bai viet nay nay, tac gia de xuat xay dyng 
mgt hf thdng giam sat mang cd tmh tryc quan, hf 
thdng bao ddng boat ddng da dang, nhanh chdng va 
tifn lgi, giiip ngudi quan hi mang nam bdt hoat ddng 
cua hf thdng kip thdi, mgi luc, mgi noi, ... Md hinh 
ket hgp iria tac gia de xuat la ket hgp cua cac phin 
mem ngudn md: Snort, Fwsnort, Cacti, Nagios va hf 
thdng bao ddng qua SMS Gnokii. Nhu mdt minh hga 
cho md hinh giam sdt kit hgp IDS/IPS, giam sat luu 
lugng, giam sdt thiit bj, djch vu va thanh phin cdnh 
bao. 

Phan tiep theo se trinh bay mgt sd dac dilm cua 
Snort, Fwsnort, Cacti va Nagios ttong vifc giam sat 
nhumg diu hifn bit thudng ttong hf thdng mang. 

A. Snort 

Snort la mdt phin mim phat hifn xam nhap ma 
ngudn md hoat ddng dya tten cac diu hifu cho phep 
giam sat, phat hifn nhiing diu hifn tin cdng mang [1] 
[2]. Snort dugc nhilu td chiic phat triin va biin thanh 
sdn phim thuomg mai nhu Sourcefire, Astaro,... 

Cac luat tten Snort cd tmh md, cho phep ngudi 
qudn ttj mang tao ra cac luat mdi. 

Hf thdng bao dgng ttong md hinh tiiyc nghiem 
dugc cai ddt qua giao dien console, Web, Email va 
SMS 

B. Fwsnort 
Fwsnort hay ciing dugc ggi la Firewall Snort la 

phin mem ngudn md cd chiic nang chuyen cac luat 
ttong Snort thanh cac luat ttong Iptables. Sy kit hgp 
nay giup cho nhirng xam nhap dugc Snort phat hifn 
se dugc ngan chan bdi Iptables tao thanh hf thong 
phat hifn va phdng ch6ng xam nhap [8]. 

C. Cacti 
Cacti la mdt phin mim ngudn md hang diu vl 

viec giam sat cac luu lugiig mang. Cacti ttong hf 
thdng dl xuat dugc diing dl giam sat lim lugng qua 
cac Switch trung tam. Router va cac Server ttong hf 
thdng mang. 

\ Thu tii4p dit lifu 

Liru (rii dit hfu ] 
\ Trinh bay 6tt lifu | 

Hinh 2. So do hoat dpng cua Cacti 

Cacti the hifn lim lugng qua cac dd thj tiirc quan. 
Dieu nay giiip cho ngudi quan trj theo ddi dugc sy 
bit thudng trong hf thdng. Nhiing bat thudng nay cd 
the la nhiing dau hif u ciia tan cdng xam nhap hoac sy 
qua tai cua mdt sd thiet bj niang ttong hf thdng. Cacti 
sii dyng giao thirc SNMP de thu thap thdng tin tit cac 
thiet bi, luu trii thdng tin va ve hinh tten cac dd thj.[3] 

•ttmniomnurtii 

BBwMISi I 
™—..J 

Bmet 

! h-

! . J * - siMPGn/gExrExr 
SNWTOiPWWO 

Naia«l.aiiwRa 

Hinh 3. So dd trao ddi thong tin SNMP giSa Cacti va mgt tfailt bi 
[3] 

Bi tao ra nhung dd thj. Cacti cin thu thap d& lifu 
tii cac thiit bi giam sat thdng qua giao thue SNMP 
[3][7]. Trong hf thdng mang Idn vdi nhieu thift bj 
cin giam sat thi dur lieu thu thap nen dugc qudn Iy 
dya vao co sd dii hfu. Trong md hinh tiiyc nghifm 
cua luan van nay, dG hfu thu thap dugc tit SNMP 
dugc luu tiir vao co so dii lifu MySQL. 

Cacti cd kha natig giam sat luu lugng vao/ra cac 
cdng ciia thiet bi cin theo ddi; giam sat tinh trang 
hoat ddng ciia CPU va bd nhd. Cacti cdn cho phep 
the hien so dd mang true quan de theo ddi luu lugng 
trao ddi giiia cac thiet bj mang. 

Mdt ddc dilm quan ttgng ciia Cacti la cho phfp 
tich hgp nhieu nhieu phin mem khac vao nd. Ddy la 
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mdt ddc dilm quan ttgng cho vifc cai dat hf thong 
gidm sat mang tich hgp. 

D. Nagios 

Nagios la mdt phin mim ma ngudn md hang diu 
ttong vifc giam sat hoat ddng cua cac thiit bj va cac 
dich vy ttong mang. Nagios hd ttg ttong vifc gidm sat 
hoat ddng mdt sd thiet bi tnmg tam trong mang nhu 
Server, Switch trung tam, Router Ddng thdi, nd 
kit hgp vdi bd phan phat canh bao qua SMS, Audio, 
Web iiham phat cdnh bao ttong trudng hgp mdt thiit 
bi ngung boat ddng hoac mdt dich vy mang ngung 
hoat ddng. 

Nagios giam sat cac thiet bj mang thdng qua cac 
giao thiic ICMP, SNMP, ... dl tiieo ddi ttang thai 
hoat dgng cua cac thiet bj. Ddng thdi Nagios cdn cho 
phep thiet Ifp co chl giam sat boat ddng ciia cdc djch 
vu mang tten cac thiet bj. Cac djch vy phd bien dugc 
giam sat nhu: HTTP, FTP, SMTP, P0P3, DHCP, 
SSH^1MAP...[4][6] 

De gidm sat cac host Windows, chiing ta cd the sir 
dung tryc tiep thdng qua SNMP hoac sir dyng phan 
mim NSClient-H- de lay them nhieu thdng tin horn tir 
may Windows [9]. 

Monitoring Sorver 

Nagios 

Windows Machine 

NSCIIanlt* 

Hlnh 4. Nagios theo doi cic dich v\i tren Windows qua NSClient 
[9] 

Ciing tuong ty nhu vay, chiing ta cd thl sii dung 
SNMP dl giam sat cac may Linux qua viec cai dat 
gdi NRPE dl giam sat host va cac djch vy tten may 
Linux [9]. 

Hlnh 5. Nagios giim sit cac djch vu tren may Unix/Linux qua 
NRPE[9] 

E. H$ thdng bdo dgng 

Trong md hmh dl xuit, cai dat cac hinh thiic bao 
dgng qua cac hinh thiic: 

• Canh bao qua Web: dugc tich hgp ttong khi 
cdi ddt Snort, Cacti va Nagios 

• Canh bdo qua E-mail: su dyng Sendmail 
• Canh bdo bdng am tiianh: tich hgp file am 

thanh vao su kifn phat canh bao. 

Canh bao qua SMS: su dyng phan mem 
ngudn md Gnokii giao tiip viii GSM/GPRS 
modem. 

O 0 CP 
SIM Card + Modwn + Data cabto 4- Computar 

Hinh 6. Cac thiet bi sir dyng trong viec canh bao SMS 

Gnokii la mdt phin mem ngudn md cho phep giao 
tiip vdi thiit bj GSM/GPRS dl phyc vu cho vifc 
nhdn tin SMS. Cii phdp sii dung don gian hd ttg cho 
vifc nhdn tin qua SMS la: 

printf <message> | gnokii --sendsms <telephone> 

Cii phap nay dugc dua vdo chuong trinh Nagios, 
Cacti, Snort de hf thdng ty ddng guri tin nhdn SMS 
khi cd sy cd xdy ra. 

IV. CAI DvJ.T MO HINH DE XUAT KET mf? 
SNORT, FWSNORT, CACTI VA NAGIOS 

A. Md hinh cdi ddt 

Hinh 7. Mo hinh mang thue nghiem 

Trong md hinh thyc nghifm nay, may lam churc 
nang giam sat chay hf dilu hdnh CentOS. Tren dd cai 
dat hf thdng giam sat tich hgp va qudn ly vdi mgt 
giao difn chung tten Cacti. Cac thanh phan dugc tich 
hgp va giao difn qudn ly ciia Cacti. Hf thdng chia 
thanh bdn khdi chiic nang chmh: 

• Bd phan phat hifn xam nhap (Snort) 
• Bd phdn phdng chdng xam nhap (FwSnort) 
• Bd phan giam sat ttang thai hoat ddng ciia 

cac host va services (Nagios) 
a Bd phan bdo ddng: bao dgng bdng dm 

thanh, Web, qua email va SMS 
(GSM/GPRS modem) 

B. Cdi ddt cdc thdnh phdn 
Trong phin thyc nghifm nay cac thanh phin dugc 

cai ddt rieng sau do dugc tich hgp vao ttong giao difn 
cua Cacti. 

Sau day la mdt sd doan ma ngudn tich hgp Snort, 
Nagios vao giao difn Cacti. 
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Cac thdng sd ttong tap tin global.php nam ttong 
(/var/www/cacti/plugin/) 

Splugins = arrayO; 

$plugins[] = 'update'; //cap nhap cac phien ban mdi 

$plugins[] = 'settings'; // 

$plugins[] = 'manage'; 

$plugins[] = 'realtime'; //xii ly thdi gian thyc 

$plugins[] = 'npc'; // tich hgp Nagios 

$plugins[] = 'base'; // tich hgp giao dien Web cho 

Snort 

$plugins[] = 'weathermap'; // giam sat luu lugng 

Dinh nghia vifc giam sat thiit bj (host) va djch vy 
(service) trong Nagios 

define host ( 

host_name winserver ; d3t ten cho Host 

alias My Favorite Host ; bi danh 

address 192.16S. 1.254 ; IP cua thiit bj cSn giam sat 

checkcommand check-host-alive ; Kiem tra trang thai host 

maxcheckattempts 5 ; s6 ISn kiem tra trudc khi ket luan 

contact_groups admins ; group cua nguoi quan tri 

notificationinterval 30 ; thoi gian giiia cac lan kiem tra 

(phut) 

notification_period 24x7; thoi gian hojt dpng cua h? thong 

bao 

notification_options d.u.r ; phat bao dpng khi host (u: down, 

; u: unreachable, r; recovery) 

define service { 

use 

hostname 

service_description 

sat 

check_coinmand 

HTTP 

notifications_enabled 

dong 

> 

generic-servic 

winserver 

HTTP ; Mo ta djch vy can giam 

checkjittp ; Kiem tra tr?ng thai 

1 ; bjt tinh nang phat bao 

Thiet lap canh bao qua SMS khi djch vu can giam 
sat gap sy cd: 

Xac dinh email va sd difn thoai de giri canh bao 
trong /usr/local/nagios/etc/object/contacts. cfg 

D e f i n e c o n t a c t { 

c o n t a c t 

u s e 

a l i a s 

e m a i l 

p a g e r 

name n a g i o s a d m i n 

g e n e r i c - c o n t a c t 

N a g i o s Admin 

c h i n h h n @ f i t . h c m u t e . e d u . v n 

0 9 8 3 9 2 9 4 4 5 

#notify-service-by-sms 

Define commandi 

Coinmand_name notify-service-by-sms 

Comniand_line /usr/bin/printf "%.120" 

"Nagios — $NOTIFICATICNTYPE$ 

$HOSTALIAS$/SSERVICEDESCS is $SERVICESTATE$ 

(SOUTPUTS)" I /usr/local/bin/gnokii -sendsms 

SCONTACTPAGER$ 

} 

#notify-host-by-sms 

Define commandi 

Command_name notify-host-by-sms 

Command_line /usr/bin/printf "%.120" 

"Nagios — $NOTIFICATIONTYPES $HOSTALIAS$ is 

$HOSTSTATE$ ($OUTPUT$)" I 

/usr/local/bin/gnokii -sendsms SCONTACTPAGER$ 

) 

Thyc hifn vifc chuyin ddi cac luat ttong Snort 
thanh cac luat ttong Iptables. 
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Cai dat che do lap Ijch cho chuong tiinh ttong 
/etc/cron.d 

*/!**" 
2 > & 1 

* / l * * * 

* cactiuser php /var /www/cact i /po l ler .php> 

' * /var/snortnoti fy-v2.1/SnortNotify .pl 

/dev/nitll 

V. KET QUA T H V C NGHIEM 

He thdng giam sat mang dugc tich hgp cac tmh 
nang giam sat tir Cacti (Console, Manage, 
Weathermap), Nagios (npc). Snort (BASE). 

Djnh ngliTa cii phap lenh bao ddng ttong 
/usr/tocal/nagios/etc/objed/commands.conf. 
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Ceniol* -> Lttttttlai -
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Hinh 8. Cac module tich hop tren nSn Cacti 

Theo ddi ttang thai hoat dpng va luu lugng cua 
Switch Cisco. 

1 2 » 0 4 / U / « IB >4 ^9 'o 200 , /12 /^J ?0 J4 ,H 

Cisco Swlch 2060 - Traffic foO/3 

... uvifvi..^ ". 

frt« 3mot/U/71 10 M 1» To » a 9 / U / » J«:» ?» 

Hinh 9. Theo doi hoat dong ciia Cisco Switch qua do thi 

Theo ddi tinh ttang hoat dgng (up/down) cua cac 
fliilt bi. 

Hinh 10. Theo doi cac trang thai cac thiet bi va phat bao 
dong bang am thanh 

Theo ddi ttang thai cac dich vu mang ttong timg thiet 
bi va miic do sir dung mgt sd tai nguyen tten thiet bi 
nhu RAM, CPU, dia cimg,... thdng qua 'npc' 

JLiOiL^' 

Kiem tta hoat ddng ciia he thdng bao ddng khi 
dimg phin mim SolarWinds quet IP din may ben 
ttong mang. 

Srwt Alerts 

Dale: S«idav, J « » « Y 0 3 , 2O10 9;O8fl« 

To: &t*tr^rw„tv vn 

Subtect Snort Alert, 

192 163 1 123d«ecttdSCANSolarWmdsIPscan 
attempt from 192 168 1 12 to 192 168 3 2 32 Omes last 
at20KJ-01-03 09 08 00 

Hinh 12. Canh bao giii qua Email khi diing chucmg tiinh 
SolarWinds scan IP 

Hinh 13. Canh bao giii qua SMS khi diing chucmg trinh 
SolarWinds scan IP 

Theo ddi luu lugng mang giua cac thiet bi mang tren 
dd thi true quan dung thanh phan Weathermap. 

Hinh 11. Theo doi mot s6 dich vu tren cac thiet bi 

Hinh 14. Theo doi cac lim luong mang giiia cac thiet bi 

Trong phan thue nghiem nay, tac gia sir dung bg 
luat cua Snort ttong viec phat hien tan cdng xam 
nhap mang. 

Ben canh dua vao dau hieu nhan dang cua he 
thdng phat hien va phdng chdng xam nhap, ngudi 
quan tri mang cdn co the phan tich luu lugng mang 
tten cac thiet bi de phat hien ra nhung dau hieu bat 
thudng tten he thdng (cd the la nhiing tan cdng xam 
nhap ma thanh phin IDS/IPS chua phat hien ra) va 
phat canh bao qua nhieu hinh thue (am thanh, Web, 
SMS) den ngudi quan tti mang. 
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Phin thue nghiem nay chi la dl minh hga cho boat 
ddng ciia thanh phan phat hien va ^hdng chdng xam 
nhap mang kit hgp vdi thanh phan phan tich luu 
lugng, thanh phin giam sat thiet bj va djch vu va 
thanh phin canh bao tao nen mdt he thdng giam sat 
mang tich hgp hd ttg cho ngudi quan trj mang. 
Trong khi cac san pham thuong mai cd nhiing tinh 
nang chuyen dung cho timg chirc nang rieng biet nhu 
IDS/IPS, giam sat,... thi cd thl coi su ket hgp nay la 
mdt framework cho mdt he thdng giam sat mang tich 
hgp. 

VI. KET LUAN 

Trong bai viet nay, tac gia de xuat md hinh xay 
dimg mdt he thdng giam sat tich hgp vdi cac chirc 
nang: phat hien va phdng chdng xam nhap, giain sat 
luu lugng, thiit bj, djch vu, tai nguyen cac thiet bi 
(CPU, dung lugng d dia, RAM,...). Dl minh hga cho 
md hinh de xuat nay, tac gia da cai dat tich hgp ket 
hgp cac cdng cu ngudn md Snort, Fwsnort, Cacti, 
Nagios va GSM/GPRS modem. 

Bai viet nay gidi thieu mdt giai phap ttong viec 
giam sat hf thdng mang khdng nhirng giiip phat hien 
cac cudc tin cdng xSm nhap mang ma cdn giiip giam 
sat hoat ddng cua he thdng mgt each true quan, nhanh 
chdng, tien lgi. He thdng bao ddng qua Web, E-mail, 
bao dgng bang am thanh (audio) va SMS tao nen sir 
da dang, linh hoat cho phep ngudi quan tti mang theo 
ddi he thdng d mgi liic, mgi noi. Giup nhanh chdng 
phat hien nhihig su cd de cd nhiing giai phap kip thdi. 
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