
I t 
mmmmi 

mmiMmmwmQmwm 
NGUYEN DUY BINH, 

fl0'ANC SY LONG 

THEO CAC BANC BANH CIA, XEP HANG CUA CAC TO CHUC UY TIN TREN THE CIOI. VlEl NAM BUOC 
Xfp HANG BANH CIA RAT THAP Vf AN NINH MANC VA LUON LA MIENC DAT MAU MO CHO l O l PHAM 
CONG NGHE CAO. DO TAI VIET NAM, VlEC BAO MAT TRONC MANG CHUA THIJC SIJ DUOC CHU 
TRONC HAY CUNG CO TH^ DO CACH THUC HlfN CHUA SUNG DAN DEN RAT NHIEU LO HONG CO 
TH^ Bl TAN CONG M O T CACH D§ DANG, AN NINH MANG LA MOT V A N DE CAP THift TANC CUONG 
AN NINH MANG BANC THI§T B! TUONG LUA THE' HE MOI PALO ALTO NETIUORK - MOT TRONC CAC 
CIAI PHAP BAP UNG DUOC B A Y DU CAG YEU C A U KHAT KHE GUA HE THONG VA HIEN DANG DUOC 
TRÎ N KHAI RAT HIEU QUA TRONG CAC HE THONG MANG MOI TREN THf GI(3I. BAY LA M O T GIAI PHAP 
TUONG LUA THE H| MOI MA VIET NAM CO TH^ TRÎ N KHAI BE B A M BAO AN NINH MANG. 

GI0I tnieu Chung 
Nhiyng nim gan diy, tinh hinh bio mat mang miy 

tinh da trd nen ndng bdng hon bao gid het khi hang 
loat cac vu tan cong, nhttng 16 hdng bio mat dttpc 
phat hien hoac bj idi dung t in cong. Theo Arthur 

Wong - Giam doc dieu hinh ciia SecurityFocus -
trung binh mot tuin, phat hien ra hdn 30 16 hong 
bio mat mdi.Theo dieu tra cua SecurityFocus trong 
so 10.000 khich hang ctta hing cd cii dat phan 
mem phit hien xam nhip tr i i phep thi trung binh 
moi khach hang phii chju 129 cuoc tham do, xam ^ 
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nhip. NhOng phan mem web server nhtt IIS cfla 
li/licrosoft la muc tieu pho bien nhat cfla cac cuoc 
tan cong. 

Trttdc flnh hinh dd, viec bio ve an toin thong 
tin cho mot he thdng trudc nguy co bj tari corig ttt 
ben ngoii khi ket noi vio Internet la mot van de cap 
bach. Stt dung Firevi/all de bao ve mang npi bp, trinh 
su tan cong ttt ben ngoai la mot giai phip httu hieu, 
dim bao dttpc cac yeu to: an toin cho stt hoat dpng 
cfla toin bp he thong mang, bao mat cao tren nhieu 
phttdng dien, khi nang kiem soat cao, mem deo v i 
de stt dung, trong sudt vdi ngddi sfl dung v i cuoi 
cung l i dim bao dttpc kien true md.Trong bao mat 
he thdng hien nay, md hinh bao mat vdi Firewall la 
md hinh chinh yeu dUdc sfl dung pho bien tren toin 
cau.Tuy nhien, nd van gap phii mot so nhttpc diem 
nhtt; 

- Firewall truyen thdng khdng dfl thong minh 
nhtt con ngttdi de cd the dpc hieu tflng loai thdng 
tin v i phin tich npi dung tdt hay xiu cfla nd. Nd chi 
cd the ngin chin su xim nhap ctta nhflng nguon 
thdng tin khong mong muon nhung phii xic dinh 
ro cic thdng so dja chi. 

- Firewall truyen thdng khdng the ngin chin 
mot cuoc tan cong neu cudc t in cdng nay khdng 
"di qua" nd, chang han nhu nhflng cuoc tan cdng ttt 
ben trong. 

- Firewall truyen thong khong the chdng lai cic 
cuoc tan cong bdi virus, mi dpc... 

- Firewall truyen thong (stateful inspection 
firewall) chi nhin dien va kiem soit dttPc thdng 
Ittpng vdi giao thttc v i cdng dich vu nhung khdng 
nhan diSn dUdc ttng dung, dac biet l i cac ttng dung 
web sfl dung chung giao thttc HTTP va cdng djch vu 
80. 

Vdi nhflng han ehe neu tren cfla md hinh bao 
mat firewall truyin thdng, cflng vdi do l i stt phat 
triin manh me v i khdng ngttng cua cac ky thuit 
tan cdng, yeu cau can phai cd mot mo hinh bio mat 
dttpc ning cap, toi ttu va "thong minh" hdn ntta de 
dam bao an toin cho he thong trudc nhttng mdi 
hiem hoa. Giii phap tttdng Ifla the he mdi ra ddi. 

MO hinh hio mat luSng ifia th i hS mdt 
Tttdng Ifla the he mdi (Hinh 1), la thiet bi l | 

ifla dtta trSn xic thttc ngttdi dttng, xac thttc d | f 
flng dung hay npi dung. Vdi cd che nay, ngttffl q 
trj de dang nhin dang cac ttng dting, ndi du j ^^ 
trong luong dtt Iteu vdi cac mttc dp nguy co d|C 
xuat phat ttt ngttdi stt dung nao. 

Hinh liMdhinhu/dnglCtatbehm 

Firewall the he mdi cd rat nhieu cic die tmh c 
phep nhi quin tri mang cd khi nang kiem soatti 
dien he thdng mang cfla minh v i khac phuc f 
nhttng nhttpc dilm cfla Firewall truyen thong 

- Nhin dang nhttng ttng dung trong he th6n| 
mi khdng phu thupc vio cdng hay giao thflc mati| 
theo cich cua firewall truyen thong, dieu nay giuf 
nhan dien chinh xic cung nhtt bat chat cac UnJ 
dung thong minh cd khi nang chuyen doi porthj 
giao thttc mang de hoat dpng, nham trinh stt kiff 
soat cfla cic he thong bio mat. 

- Cho phep trien khai cic chinh sich dtt 
nhan dang ngttdi dung hoac nhdm ngttdi df l t^ 
khong ehl kiem tra dia chi IP cua mang theoj 
l im truyen thong. 

- Tich hpp cdng nghe phdng chdng tan cSi i 
ve he thdng d che dp thdi gian thttc, chong i l 
cuoc tan cong v i nhttng phan mem nguy h?H 
nhttng vao nhflng flng dung cung nhtt IS htfl 
bio mat cua cac ttng dung hay h§ dieu h i n h ^ 
he thong. 

- Cung cap giao dien thin thien trong v iec l 
ly v i van hanh, giflp vi§c quan ly cac chinh sachi 
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ve cho he thdng cfupc dPn gian hPn bao gid het, 
cung nhu cho phep tuy bien xuat cac bao cao trtfc 
quan chi tiet gan ket giCfa ngadi dung vdi CTng dung 
va cac mdi nguy co tiem tang giup nha quan tri co 
dupc cai nhin bao quat va giiip du'a ra quyet djnh 
di/pc nhanh chong va kjp thdi hdn. 

- DiJpc xay dUng kien true da ludng xCr ly dong 
thdi giup hieu nang tong the cua he thong dUdc 
dam bao len den hang gigabit tren giay, dam bao 
dp tr^ la thap nhat ngay ca khi kich hoat tat ca cac 
tfnh nang hoat dpng, chay het cdng suat. 

Rat nhieu hang tren the gidi da dUa ra cac giai 
phap tudng ICfa the he mdi cCta rieng minh. Cd the 

I diem qua mot sd giai phap noi bat hien nay: 

I - Giai phap UTM: vdi ttnh nang chmh la cho phep 
I qua, chan lai va ghi lai hoat dpng, mdt so loai cd 

them chtif nang QoS hay kiem soat bang thdng bi 
gidi han chiic nang cho mdt so u"ng dung dac biet 
ma khdng phai cho mpi ling dung. 

- Giai phap tadng liJa the he mdi ci!ia Cisco: Dupc 
tich hpp tmh nang kiem soat CTng dung, he thong 

E phong chong xam nhap the he mdi cung vdi giai 
, phap phdng chong malware tien tien tii sourcefire. 

- Giii phap tUdng ICfa the he mdi Palo Alto: la 
•I thiet bi tLfdng ICra the he mdi. Cung cap mdt giai 

phap toan dien cho ngadi quin trj ca ve dam bao an 
J ninh va quan ly he thdng. 

Ngoai ra cdn cd mot sd giai phap khac nhiT: ttTdng 
» ICra the he mdi cda HP, Fortinet hay tUdng lijfa the he 

mdi dupc cung cap bdi Check point, Dell Sonic wall, 
Clavister,.. ..Trong sd cac giii phap ttidng lufa the he 
mdi n^u tren, Palo Alto dupc danh gia la mdt trong 
cac giai phap tUdng ICra the he mdi hang dau. 

Gi^l phap tudng lufa the he mdi Palo Alto 
Vung Internet rat can thiet cho vi^c ket ndi ra 

ngoai cung nhu cac Ung dung web cong cpng. Day 
la vung rat nhay cam, de dang bj tan cdng, xam nhap 
tii ben ngoai vao. Chinh vl the, day cung la vung 
can dupc bao dam an toan, chdng lai cac nguy cP 
tU ben ngoai vao vung DMZ la vung thudng xuyen 
giao tiep vdi Internet va ca nhOfng truy cap tii ben 
trong he thdng ra. Do nguy cd tan cdng va nhCfng 
hiem hpa tU Internet la rat cao, vi vay thiet bj tUdng 
lUatai vung nay vd cung quan trong.Tudng ICfa the 
he mdi Palo Alto dat tai phan vung Internet, cd kha 
nang nhan dang, kiem soat cac ufng dung, kiem soat 
npi dung, mdi trudng hoat ddng da dang, cd kha 
nang phdng chdng tan cdng cd chu dfch va thdng 
lUdng lam viec cao cung nhu mdi trudng hoat dpng 
da dang va hien thj bao cao linh hoat, de dang thiet 
lap chfnh sach. 

Theo nhu cac ban danh gia cua Gartner hang 
nam, Palo Alto ludn dupc danh gia rat cao va bon 
nam lien tiep {tii 2011 den 2015) deu nam trong 
nhdm dan dau (LEADERS) ve xu the cdng nghe so 
vdi cac"dngldn"khacnhU:Cisco, Fortinet, Juniper... 
(Hinh 2). 
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Hinh 2 Bieu do ddnh gia cda Gaitner nam 2015 

Palo Alto mang lai sUtttdng mmh va kha nang kiem 

soat ttng dung, ngUdi dung va ndi dung vdi stt ket 

hop sttdung ba cong nghe n h i n dang tien tien App-

ID, User-ID and Content-ID. 

trai phep cac tap t in dtt lieu, noi dung nhay cam, 

Va User-ID cho phep nha q u i n tri ket hop thongtin 

ngttdi dttng vdi ttng dung, tao pol icy log dtt lieuva 

b i o cao. Hon the ntta, dieu nay da giup cho Palo Alto 

giai quyet dttOc t h i c h thttc ve mat tich hop va khj 

nang xtt ly ma rat nhieu cac NG-Firewall khic chua 

giai quyet dttoc. 

Ben canh dd, Palo Alto dttoc thiet ke vdi mot phan 

cttng chuyen biet tdc do cao. Phan cttng cua Palo Alto 

dttOc thiet ke de xtt ly cac t i c vu mdt c ich song song, 

moi tac vu se dttpc xf l ly rieng biet bdi tt tng CPU. Palo 

Alto tach biet Control Plane va Data Plane giup no CO 

hieu nang xtt ly cttc cao ngay ca khi chay hang lojt 

tac vu n i n g nhtt nhan dang ttng dung, quet virus, bat 

chttc n i n g IPS hay ngay ca khi giai ma SSL/SSH, »a 

hon the la giup nd chong chpi vdi cac cuoc tan cong 

tot hon. 

Hmh 3' Ket hop cdc cong nghe tien tien nhdt vao Palo Alto 

Ba cdng nghe n h i n dang nay da gittp giai quyet 

dttoc rat nhieu nhttoc diem cua Firewall truyen thdng 

Sttdung bon coche p h i n loai dtt l ieu khac nhau, App-

ID™ n h i n dang chinh xac cac ttng dung nao thttc stt 

dang chay tren ha tang mang m i khdng phu thuoc 

vao ttng dung do dang chay tren cong dich vu gi, 

giao thttc nao, hay d i dttpc ma hda SSL hay khdng. 

Content-ID nhtt la mot engine quet dtta tren luong 

dtt lieu (stream-based engine) giup phat hien va chan 

c ic mdi hiem hoa va gidi han viec chuyen mot each 

Hinli4 Kien true phdn cdng va piidn mem tien den vd manh me cw 
Polo Alio 

Chinh vi the, g i i l phap tt tdng ifla the he mdi cua 

Palo Alto cung c i p cd mdt giai rong cac t inh nang bao 

mat, bao gom: 

Tinh n i n g nhan dang ttng dung: dtta tren thong 

tm ttng dung de xtt ly, hd tro nhan dang ngttdi diing 
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vdi viec ho trp so lUpng giao thOtc de nhan dang 
ngUdi dung, tich hpp san tfnh nang nhan dang 
ngudi dung tren thiet bi, khdng chi ho trp lay thdng 
tin ngUdi dung tCr AD, Exchange, LDAP... ma cdn tii 
sysiog servers, cac cdng cu xac thiic hay true tiep tU 
CLfa so Captive Portal cho ngUdi dung dang nhap. 

- Tfnh nang kiem soat va ngan chan cac mdi de 
dpa; kiem soat cac dCf lieu ma hda ma khdng lam 
giim hieu suat cua he thong. Tfch hpp tinh nang 
Threat Prevention vao firewall vdi cac tinh nang: 
dd tim va chan virus, spyware, worms va 16 hong 
ijfng dimg; kiem soat viec truyen file hay thdng tin 
nhay cam ra khdi he thong; thUc hien scan ngay khi 
packet dau tien den. 

bao cao tao sin de ngudi dung cd the nhanh chong 
tao ra hay tuy bien khi can. 

Kit luap 
Thiet bj tUdng ICra Palo Alto Next-Generation 

Firewall dat tai phan vung Internet cung vdi kien 
true tien tien va manh me, ket hpp cung phan cijfng 
chuyen biet tdc dp cao, da cung cap cac ttnh nang 
bao mat vUpt trpi, giup khac phuc nhCfrig nhupc 
diem cCia md hinh bio mat firewall truyen thdng va 
dap Ung tot hPn yeu cau ve bio mat trong thdi diem 
hi$n tai, trd thanh mot trong nhUng giai phap bio 
mat hieu qua hien nay. @ 

Hinh 5: Khd ndng gidi ma SSL cua Palo Alto 

Tai liiu tham khio: 

1. Dell Sonic Wall, Next Generation Firewall, 2014. 

2. Gartner, Magic Quadrant for Enterprise Network Firewalls, 

2015. 

3. Palo Alto Networks, W-things-your-next-firewaii-must-do, 

2013. 

4. Palo Alto Networks, Designing Networks With Palo Alto 

Networks Firewalls, 2012. 

5. Palo Alto Networks, Palo Alto Networks Web Interface 

Reference Guide, April2015. 

Tinh nang Ipc: Cac tfnh nang loc cua 
Palo Alto hieu qua hdn rat nhieu so vdi 
cac tinh nang Ipc cua Firewall truyen 
thdng. Bao gdm: Ipc file theo chCing loai, 
giai nen file nen de nhan dang cac file 
ben trong, nhan dang den ca ndi dung 
ben trong file... Palo Alto con tfch hpp cd 
sd do lieu vdi hon 20 trieu URL vdi tren 
76 category vao trong firewall cho phep 
kiem soat viec Ipc URL bd sung cho kha 
nang kiem soat Ung dung dua tren cac 
dieu luat bio ve doanh nghiep tU viec 
tuan thu mot sd cac tieu chuan cung 
nhutang nang suat lam viecva giim cac 
nguy cd gay hai den nguon luc cdng ty. 

Ngoai ra cdn cd mdt sd tfnh nang khac 
dupc Palo Alto cung cap nhU: chdng tan 
cdng APT, hien thi bao cao da dang vdi 
rat nhieu bao cao dang do thj, hoac mau 
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