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NGUYEN DUY BiNH,
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THEQ CAC BANG DANH ClA, XEP HANG CUA CA!
XEP HANG DANH GIA RAT THAP VE AN NINH MANG

CONG NGHE CAO. DO TAI VIET NAM VIEC BAC MAT TRONG MANG CHUA THUC
THUC HIEN CHUA DUNG, DAN BEN RAT NHIEU LO HONG CO
G. AN NINH MANG LA MOT VAN BE CAP THIET TANG CUCNG
LUA THE HE MG PALO ALTO NETWORK - MOT TRONG CAC

TRONG HAY CUNG CO THE DO CA
THE B) TAN CONG MOT CACH DE
AN NINH MANG BANG THIET 8/ TUON

CHUC UY TIN TREN THE GICIL VIET NAM BUOC
A TUON LA MIENG BAT MAU MO CHO TOI PHAM
BUCC CHU

GIAI PHAP DAP UNG BUGC DAY BU CAC YEU CAU KHAT KHE CUA HE THONG VA HIEN BANG BUQC
TRIEN KHA! RAT HIEU QUA TRONG CAC HE THONG MANG MGI TREN THE GIOL BAY LA MOT

TUGNG LUA THE HE MOI MA

GIG1 thigu chung

Nhitng nam gan day, tinh hinh bao mat
tinh da trd nén ndng bang han bao gia hét khi hang
loat cac vu tén cong, nhiing 16 hdng bdo mat dugc
phét hign hodc bi 1gi dung tan cong. Theo Arthur

T NAM CG THE TRIEN

GIAI PHAP
KHAI DE BAM BAO AN NINH MANG,

Wong - Giam déc diéu hanh cia SecurityFocus -
trung binh mot tudn, phat hién ra hon 30 I6 hdng
bao mat moi. Theo diéu tra clia SecurityFocus trong
s& 10.000 khach hang clia hang <& cai dat phan
mém phat hién xam nhép trai phép thi trung binh
mdi khach hang phai chiu 129 cudc tham do, xam
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An toan bao mat o

@

nhap. Nhifng phdn mém web server nhu 1iS cta
Microsoft 13 mug tigu phé bién nhét cha cac cube
tan cong.

Trudc finh hinh d6, viéc bdo vé an toan théng
tin cho mat hé théng trudc nguy ca bi tdn cang i
bén ngoai khi két néi vio Internet 1a mét vén dé cap
béch. Sidung Firewall dé béo vé mang nd &, tranh
sy t&n cong tir bén ngoai la mot gidl phép hau hiéu,
dam bac dugc cac yéu t8:an toan cho sy hoat dong
ciia toan bd hé théng mang, bao mat cao trén nhiéu
phuong dién, kha ning kiém soét cao, mém déo va
dé st dung, trong sudt véi ngudt st dung va cudi
cing 13 dam béo dugc kién tric md, Trong bdo mat
hé théng hign nay, mé hinh bao mat vai Firewall ia
mé hinh chinh yéu dugc st dung phd bién trén toan
c4u. Tuy nhién, né vin gip phai mot s6 nhugc diém
nhu:

_ Firewall truyén thdng khong dd thong minh
nhu con nguds €& c6 thé doc hiéu timg loai théng
tin va phén tich noi dung 6t hay xau ctia né, N6 chi
¢6 thé ngan chan sy xam nhap ctia nhifng nguén
théng tin khéng mong mudn nhung phai x&c dinh
16 cac théng 6 dia chi.

_ Firewall truydn thdng khéng thé ngén chan
mdt cudc tin cong néu cudc tan cong nay khéng
“gi qua’né, ching han nhu nhiing cugc tin cong tf
bén trong.

- Firewall truyén thang khéng thé chéng lai cac
cude tan cong bii virus, ma déc...

_ Firewall truyén théng (stateful inspection
firewall) chi nhan dién va kiém soat duoc thong
juong véi giao thitc va cong dich vu nhung khéng
nhan dién duge (ng dung, d3c biét 1a cac ung dung
web st dung chung giao thdc HTTP va céng dich vu
80.

Vi nhitng han ché néu trén clia md hinh bao
mét ficewall truyén théng, cung voi a6 la sy phét
trién manh mé va khong ngimg clia cac kj thudt
tén cdng, yéu cdu cin phai cd mot md hinh bao mét
duoc nang cip, t3i Uu va “thdng minh” han nifa dé
d4am bdo an todn cho hé théng trude nhing mai
hiém hoa. Giai phap tudng lia thé hg méi ra doi.

4, CONG NGHE Thang tin v Truyénthong | 6/2016

Mid hinh bao mat tuiing Iifa thé ng mdl

Tuding )2 thé hé méi (Hinh 1), 14 thiét bi,
10fa dua trén xac thuc ngudi ding, xac thitc
(ing dung hay ndi dung. Vi co ché nay, nguol
tri dé dang nhan dang cac (ing dung, ndi du:
trong ludng dif ligu véi cac mic dé nguy co dg
¥uéit phat tir ngudi s dyng nao.

Hink 1: M hinh tudng Wia thé

Firewall thé h& mdi c6 rét nhiu cac déc tinl
phép nha guan tri mang & kha nang kiém sodt & i
dién hé thdng mang cdia minh va khac phuc d ‘
nhifag nhuge diém caa Firewall truyén thng

- Nhan dang nhing (ing dung trong hé théal
ma khéng phu thudc vao cng hay giao thircm
theo cach clia firewall truyén théng, diéu nay gf
nhan dién chinh xéc ciing nhu bat chit cac
dung thang minh c6 khd néng chuyén déi port
giao thitc mang d& hoat ddng, nham tranh su
s04t clia cac hé thong bao mét.

- Cho phép trién khai cac chinh sich d
nhan dang ngudi diing hoac nhom ngudi di
khéng chi kiém tra dia chi IP cia mang the
1am truyén théng.

- Tich hgp cdng nghé phang chéng tan caf
vé hé théng & ché do thoi gian thue, chéng
cudc tdn cong va nhifing phan mém nguy h
nhing vaa nhiing dng dyng cing nhu 16 h
bao mat ciia cac Ung dung hay hé diéu hanh1
hé théng.

- Cung c&p giac dign than thién trong vige
Iy v van hanh, gidp viec quan Iy cac chinh sachig
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vé cho hé théng dugc don gian hon bao gio hét,
cling nhir cho phép thy bién xudt cac bao cao truc
quan chi tiét gan két gitta ngudi dung véi Ung dung
va cac moi nguy cd tiém tang gitp nha quan tri 6
dugc cai nhin bao quét va giup dua ra quyét dinh
dugc nhanh chéng va kip thai han.

- Pugc xay dung kién trac da luéng xi ly déng
théi giip higu nang tong thé cba hé thdng dugc
dam bao 1én dén hang gigabit trén gidy, dam bao
do tré 1a thap nhat ngay ca khi kich hoat tat ca cac
tink nang hoat dong, chay hét cong suat.

R4t nhidu hang trén thé gidi da dua ra cac gidi
phép tuong Wi thé hé mdi ctia riéng minh, €6 thé
diém qua mot s6 gidi phap ndi bat hign nay:

- Gidi phap UTM: vdi tinh ndng chinh 1a cho phép
qua, chin lai va ghi lai hoat déng, mot 8 loai ¢

'~ thém chu ning QoS hay kiém sodt bang théng bj

:

g

3

gigi han chiic néng cho mdt s6 tng dung déc biét
ma khong phai cho moi dng dung.

- Gidi phap tuang Itia thé hé mdi ctia Cisco: Bugc
tich hogp tinh nang kiém soat vng dung, hé thdng
phong chdng xam nhip thé he mdi cung véi giai
phdp phong chéng malware tién 1ién tlr sourcefire.

- Gidi phap tudng Ida thé hg mdi Pale Alto: la
thidt bj tuding Ilia thé hé mdi. Cung cdp mdt giai
phap toan dién cho ngudi quan tri ¢ vé dam bao an
ninh va quan ly hé théng.

Ngoaira con co mot s6 gidi phap khac nhu tudng
|{ra thé hé méi cia HP, Fortinet hay tudng liia thé hé

mdi dugc cung cap bai Check paint, Dell Sonic wall,
Clavister, ... Trong s& cac gidi phap tuang Ida thé he
mdi néu trén, Palo Alto dugc danh gid la mét trong
cdc gidi phap tudng Iira thé hé méi hang dau.

Gidi phap tudng 12 tné he mdi Pale Alto

Ving Internet rdt can thiét cho viéc két néi ra
ngo#i ciing nhu cac Ung dung web cong cong. Pay
ja viing rat nhay cam, dé dang bitdn cdng, xam nhap
10 bén ngoai vao. Chinh vi thé, day cing 1a ving
¢an duoc bao dam an toan, chéng lai cac nguy co
i bén ngoal vio ving DMZ |3 vang thudng xuyén
giao tiép vai Internet va cd nhing truy cap tr bén
trong hé théng ra. Do nguy ca tan cong va nhiing
hidm hoa tif Internet 1 rat cao, vi vdy thiét bj tudng
|Ura tai viing nay vé cling quan trong. Tudng Iia thé
hé mdi Palo Alto dit tai phan ving Internet, ¢6 kha
n&ng nhan dang, kiém soat cic ting dung, kiém soat
néi dung, méi trudng hoat déng da dang, cé kha
nang phang chéng tan cong cé cha dich va thong
lugng lam viéc cao ciing nhu méi trudng hoat dong
da dang va hién thj bao cdo linh hoat, dé dang thiét
lap chinh sach.

Theo nhu cac ban danh gid cla Gartner hing
nim, Palo Alto luon dugc danh gia rdt cac va bén
nam lién tiép (U 2011 dén 2015) déu nam trong
nhém din ddu (LEADERS) vé xu thé cdng nghé so
véi cac”dng Idn” khac nhu: Cisco, Fortinet, Juniper...
(Hinh 2).
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Hinh 2 B:i6u d3 dénh gua cda Gartner ndm 2015

Palo Alto mang lar st tudng sminh va kha nang kiém
sodt ting dung, ngudl ding va ndi dung VOl sy két
hop st dung ba cang nghé nhan dang Hiénuén App-
ID, User-ID and Content-ID.

Hinh 3+ Két hop cde <dng nghé tién nén nhdt vao Palo Alto

Ba cong nghé nhan dang nay da giup gidi quyét
guoc rat nhigu nhuoc diém ctia Firewall truyén thdng
S dung bén ca ché phan loar difliéu khac nhau, App-
ID™ nhan dang chinh xac cac ing dung nao thuc su
dang chay trén ha tdng mang ma khong phu thuoc
vao ting dung &6 dang chay trén céng dich vu gi,
giao thdc nao, hay da duge ma hda SSL hay khong.
Content-ID nhu 13 mot engine quét dua trén ludng
ditlieu (stream-based engine) gidp phdt hién va chan
céc m&t hiém hoa va gidi han viec chuyén mat cach
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trai phép cac tap tin dif ligu, nor dung nhay cim
Va User-ID cho phép nha quan tri két hop théng tin
ngudt diung vé ing dung, tao policy, log di hduv
baa cao. Hon thé nira, diéu nay da gilp cho Palo Al
gidi quyét duoc thach thic vé mat tich hop va khi
nang xU 1y ma &t nhiéu cac NG-Firewall khac chug
gid1 quyét duoc.

Bén canh do, Palo Alto dudc thidt ké vdi mot phan
cng chuyén biét t5c do cao. Phan cung ctia Palo Alto
dugc thiét ké dé xi Iy cac tac vu mot cach song song,
méi tac vu sé dugdc xi Iy riéng biét bdi ting CPU. Pale
Alto tach bigt Contral Plane va Data Plane giip n6 ¢
higu nang x{ Iy cuc cao ngay ca khi chay hang loat
tac vu nang nhu nhan dang Ung dung, quét virus, bat
chie nang IPS hay ngay ¢é khi giai ma SSL/SSH, vi
hon thé 13 gitip n6 chdng choi véi cdc cudc tan cang
téit hon.
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Hinh 4 Kién tri phdn cing va phén méim tén trén va manh me e
Palo Ala

Chinh vi thé, gidi phap tudmg Ila thé hé mal cla
Pala Alto cung cap ¢o Mot gidi 1éng cac tinh néng bio
mat, bao gdm:

Tinh nang nhan dang Ung dung: dya trén thong
tin tng dung dé xirly, h tro nhan dang ngudi ding




véi vigc hd trg sé Iugng giao thuc d& nhan dang
ngudi dung, tich hgp sén tinh nang nhan dang
ngudi dung trén thiét bi, khéng chi hd trg 13y thang
tin ngudi dung tir AD, Excharge, LDAP... ma con tir
syslog servers, cac céng cy xdc thuc hay tryc tiép tir
ctfa s8 Captive Portal cho ngudi diing dang nhap.

- Tinh ndng kiém spat va ngdn ¢hgn cac mai de
doa: kiém so4t cac dif ligu ma hoa ma khéng lam
giam hiéu sudt cda hé thdng. Tich hgp tinh nang
Threat Prevention vao firewall véi cac tinh ning:
dd tim va chan virus, spyware, worms va |6 héng
(ing dung; kiém soat viéc truyén file hay thong tin
nhay cdm ra khoi hé théng; thuc hién scan ngay khi
packet d4u tign dén.

Hinh 5; Khd nding gici ma SSL cda Palo Alto

- Tinh néng Yoc: Céc tinh nang loc cla
Palo Alto hiéu qua hon rat nhiéu so voi
cic tinh nang loc cha Firewall truyén
thang. Bao gém: loc file theo ching loai,
gidi nén file nén dé nhan dang cac file
bén trong, nhan dang dén ca ngi dung
bén trong file... Palo Alto con tich hop co
s& dit liéu v6i hon 20 triéu URL vdi trén
76 category vao trong firewall cho phép
kigm soat viéc loc URL bé sung cho khd
nang kiém soat tng dyng dua trén cac
didu [uat bao vé doanh nghiép tir viéc
tudn tha mot sé cac tidu chudn cing
nhu tang ndng sudt lam viéc va giam cac
nguy co gay hai dén ngudn iuc cong ty.

Ngoai ra cdn c6 mdt s6 tinh néng khac
dugc Palo Alto cung cip nhu: chéng tin
cang APT, hién thi bao cdo da dang véi
14t nhiéu béo cao dang d6 thi, hodc méu

bao cio tao sin dé ngudi diing c6 thé nhanh chéng
tao ra hay tiy bién khi can.

81 luén

Thiét bi tuémg |da Palo Alto Next-Generation
Firewall dat tai phan ving Internet clung véi kién
triic tién tién va manh mé, két hop cung phan cdng
chuyén biét t6c 6 cao, da cung cép cac tinh ndng
bao mat vugt troi, gidip khdc phuc nhiing nhugc
diém ctia mé hinh bao mat firewall truyén thong va
dép (ing 1t hon yéu cdu vé bao mat trong thai diém
hién tai, trd thanh mot trong nhirng gidi phdp bio
mét hiéu qua hién nay.
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