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Tém tit: Bio mdt théng tin vo ruyen & ldp var Iy dang I mt cdch tidp cdn mdi va néi lén thinh
mpt d@é 1ai hap dén, thu hit dwge nhiéu nghidn ciu. D€ thuec hién viée bdo mdr I6p vt Iy trong hé
thcmg V0 tuyén, ching téi chon hé Ihong siéu bang rong UWB. Cong nghé UWB két hop voi ky thudt
TR (Time-Reversal) dimg dé cai thién t6c dp truyén dan déng thoi giam chi phi va dé phiic tap ciia b
nhdn tin higu. Bai bdo s& di phan tick va danh gid vé 3 khé ndng bio mdt théng tin 6 16p vit by trong hé
lhong UWB TR dya wrén thong sb ky thudt dung luong bdo mdt (Security Capacity), so sanh voi hé
Ihong khéng dp dung kf thudt TR dé lam sdng 10 1u diém ciia kP thudt ndy. Théng qua cdc két qud mé
phong sir dung Matlab, bai bdo ciing chi ra rdng dung liegng bdo mét ciia hé thong UWB duge caii
thign ding ké khi gp dung kp thugt TR.

Tiz khoa: bao mdt lop vat Iy, siéu béng rong, ddo nguoc thoi guan, dung lugng béo mat.

Abstract: Securing radio c at the ph; ! layer s a new approach and emerged
into a fascirating topic attracted a lot of researchers. To implement the physical layer security in
wireless systems, we choose ultra-wideband UWB system. UWB technology in conjunction with TR
(Time-Reversal) is used to improve the speed of transmission and reduces the cost and complexity of
receiver. This article analyzes and evaluatesthe possibility of information security af the physical layer
in UWB TR system based onsecurtty capacity, compared fo the system without using TR technique to
clarify the adv of this techni Simule results show that the security capacity of UWB

system is significantly improved when applying TR technique.

Keywords:physical layer securiry, UWB, time reversal, security capacity.

1. Gidi thiéu

Trong cic mang khéng diy hién nay,
hiu hét cac hé lhéng bao mit déu sir dung co
ché bao mdt dua trén s phie tap tinh todn
v6i gia dinh ring ké xdu c6 kha ning tinh
todn han ché vi thiéu nhimg thuft todn hidu
qué. Tuy nhién, gid dinh ndy la thidu sue
thuyét phuc do sy phét trién khdng ngimg va
nhanh chong cia may tinh hién dai (mdy tinh
lugng ti) cling nhu cdc thudt todn c6 hiu
sudt cao. Hon nita, cich bio mit truyén
théng dugc thuc hién & lérp cao hon, thuéng
[a 16p img dung (APP) vm gid dinh rang lép
vat ly (PHY) da duoc thiét lap va khdng bi
18i [1]. V&i sy xuét hién cia mang ad hoc va
mang phan ¢dp [3], che k¥ thuat caa 16p APP,
chz‘ing han nhu ma héa, 1d qud phirc tap va
kho thye hién. Ngoai ra, viéc xac thyc va mi
hoa trong co ché bio mit & 1op APP tao ra d6
tré qua 16m, tiéu thy dién ning cao va gidm
dung hugng hé théng do sy qud tai trong tinh
t0an va b4o higu [4). Két qua 14, cic k§ thuat
bao mét dua trén &4 tinh toén phirc tap khong

pht hop v6i mang khong diy dong va nghu
nhién quy mo lém hedc khéng phi hop vai
cac mang phin cdp hay cic mang ¢6 yéu chu
nghlem ngt vé bdo mét va thi gian. Vi vy,
gin déy da c6 nhidu nghién ciru vé khd ning
o ban cia 16p PHY nhim ning cao tinh bao
mit trong mang khong déy [5]. Dé tridn khai
huéng nghién ciru vé bao mét 16p vat Iy trong
hé thdng vd tuyén, ching t8i chon hé théng
siéu bang rong UWB.

Coéng nghé UWB véi kha ning truyen
thang tée d6 cao trong khodng cach ngan cia
n6 (6], [7]da gidi quyét hiéu qua cic vin dé
han ché bing théng trong méi tnromg khéng
day [8]. Tuy nhién, céc kénh truyén v6 tuyen
trong thye té déu 1 cac kénh fading, vi thé
céc van dé gay anh hudng dén chit luong
truyén dén trong he théng UWB phyc vy da
ngudi ding thye sir phirc tap.

Mot gidi phap co thé khic phyc vn dé
ndy 12 sy két hop gitta hé théng UWB va ky
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thuat ddo nguge thoi gian (Time-Reveral TR)
dé cai thién toc 4o truyéa din va gidm thidu
c4c anh hudémg din dén giam chit lugng cia
hé théng UWB [7]-9] ciia kénh truyén.

fe] [7], cdc tic gia dd dua ra cap Lét qui
lién quan dén dung lugng kénh truyén clia hé
théng MU MIMO UWB TR xét trong didu
kién moi trudng <o sr twong quan giifa cac
an-tetl.

Ngoi ra, trong bai bdo [10], cac tic gia
da chi ra ring, dung lwong kénh truyén ctia
cic hé théng UWB thu dugc trong tmimg
hop €6 dp dung k§ thudt TR da tang ddng ké
so v&i khéng 4p dung, ddng thavi, ky thust TR
cho théy higu qua tt khi hoat ddng trong méi
truémg nhiéu cao.

Hién nay, vin dé bao mit trong hé
théng UWB dang tiép cin & mic chia sé
khoa bio mét gilra tram phét va thu dé tir d6
thiét 13p kénh truyén an toin [11]. Do do,
trong bai bao ndy ching t6i cé gang phan tich
vi dinh gia v& kha nang bio mét thong tin &
16p vat ly trong hé théng UWB ap dung k¥
thugt TR dya trén théng s6 ky thugt dung
lugng bao mét (Security Capacity), so sinh
v6i hé théng khong ap dung k¥ thuit TR 8
lam séng 6 wu diém cia k§ thugt ndy.

Cac phén con lai trong bai bio ndy bao
gdm: phin I gidi thiéu v& md hinh h¢ théng
duge khao sat, phin Il trinh by vé dung
lugng bao mét clia hé théng UWB-TR trong
3 trudmg hop khac nhau cia hé thong, phin
IV dua ra cic két qua mé phong ve dung
lugng bio mét cla cic hé théng d trinh bay
va phén V két luan.

2. Mo hinh h¢ théng

Xem xét md hinh hé théng vé tuyén ¢
hinh 1, bao gom mét may phét Alice va mjt
miy thy Bob, dong th&i c6 sy hién dién cda
méy nghe trém Eve trong mdi truémg fading
Rayleigh. Eve la may nghe rdm thu dong tim
each trich thong tin tir Alice dén Bob ma
khéng chu déng tin cong.

Hé théng duge khao sit 1 hé théng
SISO UWB, tirc 12 bén phat va bén thu (Bob,
Eve) déu sit dung 1 n-ten.

ké&nh nghe Wm

kénh dir hgu
—_—
Hinh 1. M hinh hé théng v6 tuyén voi mgt
mdy nghe trom
Dix liéu truyén tir Alice dén Bob qua
kénh truyen dit lidu (ky higu 12 M); tuy nhién
do tinh chét truyén quing ba cia kénh vé
tuyén, théng tin ndy cing nhdn dugc béi
ngudi nghe trom Eve qua kénh nghe trdm (ky
hiéu 12 W).
Tin hiéu thu tai kénh truyén hop phip
Bob tai thai diém {c6 dang:
Yu(i) = hy(Dx + ny (D), (8)]
Trong d6: yp{I)a tin hiéu nhén tai
ngudi dung; x(i) la tin higu phét;my, (i) 1a
nhi€u tring Gausian tai nguoi dimg; hy (i) 1
hé s6 CIR clia m6i truong truyen thong gitra

Alice va Bob,né dugc biéu dién bing cong
thirc:

L-1
by i =% aPls i @
=0
Véi a” va z/ Ian luot 1a bién db va
tré ctia tap -th [2). Dang roi rac trong mién
thoi gian cia 4, i duoc biéu di&n nhur san
[31-
hyg @ =[ing O hag Vg L1 ] 3
Véin, & ,k=0,... Ly-11atap k-th cua
CIR cb chitu dai Ly, &
Dirac. DOl véi mdi tayén xubng, chung téi
gid sir ring hy, (i) va hy(d) 14 cac bién phirc

Gaussian d6i ximg déc 13p lin nhau véi
phurong sai va trung binh triét tiéu:

E{ninf]=e

O<k<L,—1

14 ham xung
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Ts 1a thvi gian liy m3u cia hé théng;
o, 14 trai tré cua kénh truyén [2]. Tuong ur,
ta ciing c6 tin hiéu thu tai kénh nghe trom tai
thér diém i ¢4 dang:
ye(1) = by (D + g (i), (5)
Goi Cy,Cyy 13 dung lugng cia kénh
truyén dir liéu va kénh nghe trdm, theo [12],
ta cd:
=log(1 + |hy[*SNRy,)
Cy = log(1 ~ IhwlzsNRw)

Véi SNRy, =

6
M

L swe, = % Trong

d6 P 12 cong sudt phat trung binh cia may
phét, hy va hy, 13 hé s6 CIR trong img cia
kénh dir liéu va kénh nghe trdm. Ny, N, 1a
cong suét nhidu tai kénh truyén hop phap va
kénh nghe trdm.

3. Dung lugng bio mit ciia hé théng
SISO UWB-TR

Tir hinh 2 ta nhan thdy hé théng truyén
thong clla may phit va ngudi nghe trdm 1a h¢
thong SISO UWB. Dung lugng cuia kénh
truyén bét hop phép nay ta sir dung cong thic
(7). Kénh truyén gifta ngudi dimg va may
phit 13 hé théng SISO UWB TR.

1

v

UWB TR

Recsher | y1—p

\

UWB without TR

-

1

Reterer |-Y2—p

Hink 2: M6 hinh hé thing UWB SISO duge khdo sdt
dung lwgng bée mat (UWB TR vs. UWB Non TR)

Trong hé théng UWB TR, trudc tién

hét, ngudi dung Bob s& guri mét xung hep dén

méy phat Alice dé ldy thong tin vé CIRs cia

mbi wuong truyén thong. Céc khdi TR
Mirrors ciia mdy phat s& ghi va hru trif céc
théng tin nhdn duge va ching s& duec s
dung cho qua trinh xir ly tin hiéu phat di. Do
do, kénh nghe twdm trong truong hop nay
khong thé s dung ky thuit TR dé tranh
trudng bi phét hién. Ngoai ra, trong bai bao
nay, chiung t4i chi xem xét truong hqp may
nghe trém thy dong chi nghe trfm ma khong
chi ddng thn cong hoac gdy nhiéu.

Pat g, ()1ahé sé coa TR Mirror, dugc
bidu dién nhu sau:

g 0)=[F Ly-1.K Li~2,..0 0] (®

Trong 46, #, k 14 lién hop phic cia
k], 0<k<L-1.Goi k() 1a hé sé CIRs
trong duong, &, (;) duge biéu dién nhur sau:

Iy (D) =Ry () g () ©®)

i Luc nay, tin hiéu thu tai Bob & (1) duge
viét lai nhir sau:

WD) = hy(Dx + (D, (0)

Do dé dung lwgng kénh tmyen cua hé

théng SISO UWB TR duoc tinh bing céng
thirc sau:

cx =log1[l+|fxu|2 SNRM] an

Dat yy = 'fz SNRy Vi

y
i = et SX R

Luc d6 dung lagng bao mat thong tin
dugce dinh nghia nhu sau;

€5 = max (0, CIf ~ C) 12)
log, 1+y, -log, l+v, kmy,>
cs={ g 14y, —log, Ly, Wy, >7, (3
Okhy, <7y

DE ding nhén thiy ring, dung lugng an
toan thdng tin cia hé thong 14 mét dai hugng
khéng dm. Dung hrong bao mét cia hé thong
thong tin s& bang 0 khi ma kénh nghe trém cé
dung [ugng Shannen 1én hon kénh truyén tai
dir ligu.

4. So sinh dung lwgng bae mit cia
cdc hé thbng dirge khio sat

Ching i s& lan Iwot khao sat he théng
SISO UWB nhu trong hinh 2 qua cdc trudmg
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hop: thay d6i sb tap thu ddi v&i kénh truyen
hop phap va sy anh huémg cua SNR déi véi
dung lrgng bao mat.

4.1. Thay dbi s6 tap thu trong kanh
truyen hgp phap

S 43 khéi ciia hé thbng khao sat duoc
md t& & hinh 2. Tir hinh 2 ta thiy ring, két
néi gilra mdy phét va ngudi ding hop phép la
hé théng SISO UWB ‘TR, chi sir dung 1 &n-
ten cho qué trinh truyén thong & ca phia phat
vi phia thu (Mr=1, Mg = 1).

4.2, Khdo sat sy anb hwimg ciia SNR
d6i véi dung lirgng bio mat.

So d& mé hinh khio sat nhu trong hinh
2, nhung trong trwdmg hop ny, ching tdi chi
xét dén sy anh huéng caa tin higu trén nhidu
SNR d8i voi dung lugng bao mat. Chiing t8i
chia thanh 2 truémg hop nhé:

C6 dinh SNR ciia kénh truyén hop

phép, va

Cé dinh SNR cia kénh truyén bat hop

phap.

Dé thyc hign viée so sanh nay, ching
61 dd md Ehong dung lugng kénh truyén cia
kénh truyén hop phap trong cic hé théng
SISO UWB trong 2 trudmg hop c6 dp dung
va khéng ¢6 4p dung k§ thuit Time Reversal;
kénh truyén bt hop phap trong céc hé thdng
SISO UWB khéng sir dung k¥ thuat TR bang
Matlab véi cac théng s6 mé phéng duge cho
& bang 1.

Bing 1. Théng s6 chung m6 phong hé théng SISO

Théng s6 Gia tri
M&i trudmg Rayleigh
Thai gian 14y méu (Ts) %w"
Tréi tré clia kénh truyén (o, ) | 125Ts

Duoi ddy la két qua md phong vé dung
lugng kénh truyén cia cic hé théng UWB
TR di dugc trinh bay trén hinh 3:

Tir hinh ket qua & hinh 3 ta nhin thiy
réng, véi cliing ) tap thu thi hé thong UWB
sir dung k¥ thu@t TR ¢6 dung luong bao mét
cao hon so véi hé thong khong st dyng k¥
thudt nay.

Khi ting sé lugng tap thu thi dung
lugng bao mét ciing duge ting 1én déng ké.
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SK0,L,= Dtgs
0

MR LR |
B o LR L, =BT
o - ML= ‘T

Use TR L= 100 Tgs
HoTRL,,= %0 Tps |
2 e L, =30Taps =1
LM;JE

[

Secunty Capacity (bparHz)

O e R S TR )
SNR (68}
Hinh 3: Két qué md phing thay d6i s6 tap
thu ctia kénh truyén hop phdp
Vi két qué trong hinh 4 va hinh 5,
chiing ta nhén théy réng, v6i hé théng UWB,
dung lugng bdo mat ciia hé théng s& bang 0
khi SNR cua kénh b4t hop phap cao hon
nguimg SNR ¢ dinh cia kénh hop phap.
Tuy nhién, v6i cing mdt ngudng SNR ¢d
dinh cho truée, néu sir dung k§ thujt TR thi
dung lugng b2o mét 1én hon 0 ngay ca khi
SNRyw>SNRy
SISO, L= Ly = 20 s, SNR 7 106b- 308

i MOTR SUR =B

mL- - — — -+ usRsw08
- Ko-TR SNEM= 10dB '

Use TR SNR,, = 1068 |
No-TR: SHR, = 28
© UseTR SHR, = 208
WoTR SHR, - 308
Uss TR SWR, = 308

Secunty Capacity (bps/Hz)

B = Ches CEQUREBYITUY
5w 5 B BB
SNR(4B)

Hinh 4. Ké qui mé phong anh hudng cria SNR
déi véi dung lwgmg bdo mdt khi cé dinh SNRy



9190, Ly, = Ly = 2btaps, SNRy,= -10c8 - X8

NoTR: SAR,, = OB
18] ke TR SM\fW i - -
NoTR SNR,,= 108 | _ |

Use TR SNR,, = 1068 |

3 Ho TR SIR,, = 208 - =
& 12 — - Use TR SNR,= 208 N
>

z R SR, =

¥ HoTR SKR,, = 3008 .
] Use TR WA, 3008 7 s
S = — e
H e -
& o £ —

E) 9 1%
5NR (dB)
Hinh 5. Két quis m3 phong dnh husong cia SNR

d6i viri dung lwgng bao mat khi 8 dink SNRy
5.Két lugn

Trong bai bdo nay, ching tdi da tap
trung nghién ciru va thye hién md phéng
dung lvong bao mir kénh truyén cia hé
thong SISO UWB trong céc trromg hop c6 dp
dung va khéng c6 dp dung k¥ thugt Time
Reversal (TR) d& tir d6 rthay 16 duge wu diem
va hiu qua cia sy ket hop giita hé thong
UWB va k§ thuat TR.

Céc két qui mé phéng cho thiy, dung
lugng bao mét ty 18 thuln vdi sé luong tap
thu ctia kénh hgp phap. Ngoai ra, khi 4p dung
ky thuat TR, dung lugng bio mat cia hé
thong lon hon 0 ngay ci khi SNR cia kénh
hop phéap thap hon SNR ctia kénh bat hep
phép.
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