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Tdm tdt: Bdo mat thong tin vo tuyin d ldp vgt ly dang Id mgt cdch tiep can mdi vd noi len thdnh 
mgt di lai hdp ddn, thu hul dugc nhiiu nghien cim. De thuc hien viec bdo mat ldp vgt ly trong he 
thdng vo tuyin, chung ldi chon hi thong sieu bdng rgng UWB. Cong nghe UWB kit hap vdi ky thudt 
TR (Time-Reversal) dung di cdi thien tdc do tmyen dan ddng thdi gidm chi phi vd do phuc tgp ciia bg 
nhgn tin hiiu. Bdi bdo se di phdn tich vd ddnh gid vi khd ndng bdo mat thdng tin d ldp vdt ly trong he 
thdng UWB TR dua tren thdng so ky thudt dung luang bdo mat (Security Capacity), so sdnh vdi he 
thdng khdng dp dyng ky thugt TR de ldm sdng to uu diim cda ky thugt nay. Thdng qua cdc ket qud mo 
phong sir dmg Matlab, bdi bdo ciing chi ra rdng dung lugng bdo mat cua hi thong UWB dugc cdi 
thiin ddng ki khi dp dung ky thugt TR. 

Tie khoa: bdo mat ldp vgt ly, sieu bdng rgng, ddo nguac thdi gian, dung lugiig bdo mat. 

Abstract: Securing radio communications at the physical layer is a new approach and emerged 
into a fascinating topic attracted a lot of researchers. To implement the physical layer security in 
wireless systems, we choose ultra-wideband UWB system. UWB technology in conjunction with TR 
(Time-Reversal) is used to improve the speed of transmission and reduces the cost and complexity of 
receiver. This article analyzes and evaluatesthe possibility of information security at the physical layer 
in UWB TR system based onsecurity capacity, compared to the system without using TR technique to 
clarify the advantages of this technique. Simulation results show that the security capacity of UWB 
system is significantly improved when applying TR technique. 
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1. Gidi thifiu 

Trong cac mang khdng day hien nay, 
hau het cac he thdng bao mat deu su dyng ea 
ehe bao mat dya tren sy phiic tap tinh toan 
vdi gia dinh rang ke xau ed kha nang tinh 
toan han che va thieu nhiing thuat toan hieu 
qua. Tuy nhien, gia dinh nay la thieu siie 
thuyet phyc do sy phat trien khdng ngung va 
nhanh chdng cua may tinh hien dgi (may tinh 
lugng tu) Cling nhu eae thugt toan cd hieu 
suat cao. Han niia, each bao mat truyen 
thdng dupe thye hien d ldp cao han, thudng 
la ldp ling dung (APP) vdi gia djnh rang ldp 
vgt ly (PHY) da dugc thilt lgp va khdng hi 
ldi [1]. Vdi sy xuat hien ciia mgng ad hoc va 
mgng phan cap [3], cac ky thugt cua ldp APP, 
ching hgn nhu ma hda, la qua phiie tgp va 
khd thye hien. Ngoai ra, viee xac thuc va ma 
hda trong ca che bao mat d ldp APP tao ra do 
tre qua Idn, tieu thy dien nang cao va giam 
dung lugng he thdng do sy qua tai trong tinh 
toan va bao hieu [4]. Ket qua la, eae ky thuat 
bao mat dya tren do tinh toan phuc tap khdng 

phli hgp vdi mgng khdng day dgng va nglu 
nhien quy md ldn hoae khdng phu hgp vdi 
eae mang phan cap hay eae mgng cd yeu cau 
nghiem ngat ve bao mat va thdi gian. Vi vgy, 
gan day da cd nhieu nghien ciiu ve kha nang 
CO ban eua ldp PHY nham nang cao tinh bao 
mSt trong mang khdng day [5].De trien khai 
hudng nghien ciiu ve bao mat ldp vat ly trong 
he thdng vd tuyen, chiing tdi ehgn he thdng 
sieu bang rdng UWB. 

Cdng nghe UWB vdi kha nang truyin 
thdng tde dp eao trong khoang each ngan cua 
nd [6], [7]da giai quyet hieu qua cac vin d l 
hgn che bang thdng trong mdi trudng khdng 
day [8]. Tuy nhien, eac kenh truyin vd tuyln 
yong thye t l deu la eac kenh fadmg, vi thi 
cae y in de gay anh hudng din chit luong 
truyin din ttong he thdng UWB phyc vu da 
ngudi dung thye sy phiie tap. 

Mdt giai phap ed thi khic phyc vin d l 
nay la sy kit hpp giua h? thdng UWB va ky 



thugt dao ngugc thdi gian (Time-Reveral TR) 
dl cai thien tdc dp truyen din va giam thieu 
cae anh hudng dan den giam ehat lupng cua 
he thdng UWB [7]-[9] cua kenh truyin. 

CJ [7], eac tae gia da dua ra cac ket qua 
lien quan din dung lugng kenh truyen ciia he 
thdng MU MIMO UWB TR xet frong dilu 
kien mdi trudng cd sy tuong quan giiia cac 
an-ten. 

Ngoai ra, trong bai bao [10], cac tac gia 
da ehi ra rang, dung lugng kenh truyen ciia 
eac he thdng UWB thu dugc trong trudng 
hpp ed ap dyng ky thuat TR da tang dang ke 
so vdi khdng ap dyng, ddng thdi, ky thugt TR 
cho thay hieu qua tdt khi hogt ddng trong mdi 
trudng nhieu eao. 

Hien nay, van de bao mgt trong he 
thdng UWB dang tiep can d miic chia se 
khda bao mat giiia yam phat va thu dl tir dd 
thiet lap kenh truyin an toan [11]. Do dd, 
trong bai bao nay chiing tdi ed gang phan tich 
va danh gia ve kha nang bao mat thdng tin d 
ldp vgt ly yong he thdng UWB ap dung ky 
thuat TR dya yen thdng sd ky thugt dung 
lupng bao mgt (Security Capacity), so sanh 
vdi h? thdng khdng ap dung ky thuat TR dl 
lam sang td uu diem ciia ky thuat nay. 

Cac phan cdn Igi trong bai bao nay bao 
gdm: phan II gidi thieu ve md hinh he thdng 
dugc khao sat, phin III trinh bay vl dung 
lupng bao mat ciia he thdng UWB-TR trong 
3 trudng hpp khac nhau eiia he thdng, phin 
IV dua ra eac ket qua md phdng vl dung 
lugng bao mgt ciia eac he thdng da frinh bay 
va phan V ket luan. 

2. Mo hinh he thing 
Xem xet md hinh he thdng vd tuyln d 

hmh 1, bao gdm mot may phat Alice va mpt 
may thu Bob, ddng thdi cd sy hien dien eiia 
may nghe trdm Eve frong mdi trudng fading 
Rayleigh. Eve la may nghe from thy ddng tim 
each trieh thdng tin tir Alice din Bob ma 
khdng ehu dgng tin cdng. 

He thdng duge khao sat la he thdng 
SISO UWB, tire la ben phat va ben thu (Bob, 
Eve) deu su dyng I an-ten. 

Hinh 1. Mo hinh hi thong vo tuyen v&i mgt 
mdy nghe trgm 

Dii lieu truyen tir Alice din Bob qua 
kenh truyen dft lieu (ky hi|u la M); tuy nhien 
do tinh chat truyen quang ba cua kenh vd 
tuyen, thdng tin nay ciing nhan dugc bdi 
ngudi nghe from Eve qua kSnh nghe from (ky 
hieu la W). 

Tin hieu thu tai kenh truyen hpp phap 
Bob tai thdi diem icd dang: 

XwCO = Ki^^ + "MCO' (1) 
Trong dd: y^COla tin hi6u nhan tgi 

ngudi diing; x{i) la tin hieu phat;n^(0 la 
nhieu trang Gausian tgi ngudi dung; hff{i) la 
he sd CIR eiia mdi trudng truyen thdng giiia 
Alice va Bob,nd dupe bieu dien bang edng 
thiic: 

" M ' =!„'«/ '*'-/ ' (2) 

Vai a" va r" l&i luat la bien do va 
tri cua tap /-th [2]. Dang rai rac trong miSn 
thai gian cua A„ ; dugc bieu diln nhu sau 
[3]: 

''A/W = [*« " •*« I *»/ iA/-l ] (3) 

VaiA„ t , k = 0,...,LM-1 la tap k-th cua 

CIR CO chidu dai LM, S la ham xung 
Dirac. Doi vai m6i tuydn xudng, chiing toi 
gia sii ring /i„(0 va A„(0 la cac biln phiic 
Gaussian d5i xiing dgc lap lan nhau vdi 
phuang sai va trung binh triet tieu: 

0 < t < i „ - l 
(4) 



Ts la thdi gian lay mau cua he thdng; 
0"r la trai fre eiia kenh truyen [2].Tuang ty, 
ta eiing ed tin hieu thu tgi kenh nghe from tgi 
thdi diem i cd dang: 

.Vu'(0 = V ( i > - r^^,0). (5) 

Gpi Cyf,Cy^ la dung lugng cua kenh 
fruyin de lieu va kenh nghe trgm, theo [12], 
tacd: 

C^=\QS{X+\h^\-SNR^) (6) 

C w = I o g ( l - | h w l ' 5 N f i ^ , 0 (7) 

Vdi SNRyj = ^ , SNRy^ = ^ Trong 

dd P la cdng suat phat trung binh ciia may 
phat, hyf va hj^ la he sd CIR tuong ling cua 
kenh dii lieu va kenh nghe from. N^^, N^^. la 
cdng suat nhieu tai kenh truyen hpp phap va 
kenh nghe from. 

3. Dung lucmg bao mat cua h^ thong 
SISO UWB-TR ' 

Tir hinh 2 ta nhgn thay he thdng truyin 
thdng ciia may phat va ngudi nghe trdm la he 
thdng SISO UWB. Dung lupng ciia kenh 
truyen bat hgp phap nay ta sii dyng cdng thiic 
(7). Kenh truyen giua ngudi diing va may 
phat la he thdng SISO UWB TR. 
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Hinh 2: Mo hinh he thdng UWB SISO dut;rc khao sat 
dung linmg bao mdt (UWB TR vs. UWB Non TR) 

Trong he th6ng UWB TR, truac tien 
het, nguoi dimg Bob se giii mpt xung h?p den 
may phat Alice de lay thong tin ve CIRs cua 

moi truong truyen thong. Cac khoi TR 
Mirrors cua may phat se ghi va luu trir cac 
thong tin nhan dugc va chung se dugc su 
dung cho qua trinh xir ly tin hieu phat di. Do 
do, kenh nghe trgm trong truong hgp nay 
khong the su dung ky thujt TR dS tranh 
truong bi phat hien. Ngoai ra, trong bai bao 
nay, chung toi chi xem xet truong hgp may 
nghe trgm thu dgng chi nghe trgm ma kh6ng 
chu dgng tan cong hoac gay nhi^u. 

Dat gj , (0 la he s6 cua TR Mirror, dugc 

bieu diln nhu sau: 

Trong dd, h' k la lien hpp phiic cua 

h^[k\, 0 < f c < i - l . G p i h^{i) la h? sd CIRs 

tuang duong, h^{i) dupc bieu dien nhu sau: 

^«(0 = /»„(0*g„(0 (9) 
Liic nay, tin hieu thu tai Bob g (1) dugc 

viet lai nhu sau: 

J'MCO = *4j(0» + " M ( 0 - (10) 

Do do dung lugng kenh truyen ciia h? 
th6ng SISO UWB TR dugc tinh bing cdng 
thiic sau: 

C " = logj 1 + ZiM SNRu (11) 

Dat YM -- sm„ 
r^ = .Ii^i-SXR,, 

Luc do dung lugng bag mat thong tin 

dugc dinh nghia nhu sau: 

Cs = mH(0 ,C2 ' -Cw) (12) 

g, 1+T„ -log, 1+T, kh.T„>y, 
(13) 

De dang nhan thay rang, dung lugng an 
toan thong tin ciia he th6ng la mgt d^i lugng 
khong am. Dung lugng bao mat cua he thdng 
thong tin se bSng 0 khi ma kenh nghe trgm c6 
dung lugng Shannon Ion hon kenh truySn tai 
dil lieu. 

4. So sanh dung luvng bao mjt ciia 
cac he th6ng duwc khao sat 

Chung toi se ISn lugt khao sat h$ thdng 
SISO UWB nhu trong hinh 2 qua cac truong 
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hpp: thay ddi sd tap thu ddi vdi kenh truyen 
hgp phap va sy anh hudng eiia SNR ddi vdi 
dung lugng bao mat. 

4.1. Thay dli so tap thu trong k^nh 
truyen hgp ph^p 

So dd khdi eiia he thdng khao sat dupe 
md ta d hinh 2. Tir hinh 2 ta thay ring, kit 
ndi giiia may phat va ngudi diing hgp phap la 
he thong SISO UWB TR, chi su dung 1 an-
ten cho qua trinh truyen thdng d ca phia phat 
va phia thu (MT= 1,MR= 1). 

4.2. Khao sat su anh hv&ag ciia SNR 
ddi vdi dung lirgng bao mSt. 

Sa dl md hinh khao sat nhu trong hinh 
2, nhung trong trudng hop nay, chiing tdi chi 
xet din sy anh hudng ciia tin hieu fren nhilu 
SNR ddi vdi dung lupng bao mat. Chung tdi 
chia thanh 2 trudng hgp nhd: 

Co dinh SNR cua kenh truyen hgp 
phap, va 
Cd djnh SNR cua kenh truyin bit hpp 
phap. 
D I thye hien vi?c so sanh nay, chiing 

tdi da md phdng dung luong kenh truyin cua 
kenh truyen hgp phap frong cac he thdng 
SISO UWB trong 2 trudng hpp cd ap dung 
va khdng cd ap dyng ky thuat Time Reversal; 
kenh truyin bat hpp phap frong cac he thdng 
SISO UWB khdng sir dung ky thuat TR bing 
Matlab vdi cae thdng sd md phdng dupe eho 
d bang 1. 

Bang I. Thong so chung mo phong h? ihong SISO 

SISO.L^ : 2 0 1 ^ 

Thdng so 
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Hinh 3: Kit qud mo phdng thay doi so lap 

thu cua kenh truyen hgp phdp 

Vdi kit qua frong hinh 4 va hinh 5, 
chiing ta nhan thiy ring, vdi he thdng UWB, 
dung lupng bao mat eua he thdng se bang 0 
khi SNR ciia kenh bit hpp phap eao hgn 
ngudng SNR cd dinh eua kenh hpp phap. 
Tuy nhien, vdi ciing mdt ngudng SNR cd 
dinh cho trude, nlu six dung ky thuat TR thi 
dung lupng bao mat ldn hon 0 ngay ca khi 
SNRW>SNRM 

SISO, L^ = l ^ = 20 taps, SNR^^=-lOdb - 30dB 

Dudi day la ket qua md phdng ve dung 
lupng kenh truyen ciia cae he thdng UWB 
TR da duge trinh bay tren hinh 3: 

Tir hinh ket qua d hinh 3 ta nhgn thiy 
ring, vdi cimg sd tap thu thi h$ thdng UWB 
sir dyng ky thugt TR cd dung lugng bao mat 
eao ban so vdi he thdng khdng su dung ky 
thuat nay. 

Khi tang sd lugng tap thu thi dung 
lugng bao mat ciing duge tang len dang kl. 

Hinh 4. Kit qud mo phong dnh hu&ng ciia SNR 
dot v&i dung lugng bdo mgt khi co dfnh SNR^ 



siso,i^=i^=a 

tio-iRsm„=aB 

taps,SNRj, = -1I)(B 

UseTB SNR„ = OdB i — , — 

UseTR SNRj^=10dB 

M[)-TRSNR„ = 2CBB 

UseTR SNH^=20dB 

No-TK SNR^, = 3CldB 

UseTRSNR^=30dB 

_,.̂  

Hinh 5. Kit qud mo phong dnh hu&ng cua SNR 
doi v&i dung lugng bdo mat khi co dinh SNRar 

5.Ket lu^n 
Trong bai bao nay, ehiing tdi da tap 

trung nghien eiiu va thye hien md phdng 
dung lupng bao mat kenh truyen eiia h0 
thdng SISO UWB trong eae trudng hpp cd ap 
dyng va khdng cd ap dyng ky thugt Time 
Reversal (TR) de tu dd thay rd dupc uu diem 
va hi$u qua ciia sy kit hgp giiia he thdng 
UWB va ky thugt TR. 

Cac ket qua md phdng eho thay, dung 
lugng bao mSt ty le thuan vdi sd lupng tap 
thu eda kenh hpp phap. Ngoai ra, khi ap dyng 
ky thuat TR, dung lupng bao mat cua he 
thdng ldn hon 0 ngay ca khi SNR cua kenh 
hpp phap thip ban SNR cua kenh bit hpp 
phap. 
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