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With the rapid advancement of information technology, artificial
intelligence has found extensive applications in various fields,
including object recognition, facial recognition, autonomous vehicle
operation, and healthcare. However, deep neural networks, which serve
as the foundation of many artificial intelligence systems, are highly
vulnerable to adversarial examples. These adversarial examples are
crafted by introducing subtle and imperceptible perturbations into clean
images, effectively deceiving artificial intelligence models and
exposing critical weaknesses. Addressing this challenge, the authors
propose a new method to remove adversarial perturbation present in the
images. This method employs a data generator that learns features
directly from the input images, enabling the reconstruction of clean
(adversarial perturbations has been removed). The research results
demonstrate that this method not only effectively mitigates noise in
individual adversarial examples but also counters attacks utilizing
adversarial images. This approach opens a new pathway to enhance the
accuracy and security of artificial intelligence applications in practice.
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Vi sy tién bo nhanh chong ciia cong nghé thong tin, tri tué nhan tao tng
dung rong ri trong nhiéu linh vuc nhu nhan dang déi tugng, nhan dang
khudn mit, van hanh xe ty hanh va chiam soc sitc khée. Tuy nhién, mang
no-ron sau, von 1a nén tang cua nhidu hé théng tri tué nhan tao, lai d& bj
t6n thuong trudc cac mau ddi khang. Cac mau dbi khang duoc tao ra
bang cach thém céac nhidu loan kho nhan thiy vao hinh anh sach, danh lira
hiéu qua cac mo hinh tri tué nhan tao va thé hién cac diém yéu cia mo
hinh. Dé giai quyét thach thirc nay, cac tac gia dé xuat mot phuong phap
mai dé loai bo nhiéu dbi khang c6 chira trong hinh anh. Phuong phap nay
sir dung mé hinh tao di liéu hoc cac dac trung tryuc tiép tir hinh anh dau
vio, cho phép tai tao hinh anh sach. Két qua nghién ciru cho thdy phuong
phép nay khéng chi khic phuc nhidu hiéu qua trén cic mau doi khang
riéng 1é ma con chdng lai cac cudc tan cong sir dung anh ddi khang. Diéu
ndy mé ra mot hudng tiép can méi nhim nang cao do chinh xac va tinh
an toan cua cac tng dung tri tué nhan tao trong thyc té.
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1. Gioi thigu

‘Mang no-ron sau (DNN) dé dugc s dung rong réi trong nhiéu tmg dung thi gidc may tinh,
chang han nhu nhan dang hinh anh [1], x&r Iy hinh anh [2], phan doan [3] va hop nhat hinh anh
[4]. Tuy nhién DNN co thé dé dang bi danh lira boi cac hinh anh goi la mau dbi khang (AE); d6
1a nhitng mau, hinh anh chtra nhiéu nho, kho cé the nhan biét bang mit thuong.

Shi va cong su [5] dd d& ra mot phuong phép tan cong hiéu qua dé danh lira bd phan loai hinh
anh bang cach phan bo kich thudc budc nhleu dua trén thong tin do doc. Hay Xiao va nhom
nghién ctru [6] phat trlen mot phuong phap tin cong d6i khang dé danh lira DNN. Ung dung ciia
DNN rat nhay cam va can d6 chinh xac cao nhu nhén dién 601 tuong, nhan di¢n guwong mat, 1ai xe
tu dong hay phan tich y té,v.v. Do vay, nghién ctru phat trién AE va cac phuong phép chdng lai
AE luén mang tinh thoi su.

Céc phuong phap chdng lai dbi khang dién hinh nhu: huén luyén dbi khang [7], chuin héa
gradient [8] va phuong phap dua trén dau doc dau vao [9]. Phuong phap huin luyén ddi khang va
chinh quy hoa gradient can phai huan luyén lai hodc chinh stra bo phan loai. So v6i 2 phuong
phap trén, cac phuong phap dua trén dau doc diu vao tap trung didu chinh, sira dbi dau vao trudc
khi dua vao by phén loai, do d6, phuong phap nay c6 tinh mg dung hon. Jia va nhém nghién ctru
[10] tap trung vao viéc khic phuc cac AE bang cac mé hinh da dugc huan luyén dya trén tap dir
liéu huan luyén 1én. Tuy nhién, phuong phap phong thu nay chu yéu dua trén cac wu tién bén
ngoai da hoc duoc tir tap dir liéu huin luyén 16n ma bo qua chinh nhiing vu tién phong phu bén
trong dau vao. Dir liéu hudn luyén da duoc thong ké khong thé tong quat cho moi loai tan cong,
véy nén viéc ing dung cac phuong phap phong thu nay cling bi han ché.

Ngoai phuong phap phong thu d6i khang da duoc phat trién nhu hudn luyén d6i khang va dau
doc dau vao, mot s6 phuong phap khac nham cai thién tinh manh m& cia md hinh hoc sau da
thém cac mau d6i khang vao dir liéu huén luyén nhung kha nang khai quat hoa kém d6i voi cac
cudc tAn cong chua biét trude [11]. Dé khic phuc van d& nay, Xie va nhom tac gia [12] d& xuat
thém cac khdi khir nhiu dic trung cho bd phén loai.

Mot phuong phap phong thu khac la dua trén dau doc dau vao [13], [14], khong yéu ciu huan
luyén lai hodc stra d6i b phan loai. Phuong phap nay nham muc dich loai bo nhiéu d6i khang tur
dau vao trude khi dwa vao bd phan loai. Trong [15], [16], cac tac gia di sir dung cac bién dbi dau
vao khac nhau gf”)m d6 sau bit mau, 1am md hinh anh va nén JPEG, dé c6 duogc hiéu suit bao vé
t6t. Tuy nhién, cac phuong phap ndy bi mat thong tin hinh anh va khong hoat dong t6t voi nhidu
d6i khang manh.

Trong nghién ctru nay, nhom tac gia dé xudt phuong phap phong tha bang cach loai b nhidu
dbi khang c6 trong hinh anh dau vao. Dya vao hinh anh diu vao thong qua viéc khai thac cac dic
trung bén trong anh ddi khang dau vao riéng 1é; co thé tai cAu trac hinh anh ban dau va loai bo
nhiéu ddi khang do ké tn cong thém vao. Viéc tai tao hinh anh tuan theo chién luoc hoc hai giai
doan: giai doan chuan hoa hinh anh nham trich xuat nhimg dic trung cua anh, giai doan sau hoc
dac trung ctia anh sau khi chuén hoa nham tai tao anh loai bo nhiéu ddi khang.

Ngoai ra, phuong phap ndy chu yéu hoc dic trung cia anh sau khi da duoc chuin héa, sau do
lam min anh. Tir d6 c6 thé khéc phuc nhiéu dbi voi AE riéng 1é va chéng lai mot s6 cudc tan
cong dung nhiéu ddi khang. Nhom tac gia tién hanh thuc nghiém trén tap dir liéu Hybrid CIFAR-
10 [17], str dung 5 md hinh hoc sau hién dai dé danh gia do chinh xac. Tir 4o, tac gia da chung
minh rang phuong phap dé xuat c6 thé gitip tai tao lai hinh anh thong qua loai bo nhidu ddi
khang, Piéu nay lam cho hinh anh sau khi khoi phyc duge nhén dang dung v6i nhan nguyén ban.

Phan con lai cua bai bao dugce cAu tric nhu sau. Trong phan 2, tac gia trinh bay khai quat vé
mot sb thuat todn tan cong dbi khang dugc tac gia chia thanh co dién va hién dai; dong thoi tac
gia trinh bay vé cach tiép can, chi tiét phuong phap duge dé xuit trong nghién ctru nay. Phan 3
trinh bay thir nghiém phwong phép dé xuat va két qua chimg minh tinh kha thi ctia phuong phap.
Két luan bai viét va cac cong viéc trong tuong lai duge trinh bay trong phan 4.
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2. TAn cong dbi khang va dé xuit phwong phap chong lai tn cong dbi khing
2.1. Tdn céng doi khdng va cdc phwong phdp phong chéng
2.1.1. Phurong phdp tan céng doi khdng co dién va hién dai

C6 nhiéu phuong phap phan loai cac cudc tin cong dbi khang khac nhau. Trong nghién ciru
nay, nhom tac gia trinh bay 2 hinh thirc tan cong dbi khang phan theo thoi gian nghién ctru va
cong bd dugc tac gia dinh nghia: cb dién va hién dai.

- Tén céng doi khang co dién:

Phuong phép tin cong dién hinh c6 thé ké t6i 1a phuong phap ky hiéu Gradient nhanh (Fast
Gradient Sign Method - FGSM) va céac bién thé cua phuong phap nay. Phuong phap FGSM la
mét trong nhitng phwong phap tan cong dau tién duoc giGi thiéu boi Goodfellow va cong su [18].
Phuong phap FGSM tao ra cic mau ddi khang bang cach st dung thuat toan nhu sau: cho mot
ham muc tiéu L(X + p; 0), trong d6, 8 biéu thi cac tham sb ciia mang, muyc tiéu 1a t6i da hoa ham
mat mat theo cong thire (1).

argggjeg(n L(X + p; 0) 1)

FGSM 1la phuong phap tdn cong mot budc va nham muc dich tim ra nhiéu déi khang bang
cach di chuyén theo huéng nguoc lai véi do dbc ciia ham mét mat L(X + p; 0), voi € 1a ti 18
nhidu loan; mau déi khang X4, duoc sinh ra theo cong thirc (2).

Xaar = X + € x sign(VL(X; + p; 9)) (2)

Hang loat cac bién thé cia FGSM duoc cac nha nghién ctru phat trién nhu PGD [19], tang
cudng tin cong bang dong lugng [20]. Cac phuong phap nay c6 thé duogc coi 1a ¢ dién vi nghién
clru va cong bd vao thoi ky dau tién cua tin cong d6i khang.

- Tan cong doi khang hién dai su dung mang tqo sinh va thudt toan khuéch tén:

Mot sb6 phuong phap tin cong dbi khang dwoc nghién ctru gan ddy (duoc tic gia dinh nghia 1a
hién dai) nhu sir dung mang tao sinh ddi khang (Generative Adversarial Network-GAN) hay sir
dung thuat toan khuéch tan (Diffusion) trong viéc tao ra hinh anh ddi khang. Zhang va cong su
[21] di tao ra cac hinh anh d6i khang tir MNIST va CIFAR-10 bang LSGAN, tao ra mdt tap dir
lidu c6 thé danh lira cac mo hinh. Hay nhu Jordan va cac cong su [22] d gidi thidu tap dit liu
CIFAKE, st dung cac thuat toan khuéch tin dé tao ra cac hinh anh giong CIFAR-10. Ca 2
phwong phap nay déu thé hién su tién bo, mang tinh thoi su va duoc dong dao cong dong nghién
clru quan tim va phat trién. Hién nay, ching duoc coi 1a cac phuong phap tan cong ddi khang
hién dai dién hinh.

2.1.2. M4t s6 phirong phép phong thit doi khdng co ban va cdch tiép cdn ciia tac gid

Mot sb phuong phéap phong thu dya trén chuyén ddi dau vao trudc day [14], [23] cb ging tinh
loc hodc sira doi cac mau dbi khang thanh hinh anh sach bang DNN. Trong [24], Liao va nhom
nghién ciru dé xuat mot by khir nhidu cap cao (HGD) dé loai bo nh1eu d6i khang. Trong [14],
[25], cac tac gia d3 tan dung cac md hinh tdng quat dé 1am sach cic mau ddi khang, tir d6 bién
nhitng hinh anh bat lgi thanh hinh anh rd rang.

Samangouei va cong su di sir dung mang sinh ddi khang (Defend-GAN) [26] duoc dé xuit
chiéu cac mau ddi khang vao khong gian cia mot may mé hinh héa viéc phan phdi cac hinh anh
sach. Tuy nhién, Defense-GAN tdn tai mot sd nhuoc diém nhu yéu cAu mot lugng 16n dir liéu
khong duoc danh nhan dé huan luyén va kha ning tinh toan cao. Tir d6, dan dén mé hinh co thé
hoc tap nhitng dic trung bén ngoai hinh anh can khir nhidu bi thong ké sai léch. Pay ciing 14 han
ché ctia phuong phap vira néu khi ing dung vao thuc té.

Cach tiép can ciia nghién ctru nay khong giéng véi nhimg phuong phap phong thu trude day ma
tap trung vao viéc st dung cac dic trung bén trong hinh anh dé giam tac dong nhiéu dm khang.
Tuan theo chién luoc hoc dic trung sau khi hinh anh da dugc chudn hoa, dam bao hiéu suit cua no
dbi voi cac cudng do nhidu va cac loai tin cong khac nhau. Hon nira, phuong phép duoc dé xuét
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chi yéu cau va 4p dung trén mot mau ddi khang riéng 1é. Do d6, phuong phap nay c6 thé linh hoat
hon dé phong thu trude cac loai tan cong vdi da dang mo hinh tan céng khac nhau.

2.2. Dé xuit phwong phdp logi bé nhiéu déi khéing sir dung mé hinh tgo sinh

Tong quat vé phuong phap dugc dé xuat, qua trinh loai bo nhidu ddi khang gom 2 giai doan:

= Giai doan 1. Chuén hoa hinh anh trude khi dua vao tai tao sir dung mang tao sinh.

* Giai doan 2. Sir dung mé hinh tao sinh dé loai bo nhiéu d6i khang, tai tao hinh anh.

Hinh 1 tryc quan héa quy trinh loai bé nhidu ddi khang thong qua 2 giai doan vira néu. C6 thé
tom tat thuat toan loai bo nhidu dbi khang nhu sau: cir mdi T budc nhay trong tong sé F vong lap,
ghi lai hinh anh duogc sinh bai khdi tao sinh G thu duoc n hinh anh; phan 16p n hinh anh thu duoc
va chon xac suit nhin dugce du doan 13 cao nhét, tir d6 chon ra duoc phan 16p anh chinh xac cua
anh nguyén ban khi chua c6 nhidu d6i khang.

hinh anh

. MSE Loss
A 4 ' :
) :
® KHOI : 5 hi
A CHUAN HOA [ 1] —> Hoc sau
HINH ANH : ’
x Phan lop

Anhiddl khang KHOI TAO SINH (G)

T e

GIAI DOAN 1

Anhn

GIAI DOAN 2 ' ANH TAI TAO

Hinh 1. M6 hinh tong qudt qud trinh loai bé nhiéu doi khding

Kién tric mo hinh tao sinh (duoc tac gia viét tat 1 G) thé hién nhu trong Hinh 2. Quan sat
Hinh 2, c6 thé thiy G gdm 3 thanh phan chinh nhu sau:

1) Encoder: ¢6 chirc nang trich chon nhitng dac trung bac cao cta anh trudc khi dua vao
Bottleneck dé luu gitt nhimg thong tin ¢6 gia tri duoc sir dung cho qua trinh tai tao anh.

2) Bottleneck: duoc tac gia thiét ké dua trén kién triic ResNet v6i cac két ndi tit gitip han ché
hién twong mét déu “gradient”, day 1a khong gian an luu trit nhitng dic trung bac cao do Encoder
trich chon truede khi dua vao tai tao anh & Decoder.

3) Decoder: chirc nang tai tao anh khi nhan nhitng thong tin tir Bottleneck, qua d6 anh dugc
sinh ra di duoc loc bo nhidu dbi khang, nhidu nay khéng c6 gia tri vé mat thong tin, dic trung
v6n ¢6 cia hinh anh nguyén ban.

Nghién ciru nay sir dung trinh t6i uu hoa Adam, v6i hé s6 hoc “learning rate = 0,001”. Tac gia
ciing str dung ham muc tiéu MSE Loss (Mean Square Error) (3) cho qua trinh huan luyén mé hinh.

N
1
MSE = = (i = 9 3
i=1

trong d0, y; 1a gia tri thyc té ciia mau th{r i, 9; 1a gia tri du doan ctia md hinh cho méu thir i, va
N Ia tong s6 mau trong tap dir li€u.
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adh

Hinh anh dau vao

3x32x32
32x8x8 32x8x8
v o Input: 32x8x8
Ciaii Input: 3x32x32 Fauding={ Output 32818 Input: 32x8x8
s : upsam
o Output: 8x32x32 Convad Input: 32x8x8 Output: 32x16x16
7 3x3.1,0 Output: 32x8x8 v
v
Input: 8x32x32 Input: 32x8x8 c 2d Input: 32x16x16
InstanceNorm2d InstanceNorm2d - - 3)2,,"‘; 1
Output: 8x32x32 % Output: 32x8x8 R Output: 16x16x16
Input: 32x8x8
v ReLU ik v
Input: 8x32x32 Output: 32x8x8 Input: 16x16x16
RelU \ InstanceNorm2d
Output: 8x32x32 6/: Output: 16x16x16
v ¢
h 4 Input: 32x8x8 Input: 16x16x16
7 Padding=1 RelU
Input: 8x32x32 3 "
Convad g % Output: 32x8x8 Output: 16x16x16
3x3,2,1 ’ .
Output: 16x16x16 Convad Input: 32x8x8 l
¢ 3x3,1,0 Output: 32x8x8
: v Input: 16x16x16
InstanceNorm2d s ol InstanceNorm2d HpUE 38 Upsample
Output: 16x32x32
Output: 16x16x16 OulpUE: J2x8x8 P
~ v
¢ Gty Input: 32x8x8
: Input: 16x32x32
Input: 16x16x16 Output: 32x8x8 Conv2d D
RelLU 3x3,1,1 ’ >
Output: 8x32x32
Output: 16x16x16 f \4 ¢ o
A4
Input: 32x8x8 Input: 8x32x32
4 Padding=1 - InstanceNorm2d
Input: 16x16x16 Output: 32x8x8 Output: 8x32x32
Convad v
33,21 Output: 32x8x8 Convad Input: 32x8x8 v
¢ 3X3'v1' 0 Output: 32x8x8 ol Input: 8x32x32
Input: 32x8x8 instanceNorm2d LUt 32x8x8 31,1 Output: 8x32x32
InstanceNorm2d Output: 32x8x8
Output: 32x8x8 L2 l
¢ RelU Input: 32x8x8
Output: 32x8x8 Convad Input: 8x32x32
Input: 32x8x8
i o Jany L Output: 3x32x32
Qutput: 32x8x8 o~ l
2
v Padding=1 St e Input: 3x32x32
—| Output: 32x8x8 Tanh
32x8x8 v Qutput: 3x32x32
Conva2d Input: 32x8x8
3x3.1,0 Output: 32x8x8 l
v
Input: 32x8x8
InstanceNorm2d - -
% Output: 32x8x8 m Hinh anh dau ra
Input: 32x8x8 3x32x32
RelLU
Output: 32x8x8
Encoder Bottleneck Decoder
Hinh 2. Kién tric mé hinh tgo sinh (G)
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3. Thuc nghiém va két qua
3.1. Phwong phap thuc nghiém

Nhom tac gia thuc nghiém trén Python3, dung PyTorch 2.3.1, CUDA 12.1, trén Google Colab
Notebook véi GPU T4 va 16 GB VRAM. B¢ dit liéu sit dung trong thuc nghiém 1a Hybrid
CIFAR-10 [17], gdom 158.498 anh mau co kich thudc 32x32 diém anh, chia thanh 10 phan 16p,
md phong theo tap dit liéu CIFAR-10 [27] v6i 72.249 anh gdc va 72.249 anh dbi khang. Hybrid
CIFAR-10 dugc tao theo phwong phap GAN do Trung va cong sy d& xuét (xem trong [28]), gdm
2 bude chinh:

Budée 1. Cac tac gia sir dung phuong phép cia mé hinh GAN dé nham tao mit na nhiéu loan
danh Itra m6 hinh hoc may dé xéac dinh sai 16p cta hinh dnh dau vao.

Budéc 2. Két hop mat na nhidu loan véi hinh anh gbc bang cach sir dung hé sé nhiéu loan k €
[0,1; 1] v6i mdi lan ting k thém 0,1 don vi theo (4).

Xaqy = X + (k X A), (4)
trong d6, X44, 12 anh ddi nghich, x 1a dnh gbc va A 1a mit na nhiéu loan duoc tao ra boi mé hinh
dwa theo GAN dugc Trung va cong sur [28] dé xuét.

Phuong phép tiép can cta Trung va cong sy nham diéu chinh gia ting hé s6 nhiéu loan, cho
phép tac gia danh gia d6 khac nhau cua anh d6i nghich so voi anh gde (chi tiét cy thé vé mé hinh
va céc budc trong [28]). Mot s6 hinh anh ciia tap dir liu Hybrid CIFAR-10 hién thi trong Hinh 3.

Hinh 3. M4t s6 hinh anh vé tdp dir liéu Hybrid CIFAR-10 [24] dwoc biéu dién theo timg cdp trdi - phai
twong vng anh thit - anh doi khang véi cuwong dg nhiéu doi khang ting dan ti trén xuong duwdi

Chung t6i danh gia phuong phap dé xuat thong qua sir dung 5 mé hinh hoc sau hién dai phé bién
nhu ResNet-56, MobileNetV2, VGG19_bn, ShuffleNetV2, va RepVGG a2. Cac mo hinh nay dat
hiéu qua cao trén tap dir liéu CIFAR-10 (da dugc huan luyén, kiém tra va cong bd trén nén tang
Pytorch). Nam moé hinh hoc sau dwoc sir dung dé phéan 16p cac hinh anh sau khi thir nghiém thuat
toan, sau d6 tién hanh danh gia va thong ké két qua. Thir nghiém vai cac gia tri T khac nhau, chung
toi chon T = 20, thu dugc n = 250 hinh anh sau F = 5000 vong 1ap cho két qua tai tao tt nhat.

3.2. Két qud thuc nghiém va thdo lugn

Anh dbi khang dugc chon ngu nhién tir tap dir liéu Hybrid CIFAR-10 (s6 lwong 500 anh) danh
lira thanh cong trén 5 md hinh hoc siu da trinh bay. Hinh anh déi khang dugce chon chia déu cho 10
phan 16p, voi cac do nhiéu khac nhau. Két ‘qua tr Bang 1 cho thiy, phuong phap dé xuat hiéu qua
trong viéc loai bo nhidu dbi khang bang khéi G dugc xay dung dua trén kién tric Encoder-Decoder,
gitp loai bo théng tin khong quan trong ma ké tin cong thém vao khi tao anh ddi khang.

Tuy nhién, két qua thuc nghiém con han ché do mot sb anh thudc phan 16p Car, Bird, Cat van
khoé loai bo nhidu, vi mang dic trung chua rd rang. Dic biét thong qua két qua thuc nghiém ciing
cho thay MobileNetV2 du 1a mé hinh nhe va hiéu qua danh cho thiét bi di dong va nhiing, nhung
gip kho khan khi xtr 1y cac tic vu phirc tap nhu phan loai anh chi tiét hodc can thong tin ngir
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canh. Diéu nay xuat phat tir thiét ké t6i uu hoa nhe véi cac khoi trong thiét ké gitip giam tham sd
va phép tinh nhung han ché kha ning biéu dién. Do d6 dan dén két qua ciia MobileNetV2 trong
Bang 1 thép hon so v&i 4 mo6 hinh hoc sau con lai.

Nghién ctru niy chi danh gia ti 1¢ chinh xac ctia mo hinh trén dit liéu da loai bo nhidu dbi khang
(theo Bang 1) ma chua xem xét cac chi s6 khac. Thyc té, viéc xac dinh hinh anh nguyén ban x cua
anh dbi khang x4, dé so sanh, do luong va danh gia do trung thuc ctia anh dbi khang sau khi loai
b6 nhiu van con nhiéu kho khian. Ngoai ra, cac thir nghiém mai chi thyc hién trén hinh anh kich
thude nho (32x32 diém anh) va chua thyc nghiém trén nhiéu tap dit li€u khac nhau nén chua danh
gia dugc toan dién, phin nao han ché tinh img dung thuc tién cta phuong phap dé xuét.

Bang 1. Ti [é chinh xdc (%) phdn 16p hinh anh sau khi khir nhiéu bang mé hinh tao sinh G

M6 hinh hgc sau dung trong phén 16p hinh anh
MobileNetV2 VGG19 bn ShuffleNetV2 RepVGG_a2

STT Phéanlép S6 lugng ResNEL56

1 Airplane 10 90 100 100 90 100
2 Car 10 0 0 0 0 0
3 Bird 10 0 0 0 0 0
4 Cat 10 80 0 80 80 90
5 Deer 10 100 100 90 100 100
6 Dog 10 100 100 100 100 80
7 Frog 10 100 100 100 100 90
8 Horse 10 100 100 100 100 90
9 Ship 10 100 100 100 100 90
10 Truck 10 100 100 100 100 80
Trung binh 100 77 70 77 77 72

So voi cac nghién ciru trude [24] — [26], phuong phap dé xuit giam thiéu nang luc tinh toan
bang cach khoi phuc truc tiép trén timg anh riéng 1€, va dat hiéu qua cao hon khi phuong phap
HGD [24] giam ty 18 sai sot do tan cong di khang xudng 10-20% so véi khong sir dung phong thu.
Trén CIFAR-10, PixelDefend [25] giam sai sot khoang 10% véi cac tan cong nhu FGSM va BIM,
trong khi mo hinh khéng phong thu c6 sai sot gan 50%. Sau khi 4p dung Defense-GAN [26], do
chinh x4c phuc hdi 1én 70-80%, cho thiy kha ning bao vé tot. Khi khong c6 phong thu, cac md
hinh nhu ResNet hodc VGG bi giam do chinh xac dudi 20-30% véi cac tan cong FGSM hodc PGD.

4. Két luan

Trong bai bao nay, nhém tac gia da khao sat 1y thuyét vé tin cong va phong thu dbi khang,
ddng thoi chi ra han ché cua cac phuong phap phong thu hién tai. Nhom dé xuit mot phuong
phap khéi phuc hinh anh dau vao bang cach loai bé nhidu ddi khang thong qua bo sinh dir liéu,
hoc cac ddc trung tir chinh hinh anh. Két qua cho thiy anh sau khi khoi phuc van giit duge hau
hét cac dic trung co ban, gitp cac mo hinh hoc sdu nhan dang chinh xac phan 16p cia anh gbc.

Trong tuong lai, nhom tac gia s€ thur nghiém phuong phép trén cac tap dir liéu véi kich thude
hinh anh 16n hon khong chi dimg ¢ 32x32 diém anh va s6 lugng hinh anh nhiéu hon. Huéng phat
trién tiép theo 1a tich hop thuat toan vao budce tién xu 1y ctia m6 hinh hoc sau dé cai thién hiéu
qué xr ly anh d6i khang, tir d6 nng cao d¢ chinh x4c va tinh an toan cho mé hinh hoc may.
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