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Abstract

This paper presents two secure two-way relaying schemes between two clusters of
nodes: i) 3-phase two-way relaying using Digital Network Coding; ii) conventional 4-phase
two-way relaying. In the proposed schemes, one node selected from each cluster will use
Fountain codes to encode the original data, and then send encoded packets to nodes in
the remaining cluster, with the help of a common relay node. Explicit mathematical
expressions are derived to evaluate the outage probability (system outage probability) and
intercept probability (system intercept probability) of the proposed schemes over
the Rayleigh fading channel. Our results show a reliability-security trade-off as well as
the impact of system parameters on the network performances.

Index terms

Two-way relaying networks; digital network coding; physical-layer security; Fountain
codes; outage probability; intercept probability.

1. Introduction

Two-way relaying network (TWRN) [1] is one of efficient solutions in wireless
communication networks, where two source nodes wish to exchange their data with
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each other with the assistance of intermediate relay nodes. Conventionally, exchanging
data between two sources is performed in four phases, in which one source sends its
data to the remaining one in each two phases. Consequently, the achievable transmission
rate is 2 packets/4 phases [1]. To enhance the data rate, new Two-way relaying (TWR)
models that reduce the number of transmission phases are proposed. In [1]–[3], Digital
Network Coding (DNC) technique is employed at the relay node to reduce 1 phase,
thereby achieving a transmission rate of 2 packets/3 phases. The work [4] proposes a
combination of Successive Interference Cancellation and DNC technique at the relay
node to achieve a transmission rate of 2 packets/2 phases. TWRN schemes proposed
in [5], [6] reach a transmission rate of 2 packets/1 phase provided that source nodes
and relay nodes are equipped with multiple antennas and operate in full-duplex mode.
Since interference cancellation operation at the nodes [5], [6] are very complex, this
paper only studies the DNC-aided 3-phase and 4-phase TWR schemes.

Physical-Layer Security (PLS) [7], [8] is a simple and potential security technique.
In [9], the PLS with Randomize and Forward (RF) technique is proposed to reduce
the overhearing possibility of the eavesdropper. This technique is widely employed in
the PLS relaying networks [10], [11], in which the trade-off between the reliability
(OP: Outage Probability) and security (IP: Intercept Probability) is investigated. In
[12], [13], the PLS schemes using Artificial Noise Generating (ANG) are proposed
and analyzed. However, implementing ANG is complex due to high synchronization
requirements among nodes. Recently, the combination of the TWR and PLS schemes
has been introduced in [14]–[16]. In [14], the authors evaluate the secure outage
probability performance of the TWRPLS schemes using ANG. In [15], [16], the
TWRPLS schemes employing Intelligent Reflecting Surface have been studied.
Unlike [14]–[16], this paper studies TWRPLS scheme using Fountain Codes (FCs).

FCs [17] is widely applied in wireless networks due to its high adaptability to channel
variations, simplicity in design, and ability to prevent re-transmission of a single packet
from transmitters to receivers when transmission errors occur. The FCs transmitter
generates encoded packets continuously, then transmit them to the receivers, which
attempt to gather sufficient packets for data recovery [10], regardless of the specific
packets received. As a result, it avoids feedback from the receivers to the transmitter for
the retransmission. As proven in [18], using FCs significantly reduces delay time, as
compared with the conventional transmission method, especially in broadcast networks.
Recently, combination between FCs and PLS has been gained much attention. In the
PLS schemes using FCs [19], [20], it is proved that the data transmission is reliable
and secure when the legitimate receivers collect sufficient packets and the eavesdroppers
cannot. Published work [21] studies the trade-off between OP and IP for multicast PLS
schemes. In [22], the OP− IP trade-off for hybrid satellite-terrestrial relaying networks
using FCs is investigated.

This paper studies the secure 4-phase and DNC-aided 3-phase TWR schemes between
two clusters of nodes using FCs. Main contributions of this paper are:

• Propose two new TWR schemes to enhance the performance with low
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implementation complexity, reduced delay, high reliability, and ensuring
information security.

• Derive exact closed-form expressions of OP, IP, SOP (System OP), and SIP
(System IP) of the proposed schemes over Rayleigh fading channels. The derived
expressions are verified by Monte-Carlo simulations. It is worth noting that the
derived expressions can be effectively utilized for system design and optimization.

• Derive approximate expressions of OP in the high SNR (Signal-to-Noise Ratio)
regions. These approximate expressions prove that all the considered schemes obtain
the same OP slope.

The rest of this paper is provided as follows: the system model of the proposed
schemes is presented in Section 2; Section 3 analyzes OP, IP, SOP, and SIP
performance; Section 4 provides the simulation and theoretical results; Section 5
concludes this paper and proposes future development directions.

2. System model
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Fig. 1. Proposed secure TWR scheme.

Fig. 1 depicts the secure TWRN scheme between two clusters of nodes. Assume that
the first cluster has M nodes, denoted by S1,1, S1,2..., S1,M , and the second one has N
nodes, denoted by S2,1, S2,2..., S2,N , where M ≥ 2, N ≥ 2. In each cluster, a cluster node
is randomly selected to send its data to the nodes in the remaining cluster. The selected
nodes in the first and second clusters are denoted by S1 and S2, respectively. Data
from S1 and S2 are denoted as m1 and m2, respectively. It is assumed that two clusters
cannot directly communicate, and hence S1 and S2 have to exchange their data via the
assistance of a common relay R. In Fig. 1, an eavesdropper (E) illegally listens and
decodes the m1 and m2 data. Assume that the nodes S1,k, S2,n, R, and E are equipped
with one transmit antenna and one receive antenna, and operate in a half-duplex mode,
where k = 1, 2, ...,M , n = 1, 2, ..., N .
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Using FCs, S1 (S2) encodes m1 (m2) to create encoded packets (or Fountain packets)
that are denoted by p1 (p2). m1 and m2 will exchange their Fountain packets with each
other via R. To correctly reconstruct m1 (m2),S1,k, S2,n, and E must receive at least Hmin

packets p1 (p2) [10]. Additionally, due to a delay constraint, the maximum number of
exchanging the encoded packets is limited by Nmax, where Nmax ≥ Hmin. It is noted
that E can receive p1 (p2) from both R and S1 (S2). To reduce overhearing possibility
of E, the RF technique [9]–[11] is hence employed by S1 (S2) and R.

This paper studies two TWR schemes, i.e., 3-phase TWR using DNC (named
TWR− 3P) and conventional 4-phase TWR (named TWR− 4P). In the TWR− 4P
scheme, S1 sends p1 to R in the first phase. Next, R decodes p1, re-encodes, and
sends p1 to the nodes in the second cluster in the second phase. Similarly, p2 is sent
from S2 to R, afterwards R decodes and forwards p2 to the first cluster in the third
and fourth phases, respectively. In the TWR− 3P scheme, S1 and S2 send p1 and p2
to R in the first phase and the second phase, respectively. If R decodes both p1 and p2
successfully, it performs the R operation on p1 and p2, i.e., p⊕ = p1 ⊕ p2. Then, it
broadcasts p⊕ to two clusters in the third phase. Considering the node S1,k

(S1,k ̸= S1), when S1 sends p1 to R, S1,k can also receive p1. Assume that S1,k always
decodes p1 successfully from S1 due to the short distance between them. If S1,k can
decode p⊕ from R correctly, it can obtain p2 by performing the XOR operation on p1
and p⊕, i.e., p⊕ ⊕ p1 = p2. Similarly, if S2,n decodes p⊕ correctly, it can correctly
obtain p1 by performing the XOR operation on p2 and p⊕.

Let us consider the case where R only decodes p1(or p2) successfully. In this case,
it only sends p1(or p2) to the second cluster (or the first cluster) in the third phase. If
neither p1 nor p2 is decoded correctly, R will do nothing in the third phase.

Considering the node E in the TWR− 3P scheme; if E can decode both p1 and p2
correctly in the first and second phases, respectively, it does not need to decode p⊕
any more. On the other hand, if E can decode p1 successfully, but cannot decode p2
successfully, it tries to decode p⊕ from R. Afterwards, E can obtain p2 by performing
the operation on p⊕ and p1. Similarly, if E can decode p2 but cannot decode p1, it can
obtain p1 if the decoding of p⊕ is successful.

Let gTxRx denote channel gain between Tx and Rx, CDF (Cumulative Distribution
Function) and PDF (Probability Density Function) of gTxRx is given, respectively as

FgTxRx
(x) = 1− exp (−λTxRxx) ,

fgTxRx
(x) = λTxRx exp (−λTxRxx) , (1)

where FX (x) and fX (x) are CDF and PDF of random variable X , λTxRx = (dTxRx)
β

[10], where dTxRx is distance between Tx and Rx, and β (2 ≤ β ≤ 6) is the path-loss
factor. It is assumed that the nodes in one cluster are close together, hence dS1,kR = dS1R
(or λS1,kR = λS1R), dS2,nR = dS2R (or λS2,nR = λS2R), dS1,kE = dS1E (or λS1,kE = λS1E),
and dS2,nE = dS2E (or λS2,nE = λS2E) for ∀k, n.

Next, the instantaneous SNR of the Tx → Rx link is written as
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γTxRx =
PTxgTxRx

σ2
Rx

, (2)

where PTx, and σ2
Rx are the transmit power of Tx and the variance of Gaussian noise

at Rx. Assume that S1, S2, and R are the same types (e.g., sensor nodes). Hence their
transmit power is assumed to be the same (PS1 = PS2 = PR = P ).
It is also assumed that the variance of Gaussian noise is identical (σ2

RX = σ2
0) for

∀Rx ∈ {S1,k, S1, S2,n, S2,R,E}.

Then, the instantaneous channel capacity of the Tx → Rx link in the TWR− 3P
scheme and the TWR− 4P scheme can be formulated, respectively as

CTWR−3P
TxRx =

1

3
log2 (1 + γTxRx) =

1

3
log2 (1 + ∆gTxRx) , (3)

CTWR−4P
TxRx =

1

4
log2 (1 + γTxRx) =

1

4
log2 (1 + ∆gTxRx) , (4)

where ∆ = P/σ2
0; the factor 1/3 and 1/4 indicate that the packet exchange in

TWR− 3P and TWR− 4P is performed over 3 phases and 4 phases, respectively.

Assume that pj (j = 1, 2) can be correctly decoded by Rx if CZ
TxRx ≥ Cth, where

Z ∈ {TWR− 3P,TWR− 4P} and Cth is a predetermined target rate.

3. Performance analysis

This section derives exact closed-form expressions of OP(SOP) and IP(SIP) for two
proposed schemes. Particularly, OP of the first cluster (the second cluster) is defined as
the probability that all the nodes of the first cluster (the second cluster) cannot collect
at least Hmin Fountain packets to recover the desired data. Next, IP with respect to the
data mj (j = 1, 2), is defined as the probability that E can receive correctly at least
Hmin packets pj . For the system performance, SOP is the probability that at least one
of two clusters is outage while SIP is the probability that at least one of two data m1

or m2 is intercepted.

3.1. Performance analysis for TWR-4P

3.1.1. OP and SOP: First, let us consider OP of the second cluster (denoted by
OPTWR−4P

2 ). Let L2,n denote the number of encoded packets p1 decoded correctly by
S2,n. Then, the second cluster is outage if L2,n < Hmin for ∀n. U1 is denoted as the
number of encoded packets p1 decoded correctly by R after the data exchange ends. As
a result, Nmax −U1 is the number of encoded packets p1 decoded unsuccessfully by R,
(or Nmax − U1 is the number of encoded packets p1 decoded unsuccessfully by R).

Case 1: 0 ≤ U1 < Hmin

Because U1 < Hmin, this means that there are no nodes in the second cluster can
receive enough Hmin packets p1, and hence the second cluster is outage. Using (1)-(4),
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the OP of the second cluster in this case can be written as

OPTWR−4P
2,TH1 =

Hmin−1∑
U1=0

CU1
Nmax

[
Pr

(
CTWR−4P

S1R
≥ Cth

)]U1
[
Pr

(
CTWR−4P

S1R
< Cth

)]Nmax−U1

=

Hmin−1∑
U1=0

CU1
Nmax

exp (−U1λS1Rρth1)[1− exp (−λS1Rρth1)]
Nmax−U1 . (5)

where CU1
Nmax

= Nmax!
U1!(Nmax−U1)!

, ρth1 =
(
24Cth − 1

)/
∆.

Case 2: Hmin ≤ U1 ≤ Nmax

In this case, OP of the second cluster can be formulated as

OPTWR−4P
2,TH2 =

Nmax∑
U1=Hmin

CU1
Nmax

[
Pr

(
CTWR−4P

S1R
≥ Cth

)]U1
[
Pr

(
CTWR−4P

S1R
< Cth

)]Nmax−U1

×
N∏

n=1

Pr (L2,n < Hmin|U1) , (6)

where Pr (L2,n < Hmin|U1) is probability that S2,n cannot collect enough encoded
packets p1, and this probability can be formulated as

Pr (L2,n < Hmin|U1) =
Hmin−1∑
L2,n=0

C
L2,n

U1

[
Pr

(
CTWR−4P

RS2,n
≥ Cth

)]L2,n
[
Pr

(
CTWR−4P

RS2,n
< Cth

)]U1−L2,n

. (7)

Similar to (5), using (1)-(4), OPTWR−4P
2,TH2 can be given as

OPTWR−4P
2,TH2 =

Nmax∑
U1=Hmin

CU1
Nmax

exp (−U1λS1Rρth1)[1− exp (−λS1Rρth1)]
Nmax−U1

×


Hmin−1∑
L2,n=0

C
L2,n

U1
exp (−L2,nλRS2ρth1) [1− exp (−λRS2ρth1)]

U1−L2,n


N

. (8)

Combining (5) and (8), OPTWR−4P
2 of the second cluster is presented as

OPTWR−4P
2 = OPTWR−4P

2,TH1 +OPTWR−4P
2,TH2

=

Hmin−1∑
U1=0

CU1
Nmax

exp (−U1λS1Rρth1)[1− exp (−λS1Rρth1)]
Nmax−U1
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+
Nmax∑

U1=Hmin

CU1
Nmax

exp (−U1λS1Rρth1)[1− exp (−λS1Rρth1)]
Nmax−U1

×


Hmin−1∑
L2,n=0

C
L2,n

U1
exp (−L2,nλS2Rρth1) [1− exp (−λS2Rρth1)]

U1−L2,n


N

. (9)

With the same derivation method, OP of the first cluster (denoted by OPTWR−4P
1 ) can

be computed as

OPTWR−4P
1 =

Hmin−1∑
U2=0

CU2
Nmax

exp (−U2λS2Rρth1)[1− exp (−λS2Rρth1)]
Nmax−U2

+
Nmax∑

U2=Hmin

CU2
Nmax

exp (−U2λS2Rρth1)[1− exp (−λS2Rρth1)]
Nmax−U2

×


Hmin−1∑
L1,k=0

C
L1,k

U2
exp (−L1,kλRS1ρth1) [1− exp (−λRS1ρth1)]

U2−L1,k


M

. (10)

However, expressions of OPTWR−4P
1 and OPTWR−4P

2 in (9) and (10) are still complex.
This motivates us to find the approximate ones at the high SNR, i.e., ∆ → +∞. At
first, using 1− exp (−x)

x→0
≈ x, the OPTWR−4P

2 in (9) can be approximated as

OPTWR−4P
2

∆→+∞
≈ CHmin−1

Nmax
(λS1Rρth1)

Nmax+1−Hmin . (11)

Expression (11) also shows that the slope of OPTWR−4P
2 equals to Nmax +1−Hmin:

DTWR−4P
2 = − lim

∆→+∞

log
(
OPTWR−4P

2

)
log (∆)

= Nmax + 1−Hmin. (12)

Similarly, the approximate OPTWR−4P
1 and the slope of OPTWR−4P

1 can be expressed,
respectively as

OPTWR−4P
1

∆→+∞
≈ CHmin−1

Nmax
(λS2Rρth1)

Nmax+1−Hmin ,DTWR−4P
1 = Nmax + 1−Hmin. (13)

The (12) and (13) show that the slopes of OPTWR−4P
1 and OPTWR−4P

2 are the same,
and they do not depend on the number of cluster nodes.

Next, SOP of the TWR− 4P scheme can be computed as

SOPTWR−4P = 1−
(
1−OPTWR−4P

1

) (
1−OPTWR−4P

2

)
. (14)

The closed-form expression of SOPTWR−4P is obtained by substituting (9)-(10) into (14).
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3.1.2. IP and SIP: Firstly, considering the decoding of p1 at E in the TWR− 4P
scheme. It is worth noting that E can decode p1 directly from S1 or indirectly from R.
Therefore, the probability of the successful decoding of p1 at E can be formulated as

χp1 = Pr
(
CTWR−4P

S1E
< Cth

)
Pr

(
CTWR−4P

S1R
≥ Cth

)
Pr

(
CTWR−4P

RE ≥ Cth

)
+Pr

(
CTWR−4P

S1E
≥ Cth

)
= exp (−λS1Eρth1) + (1− exp (−λS1Eρth1)) exp (− (λS1R + λRE) ρth1) .

(15)

Then, IP, with respect to m1, is written as

IPTWR−4P
1 =

Nmax∑
LE,1=Hmin

C
LE,1

Nmax
(χp1)

LE,1(1− χp1)
Nmax−LE,1 . (16)

where LE,1 is the number of p1 that E receives correctly, and m1 is intercepted because
LE,1 ≥ Hmin.

Similarly, IP, with respect to m2, in the TWR− 4P scheme is calculated as

IPTWR−4P
2 =

Nmax∑
LE,2=Hmin

C
LE,2

Nmax
(χp2)

LE,2(1− χp2)
Nmax−LE,2 , (17)

where χp2 is the probability of the successful decoding of p2 at E, and it is given as

χp2 = exp (−λS2Eρth1) + (1− exp (−λS2Eρth1)) exp (− (λS2R + λRE) ρth1) . (18)

Finally, the system intercept probability SIP in TWR− 4P is given as

SIPTWR−4P = 1−
(
1− IPTWR−4P

1

) (
1− IPTWR−4P

2

)
. (19)

3.2. Performance analysis for TWR-3P

3.2.1. OP and SOP: Let V1 denote as the number of p1 decoded correctly by R,
and K2,n as the number of p1 decoded correctly by S2,n. Similar to the derivation
of OPTWR−4P

2 , OP of the second cluster in TWR− 3P is calculated in two cases:
i) 0 ≤ V1 < Hmin (denoted by OPTWR−3P

2,TH1 ); ii) Hmin ≤ V1 ≤ Nmax (denoted by

OPTWR−3P
2,TH2 ). Indeed, OPTWR−3P

2 can be written as follows

OPTWR−3P
2 = OPTWR−3P

2,TH1 +OPTWR−3P
2,TH2

=
Hmin−1∑
V1=0

CV1
Nmax

exp (−V1λS1Rρth2) [1− exp (−λS1Rρth2)]
Nmax−V1

+
Nmax∑

V1=Hmin

CV1
Nmax

exp (−V1λS1Rρth2) [1− exp (−λS1Rρth2)]
Nmax−V1

×

{
Hmin−1∑
K2,n=0

C
K2,n

V1
exp (−K2,nλRS2ρth2) [1− exp (−λRS2ρth2)]

V1−K2,n

}N

.

(20)

where ρth2 =
23Cth−1

∆
.
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With the same manner, OP of the first cluster is calculated as

OPTWR−3P
1 =

Hmin−1∑
V2=0

CV2
Nmax

exp (−V2λS2Rρth2) [1− exp (−λS2Rρth2)]
Nmax−V2

+
Nmax∑

V2=Hmin

CV2
Nmax

exp (−V2λS2Rρth2) [1− exp (−λS2Rρth2)]
Nmax−V2

×

{
Hmin−1∑
K1,k=0

C
K1,k

V2
exp (−K1,kλRS1ρth2) [1− exp (−λRS1ρth2)]

V2−K1,k

}M

.

(21)

Moreover, the approximate expressions of OPTWR−3P
1 and OPTWR−3P

2 at the high can
be computed, respectively as

OPTWR−3P
1

∆→+∞
≈ CHmin−1

Nmax
(λS2Rρth2)

Nmax+1−Hmin ,

OPTWR−3P
2

∆→+∞
≈ CHmin−1

Nmax
(λS1Rρth2)

Nmax+1−Hmin .
(22)

Hence, OPTWR−3P
1 and OPTWR−3P

2 have the same slope, i.e.,

DTWR−3P
1 = DTWR−3P

2 = Nmax + 1−Hmin. (23)

The (12), (13), and (23) show that the slopes of OPTWR−4P
1 , OPTWR−4P

2 , OPTWR−3P
1 ,

and OPTWR−3P
2 are the same, and equal Nmax + 1−Hmin.

Next, SOP of the TWR− 3P scheme is given as

SOPTWR−3P = 1−
(
1−OPTWR−3P

1

) (
1−OPTWR−3P

2

)
. (24)

Substituting (20)-(21) into (24) obtains an exact expression of SOPTWR−3P.

3.2.2. IP and SIP: At first, calculating probability of the successful decoding of p1
at E in the TWR− 3P scheme exactly as follows

θp1 = Pr
(
CTWR−3P

S1E
< Cth

)
Pr

(
CTWR−3P

S1R
≥ Cth

)
Pr

(
CTWR−3P

RE ≥ Cth

)
+Pr

(
CTWR−3P

S1E
≥ Cth

)
= exp (−λS1Eρth2) + (1− exp (−λS1Eρth2)) exp (− (λS1R + λRE) ρth2) .

(25)

Next, IP, with respect to the data m1, in TWR− 3P is written as

IPTWR−3P
1 =

Nmax∑
LE,1=Hmin

C
LE,1

Nmax
(θp1)

LE,1(1− θp1)
Nmax−LE,1 . (26)

Similarly, IP, with respect to the data m2, is expressed as

IPTWR−3P
2 =

Nmax∑
LE,2=Hmin

C
LE,2

Nmax
(θp2)

LE,2(1− θp2)
Nmax−LE,2 . (27)

where θp2 = exp (−λS2Eρth2) + (1− exp (−λS2Eρth2)) exp (− (λS2R + λRE) ρth2) .
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For SIP in the TWR− 3P scheme, SIPTWR−3P can be written

SIPTWR−3P = 1−
(
1− IPTWR−3P

1

) (
1− IPTWR−3P

2

)
. (28)

Substituting (26)-(27) into (28) obtains an exact closed-form formula of SIPTWR−3P.

4. Simulation results

This section provides Monte Carlo simulations to validate the correctness of the
expressions given in Section 3. In the 2D coordinate Oxy, the nodes of the first cluster,
the nodes of the second cluster, R, and E are placed in the positions (0, 0), (xR, 0), and
(0.5, 0.75) respectively, where (0 < xR < 1). Additionally, the other system parameters
are also fixed in all the simulations such as β = 3, σ2

0 = 1, Cth = 1, and Hmin = 5.

Fig. 2a and Fig. 2b show OP and IP of two proposed schemes as a function of ∆(dB)
when M = 3, N = 5, xR = 0.4, and Nmax = 6. Firstly, it is clear that the simulation
results (MP) match well with the exactly analytical ones (LT− CS). In Fig. 2a, the
MP and LT− CS result converge to the asymptoticly theoretical ones (LT− TC) at
high ∆ while the OPTWR−4P

1 ,OPTWR−4P
2 ,OPTWR−3P

1 and OPTWR−3P
2 have the same

slope as proved in Section 3. Next, as seen in Fig. 2a and Fig. 2b, when ∆ increases,
the value of OP decreases, but that of IP increases. Furthermore, OP performance of
TWR− 4P is worse than that of TWR− 3P, but IP with respect to the data m1(m2) of
TWR− 4P is lower than that of TWR− 3P. Therefore, these results show a trade-off
between OP and IP.
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Fig. 2. OP and IP as functions of ∆(dB) when M = 3, N = 5, xR = 0.4, and Nmax = 6.

Fig. 3a and Fig. 3b investigate the impact of Nmax on the OP and IP performance
of two proposed schemes when M = 7, N = 5, xR = 0.6, and ∆ = 6 (dB). Again,
the MP results validate the LT− CS ones. Next, OP(IP) in the TWR− 3P scheme
is significantly lower (higher) than OP(IP) in the TWR− 4P scheme. Furthermore,
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Fig. 3. OP and IP as functions of Nmax when M = 7, N = 5, xR = 0.6, and ∆ = 6 (dB).

when Nmax increases, OP(IP) in two schemes decreases (increases) because the nodes
have more opportunity to sufficiently receive Hmin encoded packets. Hence, Fig. 3a and
Fig. 3b show the OP-IP trade-off, with respect to Nmax.
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Fig. 4. OP and IP as functions of xR when ∆ = 6(dB), M = 5, N = 5, and Nmax = 10.

Fig. 4a and Fig. 4b present OP and IP of the proposed schemes as a function of
xR when M = 5, N = 5, Nmax = 10, and ∆ = 6 (dB). Obviously, both the OP and
IP performance are effected significantly by the positions of R. As can be seen from
Fig. 4a, if R is located near the first cluster or the second cluster, the OP values are very
high. Moreover, OP achieves the lowest value at xR = 0.55 or xR = 0.45 in TWR− 4P,
and at xR = 0.6 or xR = 0.4 in TWR− 3P. Especially, when xR = 0.5, OP of two
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proposed schemes are the same. In Fig. 4b, IP in TWR− 3P and TWR− 4P change
with different values of xR. Indeed, if R is near E, the overhearing possibility of E
increases, and vice versa. It is also seen from Fig. 4b that IP in both the schemes are
the same value as xR = 0.5.
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Fig. 5. SOP and SIP as a function of xR when M = 5, N = 5, ∆ = 6 (dB), and Nmax = 10.

Fig. 5 investigates the impact of xR on SOP and SIP of the proposed scheme when
M = 5, N = 5, ∆ = 6 (dB), and Nmax = 10. We can observe that SOP of TWR− 3P
is lower than that of TWR− 4P, but SIP in TWR− 3P is higher. Fig. 5 also presents
that the SOP performance of TWR− 3P and TWR− 4P is best as xR = 0.5. For
SIP, the proposed schemes obtain better SIP performance as R locates near one of two
clusters. It is also seen from Fig. 5 that there exists the SOP-SIP trade-off, with respect
to the position of the relay R.

Fig. 6 presents the SOP-SIP trade-off by presenting SIP as a function of SOP. In
this figure, the parameters are set as follows: M = 5, N = 5, and Nmax = 10. As seen
from Fig. 6, to obtain better SOP performance, the proposed schemes receive worse
SIP performance. Moreover, with the same SOP values, it is seen that the SIP values of
the TWR− 3P and TWR− 4P schemes are almost same. This means that TWR− 3P
and TWR− 4P have the same SOP-SIP trade-off performance. It is also observed that,
as xR increases from 0.35 to 0.5, the SOP-SIP trade-off performance of the proposed
schemes is better. Therefore, the Fig. 5 and Fig. 6 show that with respect to the SOP
and SOP-SIP trade-off performance, xR = 0.5 is the optimal position of R.
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Fig. 7 presents SIP as a function of SOP-SIP with the different values of Nmax

when M = 4, N = 6, and xR = 0.5. Similar to Fig. 6, there exists a trade-off between
SOP and SIP, and SIP in two proposed schemes is the same at the same SOP value.
As seen from Fig. 7, the SOP-SIP trade-off performance is better as increasing Nmax.
However, it is worth noting that increasing Nmax also increases delay time and energy
consumption. Therefore, the value of Nmax needs to be designed carefully.

5. Conclusions

This paper proposed two TWR-PLS schemes between two clusters of nodes using
FCs, and evaluated the OP(SOP) and IP(SIP) performance of the proposed schemes
through analysis and computer simulations. In addition, the approximate expressions
of OP at high SNR regions were provided, and it was demonstrated that OP of the
clusters in both the proposed schemes have the same slope. The results presented a
trade-off between reliability (OP and SOP) and security (IP and SIP), according to
the transmission power of the nodes, the maximum number of transmissions, and the
position of the relay node. In the case of a symmetric network, the relay node located
in the middle of the two clusters will achieve the optimal SOP and SOP-SIP trade-off
performance. The paper also showed that the two proposed schemes have the same SOP-
SIP trade-off performance, and this trade-off is significantly affected by the position of
the relay and the maximum number of transmission times.

In the future, our proposed schemes will be extended to multi-antenna nodes utilizing
emerging technologies such as radio-frequency energy harvesting and cognitive radio.
Furthermore, we will analyze the performance of the proposed schemes over generalized
fading channels, such as Rician and Nakagami-m.
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PHÂN TÍCH SỰ ĐÁNH ĐỔI HIỆU NĂNG
XÁC SUẤT DỪNG VÀ XÁC SUẤT CHẶN CHO

CÁC MÔ HÌNH CHUYỂN TIẾP HAI CHIỀU BẢO MẬT
GIỮA HAI CỤM NÚT SỬ DỤNG MÃ FOUNTAIN

Nguyễn Thị Hậu, Phạm Minh Nam, Trần Trung Duy, Từ Lâm Thanh, Hồ Văn Khương

Tóm tắt

Bài báo này nghiên cứu hai mô hình mạng bảo mật chuyển tiếp hai chiều giữa hai cụm
nút: 1) chuyển tiếp hai chiều 3 pha sử dụng mã hóa mạng số (Digital Network Coding),
2) chuyển tiếp hai chiều 4 pha. Sử dụng mã Fountain, một nút được chọn trong mỗi cụm sẽ
mã hóa thông tin gốc và gửi các gói mã hóa đến các cụm còn lại với sự trợ giúp của một
nút chuyển tiếp trung gian. Bài báo đưa ra các biểu thức toán học để đánh giá xác suất dừng
(xác suất dừng hệ thống) và xác suất chặn (xác suất chặn hệ thống) đối với các dữ liệu được
gửi đi từ mỗi cụm. Tất cả các biểu thức đưa ra đều được kiểm chứng sự chính xác qua mô
phỏng Monte Carlo. Các kết quả đạt được cho thấy có sự đánh đổi giữa độ tin cậy dữ liệu
và sự bảo mật thông tin. Cuối cùng, sự tác động của các tham số hệ thống lên các hiệu năng
mạng được phân tích kỹ trong nghiên cứu này.

Từ khóa

Chuyển tiếp hai chiều; mã hóa mạng số; bảo mật lớp vật lý; mã Fountain; xác suất dừng;
xác suất chặn.
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