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Abstract

This paper presents two secure two-way relaying schemes between two clusters of
nodes: i) 3-phase two-way relaying using Digital Network Coding; ii) conventional 4-phase
two-way relaying. In the proposed schemes, one node selected from each cluster will use
Fountain codes to encode the original data, and then send encoded packets to nodes in
the remaining cluster, with the help of a common relay node. Explicit mathematical
expressions are derived to evaluate the outage probability (system outage probability) and
intercept probability (system intercept probability) of the proposed schemes over
the Rayleigh fading channel. Our results show a reliability-security trade-off as well as
the impact of system parameters on the network performances.

Index terms

Two-way relaying networks; digital network coding; physical-layer security; Fountain
codes; outage probability; intercept probability.

1. Introduction

Two-way relaying network (TWRN) [1] is one of efficient solutions in wireless
communication networks, where two source nodes wish to exchange their data with
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each other with the assistance of intermediate relay nodes. Conventionally, exchanging
data between two sources is performed in four phases, in which one source sends its
data to the remaining one in each two phases. Consequently, the achievable transmission
rate is 2 packets/4 phases [1]. To enhance the data rate, new Two-way relaying (TWR)
models that reduce the number of transmission phases are proposed. In [1]-[3], Digital
Network Coding (DNC) technique is employed at the relay node to reduce 1 phase,
thereby achieving a transmission rate of 2 packets/3 phases. The work [4] proposes a
combination of Successive Interference Cancellation and DNC technique at the relay
node to achieve a transmission rate of 2 packets/2 phases. TWRN schemes proposed
in [5], [6] reach a transmission rate of 2 packets/1 phase provided that source nodes
and relay nodes are equipped with multiple antennas and operate in full-duplex mode.
Since interference cancellation operation at the nodes [5], [6] are very complex, this
paper only studies the DNC-aided 3-phase and 4-phase TWR schemes.

Physical-Layer Security (PLS) [7], [8] is a simple and potential security technique.
In [9], the PLS with Randomize and Forward (RF) technique is proposed to reduce
the overhearing possibility of the eavesdropper. This technique is widely employed in
the PLS relaying networks [10], [11], in which the trade-off between the reliability
(OP: Outage Probability) and security (IP: Intercept Probability) is investigated. In
[12], [13], the PLS schemes using Artificial Noise Generating (ANG) are proposed
and analyzed. However, implementing ANG is complex due to high synchronization
requirements among nodes. Recently, the combination of the TWR and PLS schemes
has been introduced in [14]-[16]. In [14], the authors evaluate the secure outage
probability performance of the TWRPLS schemes using ANG. In [15], [16], the
TWRPLS schemes employing Intelligent Reflecting Surface have been studied.
Unlike [14]-[16], this paper studies TWRPLS scheme using Fountain Codes (FCs).

FCs [17] is widely applied in wireless networks due to its high adaptability to channel
variations, simplicity in design, and ability to prevent re-transmission of a single packet
from transmitters to receivers when transmission errors occur. The FCs transmitter
generates encoded packets continuously, then transmit them to the receivers, which
attempt to gather sufficient packets for data recovery [10], regardless of the specific
packets received. As a result, it avoids feedback from the receivers to the transmitter for
the retransmission. As proven in [18], using FCs significantly reduces delay time, as
compared with the conventional transmission method, especially in broadcast networks.
Recently, combination between FCs and PLS has been gained much attention. In the
PLS schemes using FCs [19], [20], it is proved that the data transmission is reliable
and secure when the legitimate receivers collect sufficient packets and the eavesdroppers
cannot. Published work [21] studies the trade-off between OP and IP for multicast PLS
schemes. In [22], the OP — IP trade-off for hybrid satellite-terrestrial relaying networks
using FCs is investigated.

This paper studies the secure 4-phase and DNC-aided 3-phase TWR schemes between
two clusters of nodes using FCs. Main contributions of this paper are:

o Propose two new TWR schemes to enhance the performance with low
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implementation complexity, reduced delay, high reliability, and ensuring
information security.

o Derive exact closed-form expressions of OP, IP, SOP (System OP), and SIP
(System IP) of the proposed schemes over Rayleigh fading channels. The derived
expressions are verified by Monte-Carlo simulations. It is worth noting that the
derived expressions can be effectively utilized for system design and optimization.

o Derive approximate expressions of OP in the high SNR (Signal-to-Noise Ratio)
regions. These approximate expressions prove that all the considered schemes obtain
the same OP slope.

The rest of this paper is provided as follows: the system model of the proposed
schemes is presented in Section 2; Section 3 analyzes OP, IP, SOP, and SIP
performance; Section 4 provides the simulation and theoretical results; Section 5
concludes this paper and proposes future development directions.

2. System model

emmmeccnccccnccna,
-
R N

Fig. 1. Proposed secure TWR scheme.

Fig. 1 depicts the secure TWRN scheme between two clusters of nodes. Assume that
the first cluster has M nodes, denoted by S; 1, S 2...,51 s, and the second one has N
nodes, denoted by Sy 1, S29..., 52 v, where M > 2, N > 2. In each cluster, a cluster node
is randomly selected to send its data to the nodes in the remaining cluster. The selected
nodes in the first and second clusters are denoted by S; and S,, respectively. Data
from S; and Sy are denoted as m; and my, respectively. It is assumed that two clusters
cannot directly communicate, and hence S; and Sy have to exchange their data via the
assistance of a common relay R. In Fig. 1, an eavesdropper (E) illegally listens and
decodes the m; and my data. Assume that the nodes S; i, S2.,,, R, and E are equipped
with one transmit antenna and one receive antenna, and operate in a half-duplex mode,
where £k =1,2,.... M, n=1,2,..., N.
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Using FCs, S; (S2) encodes my (ms) to create encoded packets (or Fountain packets)
that are denoted by p; (p2). my and ms will exchange their Fountain packets with each
other via R. To correctly reconstruct m; (ms),S1 k, S2.,, and E must receive at least H,;,
packets p; (po) [10]. Additionally, due to a delay constraint, the maximum number of
exchanging the encoded packets is limited by Np.., where Ny > Hpin. It is noted
that E can receive p; (p2) from both R and S; (S3). To reduce overhearing possibility
of E, the RF technique [9]-[11] is hence employed by S; (S2) and R.

This paper studies two TWR schemes, i.e., 3-phase TWR using DNC (named
TWR — 3P) and conventional 4-phase TWR (named TWR — 4P). In the TWR — 4P
scheme, S; sends p; to R in the first phase. Next, R decodes p;, re-encodes, and
sends p; to the nodes in the second cluster in the second phase. Similarly, ps is sent
from S, to R, afterwards R decodes and forwards py to the first cluster in the third
and fourth phases, respectively. In the TWR — 3P scheme, S; and S, send p; and p,
to R in the first phase and the second phase, respectively. If R decodes both p; and p,
successfully, it performs the R operation on p; and p,, i.e., py = p1 @ po. Then, it
broadcasts pg to two clusters in the third phase. Considering the node S
(S1 # S1), when Sy sends p; to R, Sy can also receive p;. Assume that S; ;, always
decodes p; successfully from S; due to the short distance between them. If S;; can
decode pg from R correctly, it can obtain p, by performing the XOR operation on p;
and pg, i.e., pgs ® p1 = po. Similarly, if Sy, decodes pg correctly, it can correctly
obtain p; by performing the XOR operation on py and pg.

Let us consider the case where R only decodes p;(or p2) successfully. In this case,
it only sends p;(or ps) to the second cluster (or the first cluster) in the third phase. If
neither p; nor p, is decoded correctly, R will do nothing in the third phase.

Considering the node E in the TWR — 3P scheme; if E can decode both p; and p,
correctly in the first and second phases, respectively, it does not need to decode pg,
any more. On the other hand, if EE can decode p; successfully, but cannot decode p-
successfully, it tries to decode pg from R. Afterwards, E can obtain p, by performing
the operation on pg and p;. Similarly, if E can decode p, but cannot decode p;, it can
obtain p; if the decoding of pg is successful.

Let grirx denote channel gain between Tx and Rx, CDF (Cumulative Distribution
Function) and PDF (Probability Density Function) of gryrx 1S given, respectively as
FngRx (x) = 1 - eXp (_)\TXRX'I:) 9
ngxRx (l’) = )\TXRX exXp (_)\TXRX*T) 5 (1)
where Fx (z) and fx (z) are CDF and PDF of random variable X, Arygry = (dTXRX)B
[10], where dryry is distance between Tx and Rx, and 3 (2 < 5 < 6) is the path-loss

factor. It is assumed that the nodes in one cluster are close together, hence dsl,kR = dg,r

(or As, ,R = As;R)» ds, R = ds,r (OF As, R = As,R)s ds, & = ds,E (O As, ;g = As;E)s
and dS2,nE = dSZE (OI' ASZHE = )‘SzE) for \V/k, n.

Next, the instantaneous SNR of the Tx — Rx link is written as
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YTxRx = wa (2)
ORx
where Pr,, and af{x are the transmit power of Tx and the variance of Gaussian noise
at Rx. Assume that S;, Sy, and R are the same types (e.g., sensor nodes). Hence their
transmit power is assumed to be the same (FPs, = Ps, = P = P).
It is also assumed that the variance of Gaussian noise is identical (o0& = o2) for
VRx € {Sl,k’a Sl, SQm, SQ, R, E}

Then, the instantaneous channel capacity of the Tx — Rx link in the TWR — 3P
scheme and the TWR — 4P scheme can be formulated, respectively as

1 1
Cio 0 = glOgQ (1 +y1xrx) = glogz (14 Agrsrs) 5 (3)
_ 1 1
C%}gg: P - ZIOgQ (1 + fyTXRX) = ZlogQ (1 + AQTxRx) ) (4)

where A = P/o?; the factor 1/3 and 1/4 indicate that the packet exchange in
TWR — 3P and TWR — 4P is performed over 3 phases and 4 phases, respectively.

Assume that p; (j = 1,2) can be correctly decoded by Rx if C%4 > Ci,, where
Z € {TWR — 3P, TWR — 4P} and C}, is a predetermined target rate.

3. Performance analysis

This section derives exact closed-form expressions of OP(SOP) and IP(SIP) for two
proposed schemes. Particularly, OP of the first cluster (the second cluster) is defined as
the probability that all the nodes of the first cluster (the second cluster) cannot collect
at least H,,;, Fountain packets to recover the desired data. Next, [P with respect to the
data m; (j = 1,2), is defined as the probability that E can receive correctly at least
H.in packets p;. For the system performance, SOP is the probability that at least one
of two clusters is outage while SIP is the probability that at least one of two data m,
or my is intercepted.

3.1. Performance analysis for TWR-4P

3.1.1. OP and SOP: First, let us consider OP of the second cluster (denoted by
OPTWRP) et L, denote the number of encoded packets p; decoded correctly by
S2.,. Then, the second cluster is outage if Lo, < H;, for Vn. U; is denoted as the
number of encoded packets p; decoded correctly by R after the data exchange ends. As
a result, V. — U7 is the number of encoded packets p; decoded unsuccessfully by R,
(or Npax — U; is the number of encoded packets p; decoded unsuccessfully by R).

Case 1: 0 < U; < H;,,

Because U; < H,;,, this means that there are no nodes in the second cluster can
receive enough H,,;, packets p;, and hence the second cluster is outage. Using (1)-(4),
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the OP of the second cluster in this case can be written as

Hminfl
OPTWR-P = N~ ot [Pr(CIWRP > 0y)] 7! [Pr (CIWR < 0] V™
U1=0

Hmin—1
= Z CYexp (—=UiAg,rpm)[1 — exp (—Ag,rpmi)] ™ &)
U1=0
where CJ[\Jfrlnax = %, Pthl = (24Cth — 1>/A

Case 2: H,,;;,, < U; < Npax

In this case, OP of the second cluster can be formulated as

Nmax

OPTRR™ = 3= CRp L [Pr(CIWR > C)] ™ [Pr (CIWRP < Gy ™"
Ul:Hmin
N
x [[Pr(Lem < HuinlU1) ©)
n=1

where Pr(Ly, < Huyin|U1) is probability that S, cannot collect enough encoded
packets p;, and this probability can be formulated as

Pr (L2,n < Hmin|U1) =
I{min_1 L Ul*L2,n

S g lpr(cRir T = o) | e (CRE T <) @)

LQ,n:O

Similar to (5), using (1)-(4), OP;‘%’%‘“P can be given as

anax
OPIWG ™ = > O exp (—UrAs,rpm)[1 — exp (—Ag,rpum)] ="
Ur=Hmin
Hpin—1 UlfLQ’n N
Lan
X Z Cy, " exp (= LonARs, pin1) [1 — exP (—ARs, pn1 )] ' (8)
L2,n:0

Combining (5) and (8), OPEWR’4P of the second cluster is presented as

TWR—4P __ TWR—4P TWR—4P
OP, = OP2,TH1 + OP2,TH2

I{minf1
= Z CyLexp (—=UiAs,rpem1)[1 — exp (—As,rpm )]V
U1=0
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Nmax
+ Z CYexp (—Uids,rpm)[L — exp (= As,rpu)] 0
U1:Hmin
mm Ul—LQ,n N
X Z O exp (— Lo As,rpun) [1 — exp (—As,rpm)] NC)
Lo =0
With the same derivation method, OP of the first cluster (denoted by OP;FWR_“’) can
be computed as
mln_1
OpTWRF — Z CR2. exp (—UaAs,rpm)[1 — exp (—Ag,rpm)] ™=
Nmax
+ Z Ojlszim exp (—UsAg,rpim)[1 — exp (= Agyrpm)] ™2
U2:Hmin
I—Imin_1 U27L1’k M
Ly
X Z Cr," exp (= L1k ARs, pin) [1 — exp (—Ars, pin1)] : (10)
Ll,k::O

However, expressions of OPITWR’4P and OP;WR’4P in (9) and (10) are still complex.
This motivates us to find the approximate ones at the high SNR, i.e., A — +o0o. At

first, using 1 — exp (—x) xgoaz the OP3 VR ~*" in (9) can be approximated as

OPTWR 4P AH*"O (Himin—

Nmax <)\SlRpth1)NmaX+1_Hmin. (1 1)

Expression (11) also shows that the slope of OP; WE~4P

DIWR—4P _ _ |; log (OP;™*17)
] —

A3 oo log (A)

equals to Nyax + 1 — Hpin:

- Nmax +1-— Hmin' (12)

Similarly, the approximate OP]"V®~*F and the slope of OP] " ~*" can be expressed,
respectively as

A—+o00 —H..
TWR—4P ~ I_Imin_1 Nmax"l‘l Hmln TWR—4P
OP1 ~ C ()\Sngth1> 7D1 - Nmax +1-— mm (13)

The (12) and (13) show that the slopes of OP;WE~*F and OP; VR~*" are the same,
and they do not depend on the number of cluster nodes.

Next, SOP of the TWR — 4P scheme can be computed as
SOPrwg—sp = 1 — (1 — OPTVEP) (1 — OP3WVE—4P) (14)

The closed-form expression of SOPwr_4p is obtained by substituting (9)-(10) into (14).
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3.1.2. IP and SIP: Firstly, considering the decoding of p; at E in the TWR — 4P
scheme. It is worth noting that E can decode p; directly from S; or indirectly from R.
Therefore, the probability of the successful decoding of p; at E can be formulated as

X = Pr (CIY < Gy Pr (CEW7 > Ciy) Pr (G > C)
+Pr (CAWR=1P > ) (15)
= exp (—As,Epin1) + (1 — exp (= As;ppin1)) exp (= (As;r + ARE) pth1) -

Then, IP, with respect to m;, is written as

Nmax
PPV = O On) ™ (= ) e (16)
Lg,1=Hpin

where Lg ; is the number of p; that E receives correctly, and m, is intercepted because
LE,I Z Hmin-
Similarly, IP, with respect to ms, in the TWR — 4P scheme is calculated as

Nmax

PPV =Y T O () P (1 ) T, (17)
LE,QZHmin

where X, s the probability of the successful decoding of p, at E, and it is given as
Xp2 = XD (—As,Epmm1) + (1 — exp (—As,5pm1)) exp (= (As,r + Are) pn1) - (18)

Finally, the system intercept probability SIP in TWR — 4P is given as
SIPrwr_sp = 1 — (1 — IPTVEP) (1 — TPy VR (19)

3.2. Performance analysis for TWR-3P

3.2.1. OP and SOP: Let V) denote as the number of p; decoded correctly by R,
and K, as the number of p; decoded correctly by Ss,. Similar to the derivation

of OP;VEF OP of the second cluster in TWR — 3P is calculated in two cases:
1) 0 < Vi < Hp, (denoted by OP;\%VP%_BP); i) Hypin < Vi < Nupax (denoted by
OP;‘%VP%’?’P). Indeed, OP;FWR’SP can be written as follows

OP’QFWRf?,P _ OP;\%Vlif?)P X OPQT}%;?;SP

I—Imin_1

= > O\ exp(—Vids,rpme) [1 —exp (—As,rpm2)] ™"
Vi=0

+ Z CXLM exp (=ViAg,rpen2) [1 — exp (_)‘SlRptm)]me_Vl (20)
V1:Hmin

N
Hmin_]-
X { > C\I/?’n exp (—KanARs,Pin2) [1 — exp (_)‘Rszpth2>]V1K2’n} :
K2,=0

23Cth —1

where pg2 = =3

128



Journal of Science and Technique - ISSN 1859-0209

With the same manner, OP of the first cluster is calculated as

Hminfl
OPTWR=F — = 37 Rt exp (=Vadg,mpma) [1 — exp (—Agyrpma)] "
Vo=0
NmaX V2 Nmax7V2
+ Z CNmax exp (_‘/2)\SQRPth2) [1 — eXp (—ASQRPthQH (21)
V2:Hmin
M
Hugin~1 OKl,k Vo—Kj
X v exXP (=K1 kARs, pin2) [1 — exp (—Ars, pin2)] ’ :
Ky =0

Moreover, the approximate expressions of OPTVE~*F and OP; WE—3F

be computed, respectively as

at the high can

A—+o0 . _ )
TWR-3P ~ Hmm_]- Nmax+1 Hmm
OP; ~ Oy )

ASyR Pth2

)
(22)
T —3P A—>+OO Hmin_l Nmax+1*Hmin
OP; WH=P T Cnmn ™ (AsirPeh2) .
Hence, OP;FWR_?’P and OP;FWR_3P have the same slope, i.e.,
DrlI‘WR_SP = DrQI‘WR_BP = Nmax + 1 — Hpin. (23)

The (12), (13), and (23) show that the slopes of OP} VR4 QpyWR—4F OQpTWR=3F,
and OP;FWR_3P are the same, and equal Ny + 1 — Hyin.

Next, SOP of the TWR — 3P scheme is given as
SOPrwr_sp = 1 — (1 = OPTWVH°P) (1 — OPyWE—7) (24)

Substituting (20)-(21) into (24) obtains an exact expression of SOPtwgr_sp.

3.2.2. IP and SIP: At first, calculating probability of the successful decoding of p;
at B in the TWR — 3P scheme exactly as follows

0, = Pr (CSTl;EVR—i*)P < Cup) Pr (CE R > Cy) Pr (Crp 7% > C)
+Pr (Cg R > Cwy) (25)
= exp (—As;ppth2) + (1 — exp (—Ag,mptn2)) €xp (— (As;r + ARE) Ptn2) -

Next, I[P, with respect to the data m, in TWR — 3P is written as

Nmax
IP;FWR—BP _ Z C][\/fi:,( (9p1 )LE,I (1 . 9p1 )Nmax—LE,l _ (26)
LE,IZHmin

Similarly, IP, with respect to the data ms, is expressed as

Nmax
IPQTWR_3P _ Z O][\/frEnjx (9p2 )LE,Z (1 . 9p2 )Nmax*LE,Z _ (27)
Lg 2=Hmnin

where 6, = exp (—Ag,mpin2) + (1 — exp (—As,mpim2)) €xXp (— (As,R + ARE) Pin2) -
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For SIP in the TWR — 3P scheme, SIPtwr_3p can be written
STPpwr_sp = 1 — (1 _ IP1TWR—3P) (1 _ IP;FWR—SP) _ (28)

Substituting (26)-(27) into (28) obtains an exact closed-form formula of SIPrwg_3p.

4. Simulation results

This section provides Monte Carlo simulations to validate the correctness of the
expressions given in Section 3. In the 2D coordinate Oxy, the nodes of the first cluster,
the nodes of the second cluster, R, and E are placed in the positions (0,0), (zg,0), and
(0.5,0.75) respectively, where (0 < zg < 1). Additionally, the other system parameters
are also fixed in all the simulations such as 8 =3, 02 =1, Cy, = 1, and H;, = 5.

Fig. 2a and Fig. 2b show OP and IP of two proposed schemes as a function of A(dB)
when M =3, N =5, zg = 0.4, and N, = 6. Firstly, it is clear that the simulation
results (MP) match well with the exactly analytical ones (LT — CS). In Fig. 2a, the
MP and LT — CS result converge to the asymptoticly theoretical ones (LT — TC) at

high A while the OP}WE=4P QpTWR—P OPTWR=SP and OP;WR3" have the same

slope as proved in Section 3. Next, as seen in Fig. 2a and Fig. 2b, when A increases,
the value of OP decreases, but that of IP increases. Furthermore, OP performance of
TWR — 4P is worse than that of TWR — 3P, but IP with respect to the data m;(my) of
TWR — 4P is lower than that of TWR — 3P. Therefore, these results show a trade-off
between OP and IP.

| ® TWR-4P-IP, (MP)
102 9 a 492 TWR-4P-IP, (MP!
o 10 2 10 u (MP)
® TWR-4P-OP,SIM > TWH—GP—IF'? (MP)
= TWR-4P-OP,-SIM y ¥ TWR-3P-IP, (MP)
v TWR-3P-OP,-SIM . LTcs
L % TWR-3P-OP,-SIM 5l
10 THEORY-EXACT 10
— — — - THEORY-ASYM [
- | | | | | | | | | 104 ‘ ‘ | ‘
o 2 4 6 8 10 12 14 16 18 20 6 8 10 12 14 16
A(dB) A (dB)
(a) OP as a function of A(dB) (b) IP as a function of A(dB)

Fig. 2. OP and IP as functions of A(dB) when M =3, N =5, xg = 0.4, and Nyax = 6.

Fig. 3a and Fig. 3b investigate the impact of N, on the OP and IP performance
of two proposed schemes when M = 7, N = 5, zg = 0.6, and A =6 (dB). Again,
the MP results validate the LT — CS ones. Next, OP(IP) in the TWR — 3P scheme
is significantly lower (higher) than OP(IP) in the TWR — 4P scheme. Furthermore,
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102 102
& a
103 o TWF{*4P—OF’1 (MP) 108
m  TWR-4P-OP, (MP) ® TWR-4P-IP, (MP)
» TWR-3P-OP, (MP) m  TWR-4P-IP, (MP)
- * TWR-3P-OP2 (MP) ] - » TWR—SP—IF’1 (MP)
LT.CS 4 % TWR-3P-IP, (MP)
LT-CS
10 10
5 6 7 8 9 10 11 12 5 6 7 8 9 10 11 12
Ninaw Ninaz
(a) OP as a function of Npyax (b) IP as a function of N ax

Fig. 3. OP and IP as functions of Ny.x when M =7, N =5, xg = 0.6, and A = 6 (dB).

when N, increases, OP(IP) in two schemes decreases (increases) because the nodes
have more opportunity to sufficiently receive H,;, encoded packets. Hence, Fig. 3a and
Fig. 3b show the OP-IP trade-off, with respect to N,ay.

3 & 10?2
-2
10 ® TWR-4P-IP, (MP)
10°F u  TWR-4P-IP, (MP)
» TWR-3P-IP, (MP)
® TWR-4P-OP,(MP) m  TWR-4P-OP,(MP) * TWFK—GP—IP2 (MP) >
v TWR-SP-OP|(MP) * TWR-SP-OPthP) LT-CS
102 | LT-CS | 10 ) ) T T T ! !
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
XR R
(a) OP as a function of xg (b) IP as a function of xR,

Fig. 4. OP and IP as functions of xg when A = 6(dB), M =5, N =5, and Npy.x = 10.

Fig. 4a and Fig. 4b present OP and IP of the proposed schemes as a function of
xr when M =5, N =5, Ny = 10, and A = 6 (dB). Obviously, both the OP and
IP performance are effected significantly by the positions of R. As can be seen from
Fig. 4a, if R is located near the first cluster or the second cluster, the OP values are very
high. Moreover, OP achieves the lowest value at zg = 0.55 or zg = 0.45 in TWR — 4P,
and at zg = 0.6 or xg = 0.4 in TWR — 3P. Especially, when xg = 0.5, OP of two
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proposed schemes are the same. In Fig. 4b, IP in TWR — 3P and TWR — 4P change
with different values of xgr. Indeed, if R is near E, the overhearing possibility of E
increases, and vice versa. It is also seen from Fig. 4b that IP in both the schemes are
the same value as xg = 0.5.

10°
® TWR-3P-SOP (MP)
B TWR-3P-SIP (MP)
P  TWR-4P-SOP (MP)
%  TWR-4P-SIP (MP)
o LT-CS
%)
o8 -1
a 10
o
D
10-2 1 1 1 1 1 1 1
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

Fig. 5. SOP and SIP as a function of xg when M =5, N =5, A =6 (dB), and Nyax = 10.

Fig. 5 investigates the impact of xg on SOP and SIP of the proposed scheme when
M =5 N =5, A=6(dB), and Ny., = 10. We can observe that SOP of TWR — 3P
is lower than that of TWR — 4P, but SIP in TWR — 3P is higher. Fig. 5 also presents
that the SOP performance of TWR — 3P and TWR — 4P is best as xg = 0.5. For
SIP, the proposed schemes obtain better SIP performance as R locates near one of two
clusters. It is also seen from Fig. 5 that there exists the SOP-SIP trade-off, with respect
to the position of the relay R.

Fig. 6 presents the SOP-SIP trade-off by presenting SIP as a function of SOP. In
this figure, the parameters are set as follows: M =5, N =5, and Ny = 10. As seen
from Fig. 6, to obtain better SOP performance, the proposed schemes receive worse
SIP performance. Moreover, with the same SOP values, it is seen that the SIP values of
the TWR — 3P and TWR — 4P schemes are almost same. This means that TWR — 3P
and TWR — 4P have the same SOP-SIP trade-off performance. It is also observed that,
as xy increases from 0.35 to 0.5, the SOP-SIP trade-off performance of the proposed
schemes is better. Therefore, the Fig. 5 and Fig. 6 show that with respect to the SOP
and SOP-SIP trade-off performance, xg = 0.5 is the optimal position of R.
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Fig. 7 presents SIP as a function of SOP-SIP with the different values of Ny
when M =4, N = 6, and xg = 0.5. Similar to Fig. 6, there exists a trade-off between
SOP and SIP, and SIP in two proposed schemes is the same at the same SOP value.
As seen from Fig. 7, the SOP-SIP trade-off performance is better as increasing Ny.y.
However, it is worth noting that increasing N, also increases delay time and energy
consumption. Therefore, the value of N, needs to be designed carefully.

5. Conclusions

This paper proposed two TWR-PLS schemes between two clusters of nodes using
FCs, and evaluated the OP(SOP) and IP(SIP) performance of the proposed schemes
through analysis and computer simulations. In addition, the approximate expressions
of OP at high SNR regions were provided, and it was demonstrated that OP of the
clusters in both the proposed schemes have the same slope. The results presented a
trade-off between reliability (OP and SOP) and security (IP and SIP), according to
the transmission power of the nodes, the maximum number of transmissions, and the
position of the relay node. In the case of a symmetric network, the relay node located
in the middle of the two clusters will achieve the optimal SOP and SOP-SIP trade-off
performance. The paper also showed that the two proposed schemes have the same SOP-
SIP trade-off performance, and this trade-off is significantly affected by the position of
the relay and the maximum number of transmission times.

In the future, our proposed schemes will be extended to multi-antenna nodes utilizing
emerging technologies such as radio-frequency energy harvesting and cognitive radio.
Furthermore, we will analyze the performance of the proposed schemes over generalized
fading channels, such as Rician and Nakagami-m.
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PHAN TICH SU PANH POI HIEU NANG
XAC SUAT DUNG VA XAC SUAT CHAN CHO
CAC MO HINH CHUYEN TIEP HAI CHIEU BAO MAT
GIUA HAI CUM NUT SU DUNG MA FOUNTAIN

Nguyén Thi Hdu, Pham Minh Nam, Trdn Trung Duy, Tic Ldm Thanh, Hé Vin Khuong

Tém tit

Bai bdo nay nghién cttu hai md hinh mang bao mat chuyen tiép hai chiéu giita hai cum
ndt: 1) chuyen tiép hai chiéu 3 pha si dung ma héa mang so (Digital Network Codlng)
2) chuyén tiép hai chleu 4 pha St dung ma Fountain, mdt nit dugc chon trong moi cum sé
ma héda thong tin gbc va gui cdc g6i ma héa dén cic cum con la1 v6i su trg glup cua mot
nat chuyen tiep trung gian. Bai bdo dua ra céc bleu thic todn hoc dé€ danh gla xdc suét diing
(xac suat dung hé thong) va xdc sudt chin (xdc sut chin hé thong) ddi véi cac dit lieu dugc
gi di tir méi cum. Tét ca cac biéu thic dua ra déu dudc kiém ching sy chinh xdc qua md
phong Monte Carlo. Céc két qua dat dugc cho thay ¢6 sy danh déi gitta do tin cdy du li€u
va su bdo mat thong tin. Cudi cling, sy tic dong clia cdc tham s hé théng 1én cac hiéu ning
mang dudc phan tich ky trong nghién ctiu nay.

Tu khoa

Chuyén tiép hai chiu; ma héa mang s6; bio mat 16p vat ly; ma Fountain; xc sudt diing;
xac suat chan.
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