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Intrusion Detection for Wireless Networks using Agents
with Learning Mechanism
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Tém tit

Do dic thu cua mang khong ddy, giai phdp phdt hién xdém nhdp mang trdi phép cdn c6 si
thay déi va cai tién so véi mang cé ddy thong thuong. Bai bdo trinh bdy gidi phap phat
hién xdm nhdp trdi phép mang khong ddy sir dung tdc 1 véi co ché hoc mdy va phat hién
tinh hudng bat thuomg. Hai phwong phdp phat hién bdt thumtg dugc lwa chon la phuong
phap dya trén phan tich twong quan giira cdc thugc tinh va phwong phdp phdt hién mdu
mgi bang cdch thuc hi¢n cdc dnh xa véi ham nhan (kernel). Hiéu qua cua hai phuong
phdp dwgc thu nghi¢m va so sanh véi nhau trén dit ligu mé phong hoat déng cia mang
khéng day ad-hoc.

Tir khod: mang khiong day, phdt hién xdm nhdp trdi phép, hoc may, phdt hién bdt thuong
Abstract

Due to the differences between wireless and traditional networks, intrusion detection
techniques developed for the later should be modified to be effective when applied to the
former. This paper presents a solution to detecting intrusions in mobile wireless networks,
which is based on intelligent agents with anomaly detection mechanism. We study two
anomaly detection methods: the first method detects anomalies by analyzing cross-feature
correlations, the second method uses kernel trick and margin maximization to detect
novelty from log data. We present empirical results, which allow assessing and comparing
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the two methods when applied to simulated ad-hoc networks.

Keywords: wireless network, intrusion detection, machine learning, anomaly detection

1. DAT VAN DE

Mang khong day ad-hoc dugc tao thanh
tir cac thiét bj khong day di dong. Khac véi
mang khong day thong thuorng, mang ad-hoc
khdng c6 ha tang mang cb dinh, vi du khong
¢d cac bo dinh tuyen dugc quy dinh tir trudc
[6]. Cac nut mang deu tham gla vao viéc dinh
tuyén va chuyen tiép cac goi tin sao cho
nhﬂ‘ng nut nam ngoal pham vi lién lac vo
myen tryc tlep ¢6 thé lién lac véi nhau thong
qua nut khac. Mgt trong nhitng uu diém co
ban ciia mang ad-hoc 1a sy linh hoat kha nang
thay dbi nhanh chéng thanh phin va td pd

mang. Mang ad-hoc c6 thé dé dang hinh thanh
va hoat dong trong nhirng diéu kién khac nhau
nhu chién tranh, thién tai, khi c6 hdi nghi,
mang giira cac thiét bj khong diy trong gia
dinh.v.v.

Bén canh sir tién lgi ma mang khong day
dem lai, nhirng dac diém cua loai mang nay
ciing dat ra nhiéu vin dé vé dam bao an ninh
mang. Di v&i mang co déy truyén thong, vigc
han ché xam nhap trai phép mang c6 thé thuc
hién tap trung, ching han nh& birc tuc‘mg Itra.
Trong khi do, do tinh m¢ va thiéu ca ché quan
ly tap trung, viéc tin cong mang ad-hoc co thé
dién ra ngay tir bén trong, tr moi nit cua
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mang, do vay khong thé xdy dung san cac
tuyen an ninh ¢6 dinh cho loai mang nay. Cac
yéu td khac ciing gy kho khan cho vi¢c dam
bao an ninh mang bao gdm ngudn dién han
ché cua thiét bj mang, t6 pd mang dong va
giao thic mang doi hoi cac nit hop tac trén co
s tin tudng lan nhau.

Do nhimg ly do néu trén, viéc dam bao an
ninh cho mang khéng ddy ad-hoc can ¢
nhirng thay dbi thich hgp so véi mang thong
thuong. Phuong phap dam bao an ninh thdng
dung nhét |a ngan ngira xam nhap trai phép
bang cach su dung co ché xac thyc va ma hoa
thong tin. Tuy nhién, phuong phap nay co the
bj v6 hiéu hoa néu cac nut mang d3 bj tan
cong va xam chiém (cé thé tir truge khi tham
gia vao mang), vi dy bi nhiém vi rat, bi do
mat khau, bj cac 15i tran bd dém.v.v.. Cac nut
nay deu ¢6 khoa hop 1€ dé tham gia vao ‘mang
va tién hanh tin cong tir bén trong. Dé dam
bao an ninh cho mang, do viy, ngoal viéc
ngéan ngua xam nhdp can c6 thém co ché phat
hién va xur ly cac xam nhép trai phép khi cac
xam nhap nay da hoac dang xay ra.

Bai bao nay trinh bay mét sé giai phap
phat hién xam nhap trai phép cho mang ad-
hoc. Viéc phat hién xam nhap trai phép dugc
thyc hién phan tan boi cac tac tir hoat dong
trén mdi nit mang. Mdi tac tir dugce trang bj
co ché phat hién dau hi¢u bt thuong tir dir
liéu kiém tra cta nat. Hai phuong phap phat
hi¢n bat thuomg dugc trinh biy trong bai bao
la phuong phap phan tich tuong quan giira cac
thugc tinh [3,11] va phuong phap phét hién
mau méi st dung cac ham nhdn (kernel

function) [1]. Phuong phap thir hai duge dé
xuat cho mét img dung khéc, va dy la lan diu
tién dugc sir dung cho phat hién xam nhap trai
phép mang khong day. Viéc img dung phuong
phap nay trong phat hién xdm nhip mang ad-
hoc va so sanh vdi phuong phap thir nhit cho
phép lua chon phuong phéap ¢6 nhiéu vu diém
hon. Day ciing 12 dong gép quan trong nhat
cua bai bao nay.

Phan con lai cua bai bao duqc bd cuc nhu
sau. Phan 2 phén tich su can thiét phai xay
dung co ché phat hign xam nhap trai phép

dudi dang tic tir va mo ta kién tric b
hién xam nhép. Phin 3 trinh bay hai ¢
phap phat hién bat thuong sir dung sir d
thuat hoc may. Phin 4 md ta cac thyc n
va két qua. Phan 5 |a ké: luan cua bai ba

2. TAC TU PHAT HIEN XAM !
MANG TRAI PHEP

2.1. Tai sao s dung tac tir

Nhu da nhéc t6i trong phin md dau
voi mang truyén thong, mang ad-hoc |
¢ ha tang mang ¢ dinh, m0| nat man
tham gia vao vi¢c dinh tuyén va chuye
g6i tin mt cach tu nguyén. Do dac dién
trong mang ad-hoc khéng tn tai co ché
ly tép trung, mdi niit chi c6 thong tin ¢
vé trang thai mang. Dac thu cua mang a
ciing khnen cho cac hanh dong tin cong
¢6 thé xdy ra tir bén ngoai lan bén trong r
bat cir ndt ndo ciing ¢ thé bi xdm nhig
nut khong thé tin cdy hoan toan thong t
nut khac cung cip. Viéc phat hién xam
trai phép, do vay, phai dugc thuc hign
tan. Mdi nit can tu chi trong viéc phat
xam nhép va co ché phat hién xam nhag
tirng nut phai dva trén dir liéu cuc by m:
do co.

Trong nhiéu truong hop, cac hanh vi
thudng ciia mang rt d& bi nham lan véi |
vi tan cong mang. Hé théng phat hién
nhap khi d6 co thé dua ra nhimg canh bac
Viéc kép hgp quyét dinh cua nhiéu nat kk
c6 thé tang do chinh xac canh bao. Do
cac niit can c6 co ché trao dbi quyét .
trude khi dua ra canh bao.

Tac tir (mém) la cac chuong trinh may

¢6 kha nang hoat dong dc 1ap va duara q
dinh mét cach ty chu. Ngoai ra, tac tir ¢6
ning trao ddi thong tin, cdng tic hojc ¢
tranh véi tac tir khac. Cac dic diém nay
tac tir phit hop véi nhimg yéu cau vé hé |
hi¢n xdm nhdp trai phép cho mang ad-
dugc phan tich ¢ trén va sé dugc sir dung)
kién tric co s& cua h¢ phat hién xam nhip
phép.
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§.2. Kién tric b§ tac tir phat bién xam nhap
» Trén hinh 1 1a kién tric hé théng tac tir

hién xam nhdp tréi phép [11]. Mi nat
mang g c6 mt tic tr cua neng minh. Tac tr

theo ddi dir li¢u kiém tra ma nit cé va phat
hlé“ céc dau higu bat thuong bang mét trong
chc thuat todn md ta & phan sau. Khi phat hién
tinh huong kha nghi, tac tr s€ guri thong bao
151 céc tac tuor Iang giéng. Tdc tir lang gleng o
diy la tac tu cua cac nit nim trong viing lién
lac vO tuyen truc tlep vai nat hién tai. Phan
hdi cua tic tir lang giéng cho phép tang hoidc
giam mac d§ canh bao. Chang han trong
‘trudmg hop nhiéu nut cing c6 phan hoi vé
xim nhdp mang, tinh chinh xac cia canh bio
s& cao hon.

Trong pham vi nghlen clru nay, ching toi
méi han ché trong viéc nghién ciru anh huong

cia co ché phat hién xam nhdp trén ting tac
tir. Anh hudng cua viéc tuong tac giira cc tac
tr téi higu qua toan hé thong sé dugc dé cap
trong nhirng nghién ciu sau.

3. PHAT HIEN BAT THUONG TRONG
HOAT PONG CUA MANG AD-HOC

Phan nay trinh bay co ché phat hi¢n xam
nhép trai phép cua timg tic tir dya trén thong
tin cuc bd ma tac tir 6.

Nguyén tic chung cia hé thdng phat hién
xam nhadp mang trai phép la phin tich cac
hanh vi cua ngudi ding hay chuong trinh thé
hién qua dir li¢u kiém tra (audit data), trén co
s& d6 phat hién cac hanh vi ¢6 lién quan t&i
xam nhap trai phép. C6 hai cach chinh dé phat
hién xam nhip la phat hién ding sai (misuse
detection) va phdt hi¢n bat thuomg (anomaly
detection).

Thong bao c6
xam nhép, phan
hoi

Hinh 1. Kién tric hé thong pha! hién xdm nhdp trai phép su dung tdc tir. Céc duomg khong lién
nét néi céc niit c6 lién lac vo tuyén trvc tiép

_Phat hién ding sai 1a phuong phap luu lai
mdu ddc rumg cua cac kiéu xam nhip mang
d3 biét va so sanh miu vai hoat dong hlen thoi
cua mang. Miu dic trung cé thé 1a chudi cic
hanh vi lién quan tGi cac tn cong hoic hau
qua cua cac dot tan cong mang. Vi dy, chuon
céc thao tac dang nhap sai mat khéu lién tiép
thuomg 1a mau hanh vi cua kiéu xam nhap sur
Hung ky thuit do mit khdu. Uu diém cua
phuong phap phat hién dung sai la don gian,

nhanh, va cho phép phat hién kha chinh xic
cac hinh thirc tin cdng da biét. Tuy nhién
phuong phap ndy khéng cho phép phat hién
cac kiéu tdn cong mai.

Phuong phap phat hién bat thuomg phat
hién va canh bao vé cdc hién tugng khong
binh thuong trong hoat dong cua ngudi dung,
chuong trinh hoic hé thdng mang. Hién tuong
khong binh thudng dugc phat hién dya trén
vic so sanh vdi hoat dong binh thuong da
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dugc ghl nhin trudc do, vi dy chudi nhimg
1énh ma mot nguoi dung cy thé thudmg sur
dyng trong cac phién lam v1ec hay tan suat
thay dbi théng tin dlnh tuyén. Do khong can
biét trude thong tin vé cac dang tin cong cy
thé, phuong phap nay c6 kha nang phat hién
nhimg kiéu tan cdng mdi. Nhugc diém cua
phuong phap nay la khé xac dinh chinh xac
kiéu tan cong va co ty & canh béo nhim cao.

Do wu diém cua phuong phap phat hi¢n bét
thuong trong viéc phat hién cac dang tan cong
mai, phan con lai cua bai béo s& chi tap trung
nghién ctru phuong phap phat hién xam nhap
nay. Cy thé, chiing t6i sé trinh bay va so sanh
bang thyc nghiém hai phuong phéap phat hi¢n
bat thudong |4 phuong phap phan tich tuong
quan giira cac thuge tinh [3] va phuong phap
phat hién mau mdi (novelty detection) sir
dung ham nhan [1]. Phén tich thuong quan
gilfa cac thude tinh la phuong phap duoc dé
xuat riéng cho dir liéu kiém tra cia mang
khong day ad-hoc trong khi khi phuong phap
phat hi¢n mau m&i 1a phuong phap tong quat
dugc dé xuat dé phat hién bat thudng cho cac
loai dir liéu khac nhau va chua dugc thi
nghiém cho bai toan phat hién xdm nhép
mang.

3.1. Phan tich twong quan giira cac thugc
tinh

Phuong phép phén tich tuong quan giira
cic thudc tinh dya trén gia thiét: trong diéu
kién binh thudng, cac théng sb hay thudc tinh
khéc nhau cua mang khong day ad-hoc tuong
quan vdi nhau. Chang han, do khoang cach va
toc do di chuyen nit mang c6 anh hudng dén
chat lugng truyén tin, trong diéu kién binh
thuong, ty I§ goi tin bi mat ty 1¢ thuan voi
mirc do thay doi t6 pd mang. Cac tuong quan
nhu vdy cho phép du doan gia tri cia timg
thong s6 dwa trén gia tri cic théng sb khac.
Gia tri dy doan sau d6 dugc so sanh vai gia tri
quan sat dugc. Néu gia tri dy doén cia thong
s0 khac vai gia tri thuc quan sit dugc thi day
c6 thé la ddu hiéu bat thuong lién quan t&i
xam nhdp mang.

Gia sir dir liéu kiém tra bao gdm n thuge
tinh {f,f5.. 3} Gid tri mdi thuéc tinh £

dugc dy doén tir céc thugc tinh con lai

N SN P f.} bang cach sir dung phu
phap hoc may va phan loai ty dong Néu
thudc tinh c6 gia trj roi rac, moi gia tn o
dugc coi nhu mét nhin phan loai, néu
thudc tinh lién tuc, f s dugc roi rac ho.
tr& thanh thude tinh roi rac (c6 thé tryc t|e|
doan gia tri cac thugc tinh lién tyc, khi d
c6 bai toan regression thay vi classlf cal
tuy nhién phuong phéap du doan gia tri roi
cho két qua tét hon va s& dugc sir dun
day). B§ phan loai C; 1a mdt anh xa

Ci Aoy it ondistroofad > S

B¢ phan loai C; dugc huan luyén trér
liéu kiém tra cua mang. Day la dir liéu k
tra dugc ghi lai tir trude trong cac tinh hu
khéng c6 xam nhap trai phép.

Viéc phat hién bat thuomg duoc thuc |
nhu sau. Trudc hét, sir dung bd phan loai
dé dy doan gia tri f; tu gié tri cac thude
con lai. Sau dé, so sanh ket qua tinh dugc
gia trj thuc té. Néu tong s6 thudc tinh c6
tri du doan trung vai gia tri thuyc nho hon
ngudng @ cho trude, tirc 1a néu

D 8(C(x).fi(x) <0, trong
i=1

8(a,b)=1néua=bva §(a,b)=0 néua:

thi dua ra canh bao vé kha nang man;
xam nhap trai phép.

Mot vén dé c6 anh hudmg 16m téi két
du doan 1a lya chon phuong phap hoc may
phin loai phu hgp. Trong cac thuc ngh
trinh biy ¢ day, ching tdi lva chon
phucmg phap hoc may 14 cdy quyét dinh C
[10] va support vector machine (SVM)
Cay quyet dinh la phuorng phéap hoc may
biéu va tuong déi don gian trong khi SV
phuong phap ra doi sau va cho két qua p
loai tot hon cac phuong phap khac trong nt
ing dung khac nhau.

Cay quyel dinh C4.5. C45 la phu
phép biéu dién ham phan loai dudi dang
quyét dinh. Qua tnnh huin luyén la qua u
xdy dung cdy quyét dinh cho phép phén °
t6t nhat cac vi du huan luyén. Tai moi nit

1A



Ky yéu Hoi thio ICT.rda’06

Proceedings of ICT.rda'06. Hanoi May. 20-21, 2006

cdy, C4.5 phan chia cac vi dy huin luyén
thinh hai nit con bing cach so sanh gia trj
mét thude tinh. Thudc tinh duge chon la thuge
tinh cho phép tao ra hai nut con cé entropy
thong tin nho nhat.

Support vector machine. SVM xay dyng
ham phan loai dudi dang mot siéu phing
trong khong gian d chiéu vai d 1a kich thuée
cua vecto dir li¢u (d = n-1 trong bai toan dang
xét). Gia sir cho m vi du huan luyén (x; y,) €
R x (£1},i=1,...,m, twong img voi m diém
trong khong glan De Cac d chiéu. SVM sir
dung ham phan loai dudi dang siéu phang

(wx)+b=0,we R beR (N

Cac truomg hop ndm bén dudi siéu phéng
nay s& c6 phan loai -1, cac truong hop nim
trén c6 phan loai +1. Non cach khac, ham phan
loai dugc sir dyng 1a ham

J(x) =sgn((w.x) +b) 03

Goi 16ng khoang cach tir siéu phang cho
boi (l) toi cac vidu huan luyén v&i nhan +1(-
1) gan nhat la “l¢” (margin). SVM lya chon
ham phan loai tuong tng vdi si¢u phing c6 lé
cuc dai. Su dung ly thuyét hoc mdy c6 thé
chimg minh si¢u phang voi 1& cyc dai cho két
qua phan loai t6t nhat véi cic truong hgp
phan loai mai.

Sir dung cic bién ddi cia hinh hoc glal
tich va phuong phap Lagrange, si€u phing 101
wu duge xdy dung bang cich giai bai ton tdi
wu hoa sau:

Tim s& nhan Lagrange a; cho phép cuc
dai hoa ham

L@ =Y, ——Za,a,y.y,(x x;) G)
i=| :/-l

thoa man diéu kién @; 2 0,i=1,...m va

»
Y ay; =0 0]
iml
Gia trj w va b sau d6 dugc tinh theo cic
biéu thirc sau

we 3 anx (5)

&y (wx)+b)-1]=0 (6)

V|¢c xay dyng ham phan loai nhu trén chi
co the thyc hi¢n trong trudng hop ton tai ham
tuyén tinh (siéu phing) phan chia vi du vdl
nhdn khéc nhau. Tuy nhlen, trén thyc té, da so
ham phan loai la phi tuyen Dé giai quyét vén
dé nay, thay vi tim siéu phing (1) trong khong
gian gbc, trudc hét dir liéu duge 4anh xa sang
khong gian (nhiéu chiéu hon) H bdi phép anh
xa

¢ R 5H
x, > ®(x;) (N

Do biéu thirc (3) chira tich vd huéng x,.x;,
thay vi tinh anh xa ®(x;) cta xi trong H, ta co
thé tim ham K sao cho K(x; x;) = ®(x,). D(x;).
Ham K nhu vay dugc goi 12 “ham nhdn™
(kernel function). Cac ham nhan dong vai tro
quan trong vi sir dyng ham nay cho phép tranh
viéc tinh toan truc tiép trong khong gian H.
Biéu thirc (3) khi d6 duge viét lai nhu sau:

L(a)—Za -—= Za ay;y;K(x;,x;)(8)

ial i, j=1

Qua trinh hudn luyén bd phan loai SVM
duge thyc hién bing cich giai bai toan tdi uu
hoa (8) vai cac rang budc (4).

Do SVM chi c6 thé phan chia cac trudmg
hgp thanh hai 1dp, dbi vai bai toan phan loai
nhiéu I6p nhu trong truomg hop cic thuge
tinh, nhiéu b phan Ioal SVM sé dugc sir dung
cho mdt thude tinh, moi bd phan loai cho phép
du doan thudc tinh c6 mot gia trj cy thé nao
d6 hay co cac gia trj khac.

3.2. Phit hi¢n mau méi

Phat hién mau méi (novelty detection) 13
bai todn xac djnh dir li€u hay tin hiéu khac véi
dir li¢u binh thu'orng ma h¢ thong da gap trong
qua trinh huan luyén. Day la I6p bai toan c¢
nhiéu @mg dung trong thyc té. Chang han
phuong phap phat hién mau méi ¢6 thé sv
dung trong chan doan 15i bang cach phat hiér
hoat dong khac vdi binh lhuorng cua dong cC
hay cac thiét bi khac. Do gia trj thyc té cia ba
toan nay, nhiéu phuong phap phat hién mé
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méi da dugc dé xuit va thir nghlcm Téng
quan vé cic phuong phap nay c6 thé xem tai
(4,51

Trong bai bao nay, ching t6i lua chon thir
nghi¢m phuong phap phat hién mau mdi su
dung ham nhan két hop véi quy hoach tuyén
tinh [1] cho bai toan phat hién xam nhdp
mang khong day. Phuorng phéap nay dugc Iua
chon do c6 mdt s6 wu diém: qua trinh huan
luyén doi héi tinh toan it, chi phy thudc va
mot tham sb duy nhét.

Cho dir ligu huin Iuycn x, € R,
L,...,m. Y tuéng co ban cia phuong phap Ia
xay dung mét ham phan loai nhj phan sao cho
ham nay nhan gla trj duomg trong vung phan
b6 cua dir liéu hudn luyén va nhén gia tri am &
ngoai vung nay. Thong thuong, ham phan loal
nhu vy khong phai 12 ham tuyén tinh. Dé sur
dung ham tuyen tinh, dir liéu dugc anh xa
sang khong gian H tuong ty nhu trong ky
thuit SVM trinh bay O trén x; - O(x;). pé
tranh phai tinh toan véi anh xa cua x;, ta co
thé sir dyng ham nhan K(x; x;) = ®(x;).9(x))
tuong ty nhu phan trén.

Trong khong gian géc RY ham phan loai
cin tim c6 dang mot mit bao boc Iay cac diém
tuong lmg voi dir liéu huin luyén. Trong
khong gian 4nh xa H, ham phan loai sé& trg
thanh siéu phing flz) = Zi a; K@zx) + b
Phuong phéap phat hi¢n mau mai trmh by &
day lya chon siéu ph.’ang gan cac diém dir |I¢U
nhit sao cho toan bo cac diém dir l|¢u nim vé
mdt phia hodc ném ngay trén bé mit siéu
phing. Siéu phing t6i vu nay c6 thé tim bing
cach cyc tiéu hos ham

W(a,b) = i[ia,-K(x,.,xij]

=1\ j=1

véi rang budc Za,.K(x,.,xj)+b2 0

J=1

va) a=1,a20

i=l

(11)

Piy la bai toan quy hoach tuyén tinh
truyén théng va cé thé giai bang phuong phap
don hinh hodc cac phuong phap quy hoach
tuyén tinh khic. Uu diém co ban cia phuong
phap nay 14 qua trinh huin luyén bing cich

giai bai toan quy, hoach tuyen tinh doi hoi t
toan it hon nhidu so vé&i giai bai toin
hoach bac hai (8) trinh by & phan trudc.

Sau khi huan luyén, vi du méi x s€ d
phan loai b&i ham

f(x)=sgn()_a:K(x;,x)+b) (1
i=1
Néu f{x) < 0, x s& dugc coi la miu m&i
1a d4u hiéu xam nhap mang trong bai t
dang xét.
Trong cac thuc nghi¢m trinh biy & d
chiing toi sir dung ham nhén RBF’

2 2
Kix,x;) = b (13

Péy la ham nhan cho phép tao ra ham r
phan loai bac kin cic vi dy huén luyén trc
khéng gian goc Thuét toan huan luyén khi
¢6 mét tham s6 duy nhit 1a o Gia trj tham
nay s& dugc chon bang thuc nghiém.

4. THU NGHIEM

Trong phan néy,cht’mg t6i trinh by |
qua thir nghi¢m va so sanh hai phuomg pt
phat hién xm nhip trinh biy & phan trén ¢
dir liéu mé phong.

3.1. Dir li¢gu m6 phéng

Dir liéu thyc nghiém dugc sinh ra tr
cong cy mé phong mang ns-2 [14]. ns-2
cong cy mé phong mang dugc sir dung rd
rii trong cdc nghién ciru ca vé mang c6 d
ciing nhu khong day.

Di liéu huan luyén dugc tao ra trong th
glan 20000 glay Hai kjch ban chira céac ti
hudng tan céng dugc tao ra trong thoi gi
7000 gidy. Giao thirc dinh tuyén la Ad—h
On-demand Distance Vector (AODV) Gi
thic tang van chuyen dugc chon
UDP/CBR(constant bit rate) va TCP, cac ¢
nut-nguon dugc trai ngau nhién trén toan |
dién t|ch vét ly cia mang. Kich thugce gdi
duoc ¢ dinh 12 512B. T6 pé mang duqc t
ra bing cch sir dung mé hinh chuyén do
random waypoint trén mét vung hinh vud
kich thuéc 670 x 670 m vai 20 nit mang. C
nit di chuyén giira cic vi tri véi téc dd I
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z, nhién trong khoang 0-10m/giay.
pon BE'E m dimg gitra céc lan di chuyén 13
(hon 84 pay la cac tham sb thuomg gip trong
og'ﬁ’;'d-hoc va 1a tham s& mic dinh trong

8315 kich ban mau di kém céc médun cia

5, Chu K ldy mAu va ghi lai dir liéu kiém
a8-4- en

5 giay- .
Fali ::é gia dinh nhiéu kiéu tan cong khac
- Co 4c dang tan cong thong thuong la: 1)
Jéch thong tin dinh tuyén véi cac hiu
s:lu tao ra cic hd den trong mang hay tao
n trinh trong cac bang dinh tuyen; 2) thay
“Chu.n tin luu lugng va&i cac hau qua nhu

ldfxin mit goi tin, tan cong tir chdi dich vy.
¥ Trong thyc nghi¢ém cua ching tdi, tinh

s g cong gia dinh dugc sinh ra bang
meng&tg‘ung l(%p ErrorModel cua ns-2 véi
c#?hhs-ét 6 tat ca 4 nat mang bi xam nhip va
gid i = han gy mat géi tin. Ty I¢ goi tin
L’; NERY o dong tir 0.0 (0%) dén 1.0 (100%)

phau. €

3.2. Lya chon thugc tinh

Cic thudc tinh duoc lya chon nhu kAhuyé?
cio trong [! 1] va dac trung cho Aba th.ong. sO
chinh cia mang 1a fuu lAuorn_g;, th:ong‘ tin dl!lh
wyén va to pd mang. Tén viét tat va y ng.}Aua
'Cé{ thudc tinh s dung trong thuc nghi¢m
dugc cho. o ‘

Trong cac thudc tinh li¢t ké trong bang 1,
thuéc tinh dau tif:n dac trung cho luu qupg,
hai thudc tinh ticp theo qac trung .ch'o thong
tin dinh tuyén, cac thu()'c tinh con lal dic trung
cho chuyén ddng cua nut hay té pd mang.

Bing 1. Céc thugc tinh sir dung trong thir

nghiém
Tén thude tinh Y nghia
pSTC % thay ddi luu lugng
PCR % thay ddi trong bang dinh
tuyén
PCH 9% thay dbi s6 lugng hop
VELOCITY  toc db di chuyén cua nat
RDC do thay doi khoang céch
tuong doi
ang cach t6i vi tri 12
DI TANCE e o cubi ’

Dé sir dung lam dir liéu phan loai va kiém
tra, cac thudc tinh dugc roi rac hoa. Gia trj
cua PSTC, PCR, PCH, RDC dugc chia thanh
sau khoang bang nhau, mdi khoang tuong img
voi mét nhin. Gia tri VELOCITY va
DISTANCE dugc roi rac hoa thanh 10 gia tri
img véi 10 khoang bing nhau.

3.3. Thuat toan phan loai

Thuit toan hoc cdy quyét dinh duge ldy
tr b cong cu Weka [12] véi théng s6 mdc
dinh. Phuong phap SVM sur dung phién ban
SVM light cua Joachim [13]. Cac ham nhéan
dugc thir nghiém 1a ham da thic

K(x,.,xj)=(x,..xj)d ,d>1

(trong thir nghi€ém ching toi sir dung ham
nhan da thic vai d = 1, 2, 3), va ham RBF
(hay Gausse)

2 2
K(x,,xj) - e—(lx, —x,l) 120

Két qua thir nghiém cho thiy ham nhéan
da thic cho két qua phat hién xam nhap kém
hon ham nhan RBF va do vay sé khéng dugc
trinh bay & day.

Doi vai phuong phap phan tich tuong quan
thugc tinh, ngudng phat hién canh bao 8 dugc
thay d6i trong khoang 0.8-1 v&i khoang cach
1a 0.5. Ty I¢ canh bao chinh xac va canh bao
sai dugc ghi lai cho mdi gia trj cia @ .

Doi véi phuong phap phat hién mau moi
trinh by trong phan 2.2, bai toan quy hoach
tuyen tinh dugc giai bang phuong phap
simplex. Ham nhén sir dyng 12 ham RBF véi
cac gia trj okhac nhau.

Két qua phat hién xam nhédp dugc danh gia
theo hai ti€u chi: ty I¢ phdt hién xém nhdp va
do chinh xdc. Hai tiéu chi nay dugc djnh
nghia nhu sau.

S6 lugng xam nhip
Ty 1& phat hién phat hién ding

xam nhép =

Sé lugng xam nhép
thyc té

Sé lugng x4m nhap phat
hi¢n ding

Sé lugng xam nhép phat
hién dugc

D6 chinh xac =
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Trong dinh nghia tren s6 lugng xam nhép
dugc tinh bang téng s6 lugng mau lay tron
thoi gian x4y ra xam nhap chir khong phai so
lrgng phién xam nhap. Hai tiéu chi trén c6 gia
tri dao dong tur 0 toi 1.

Céc gia tri ngudng 6 va tham sé ham nhan
o khac nhau cho két qua vai ty 1§ phat hi¢n
xam nhip va d9 chinh xac khac nhau. Trén
hinh 2 14 biéu do gia tri hai tiéu chi danh gia
cho phuong phép phan tinh tuong quan thudc

tinh sir dung cay quyét dinh C4.5, sir

SVM va phuong phap phat hlen m@i trinl
trong phan 3.2. Truc hoanh biéu thj ty I¢
hién xam nhap, truc tung la dg chinh xac
gia tri nay cang cao, tirc 1a cac diém ciia ¢
nam cang gan goc trén bén phai thi cang t

Db thi trén hinh 2 cho thiy véi gi
tham s6 dugc lya chon phu hep, cac phi
phap dugc thir nghiém déu cho ket qua
hién xam nhap trai phép tuong ddi tét.

1 8=
0.9 -
0.8 1
0.7 1
0.6 1
0.5 1
0.4

D¢ chinh xac

0.2 —*—SWM
0.1 . --a--PHmGi

0 r .
0 0.2 0.4

0.6 0.8 1

Ty 1é phat hién xam nhdp

Hinh 2. Biéu dp gid tri recall va precision cho phwong phdp phdn tich twong quan giita c
thugc tinh s dung cdy quyét dinh C4.5, SVM va phuong phdp phat hién mdi sic dung ham n
va quy hoach tuyén tinh

Trong hai phuong phép trinh by & phin
trén, phuong phap phan tich tuong quan thugc
tinh cho két qua tot hon phuong phap phat
hién méi. C6 thé giai thich két qua tot hon cua
phuong phap phan tich thugc tinh la do
phuong phap nay da tinh téi dic thu cia mang
ad-hoc, trong d6 mét sé thong s6 hoat dong
cia mang c6 tuong quan vdi nhau trong diéu
kién binh thuong. Ciing nhu trong nhiéu ung
dung khac, bo phan loai SVM cho két qua tot
hon cay quyet dinh. Tuy nhién, dé dat dugc
két qua tt véi SVM, vén dé quan trong la lya
chon hiam nhan pht hgp. Him nhan c6 thé lya
chon qua thuc nghiém, ching han bing
phuong phap kiém tra chéo (cross- valldatlon)
Tuong ty nhu vy, gia tri cic tham s6 Ova o
sir dung & trén ciling dugc lya chon cho trudng

hgp cu thé bing cich kiém tra chéo trén
dir liéu miu. Gia trj dugc chon la gia tri
két qua kiém tra chéo tt nhat.

Vin dé lya chon ham nhan va tham )
ham nhén ciing c6 gi4 trj quan trong doi
phuong phap phat hi¢n méi. Nhu cac tac
cﬁa phuong phép nay d3 nhén xét, gia trj th
s6 o chi c6 thé Iya chon chinh xac tr
trudmg hop co6 du dir li¢u huén Iuy¢n vak
tra, hoic c6 thém thong tin vé bai toan
phép lua chon gia tri o phu hop.

5. KET LUAN

Bai bao da phan tinh sy quan trong
viéc phat hién xam nhip trai phép trong m:
khéng day ad-hoc va cac dic diém cua d:
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“ggng ndy c6 lién quan téi van dé phat hién
“im nhdp. Céc phan tich cho thdy hé thong
- phét hién xam nhgp trai phép cho mang ad-
" poc nén dugc xdy dung phan tan dudi dang
 che thc tir VG co ché ra quyét dinh dya trén
- |hong tin cuc bd ddng thoi vai kha ning trao
- gbi két qua v&i tac tir khac. Hai phuong phap
" phdt hién xam nhap trai phep cho tac tr da
- dugce trinh bay va so sanh bing thyc nghlem
_ Ca hai phuong phap déu dya trén nguyén tic
) phét hién tinh trang bat thuong trong hé
théng. Phuong phap diu tién phat hién bat
thuomg khi tuong quan giita cac thong sb
mang bi phd v&, phuong phap thir hai la
phuong phap phat hién mau méi cho phép
phat hién cac tinh hudng khac vdi tinh hudng
d3 g3p. D li¢u thir nghiém dugc sinh ra tir
cong cu md phong ns-2 véi cac tinh hudng tan
cong gia dinh. Két qua thir nghiém cho thy
kha ning phat hién xam nhdp cua ca hai
phuong phap 1i tuong d6i tt, trong do
phuong phép thir nhat c6 nhiéu uu diém hon.
Trong nghién clru nay, chang t6i chua thir
nghiém dugc két qua phat hién xam nhap cho
trudng hop cac tic tir ¢6 thém kha nidng cong
tic trao ddi théng tin voi nhau. Phuong thirc
trao d6i cho tac tir, cach ra quyét dinh khi c6
thém thong tin tir tac tir khac va két qua thyc
nghiém s& la ngi dung cuia cac nghién ciru tiép
theo.

LO1 CAM ON

Nghién ciru dugc thuc hién véi sy ho trg
kinh phi cia dé tai NCCB do B§ Khoa hoc va
Cong nghé tai trg.
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