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witli Learning Meclianism 
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Tom tat 

Do ddc thii ciia mgng khdng ddy, gidi phdp phdt hiin xam nhdp mgng trdi phep cdn cd su 
thay ddi vd cdi liin so vai mgng cd ddy thdng thu&ng. Bdi bdo irinh bdy gidi phdp phdt 
hiin xdm nhg^ trdi phep mgng khdng ddy sir dung tdc tu vdi ca chi hgc mdy vd phdt hiin 
tinh huong bdt thucmg. Hai phuang phdp phdt hiin bdt thuang dugc lua chgn Id phuang 
phdp dya trin phdn tich luang quan giira cdc thugc linh vd phuang phdp phdt hiin mdu 
mdi bdng cdch thuc hiin cdc dnh xg vai hdm nhdn (kernel). Hiiu qud cua hai phuang 
phdp dugc thu nghiim vd so sdnh vdi nhau tren die Iiiu md phong hogt dgng cua mgng 
khdng ddy ad-hoc. 

Tit khod: mgng khdng ddy, phdt hiin xdm nhdp trdi phep, hgc mdy, phdt hiin bdt thudmg 

Abstract 

Due to the differences between wireless and traditional networks, intrusion detection 
techniques developed for the later should be modified lo be effective when applied to the 
former. This paper presents a solution to detecting intrusions in mobile wireless networks, 
which is based on intelligent agents with anomaly detection mechanism. We study two 
anomaly detection methods: the first method detects anomalies by analyzing cross-feature 
correlations, the second method uses kernel trick and margin maximization to detect 
novelty from log data. We present empirical results, which allow assessing and comparing 
the two methods when applied lo simulated ad-hoc networks. 

Keywords: wireless network, intrusion detection, machine leaming. anomaly detection 

1. Dî T V A N Dt, m^ng. Mang ad-hoc cd the de ding hinh thinh 
, , . . . . . ^ ^ . . < . vi hoat ddng trong nhQ-ng diiu kien khie nhau 

Mang khong day ad-hoc dugc t̂ o thanh . . . i f u^u- 7- I U - A U - - i.-
*.' r \-i L- 1 L- J- J- J- Ju' '• nh"' chien tranh, thien tai, khi cd hgi ngh|, tu cac thiet bi khong day di dgng. Khac vai .. , ',.i^ . . , , . .. ^ *̂ . . . " . . - / . J L m^ng giua cac thiet bi khong day trong gia 
m?ng khdng diy thong thuang, m?ing ad-hoc jjjjj, y ̂  
khdng cd h? tang m^ng e l djnh, vi dy khdng 
cd cac bg djnh tuyln dugc quy djnh tir trudc Ben canh sy tifn lgi mi mang khdng diy 
[6]. Cic mit m?ng diu tham gia vio vife djnh dem lai, nhirng dac diem cua lo?i mang niy 
tuyln vi chuyen tiep cic gdi tin sao cho cung dit ra nhieu vin de ve dim bio an ninh 
nhihig nut nim ngoii p h ^ vi lien l̂ c vd m^ng. Doi vdi m îng ed day truyen thdn ,̂ vifc 
tuyln tryc tiep cd thi lien l?c vdi nhau thdng ĥ n che xim nhip trai phep m?ng cd the thyc 
qua mit khie. Mgt trong nhihig uu dilm ca hifn tip trung, chang ĥ n nhd biic tudng lua. 
ban ctia m?ng ad-hoc la sy linh ho?t, khi ning Trong khi dd, do tfnh md va thieu co che quin 
thay d6i nhanh chdng thinh phin vi td pd lyjiP trung, vife tan cdng m^ng ad-hoc cd the 

dien ra ngay tir ben trong, tir mgi nut cua 
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m îng, do viy khdng thi xiy dyng sin cic 
m^ln an ninh co djnh cho loai m?ng niy. Cic 
yeu to khic cung giy khd khin cho vifc dim 
bio an ninh mang bao gom ngudn difn han 
ehl cua thiit bj mang, td pd mang dgng vi 
giao thirc mang ddi hdi cic nut hgp tic tren ca 
sd tin tudng lin nhau. 

Do nhung ly do neu tren, vifc dam bao an 
ninh cho mang khdng day ad-hoc cin cd 
nhirng thay doi thich hgp so vdi mang thdng 
thudng. Phuang phap dim bao an ninh thdng 
dung nhat la ngdn ngira xam nhap trii phep 
bang each sir dyng ca ehl xic thyc va ma hoa 
thdng tin. Tuy nhien, phuang phip niy cd the 
bj vd hifu hoi nlu cic nut mang da bj tan 
cdng va xim chilm (cd thi tir trudc khi tham 
gia vao mang), vi dy bj nhiem vi rut, bj dd 
mat khau, bj cac loi tran bd df m.v.v.. Cac nut 
nay deu cd khoi hgp If de tham gia vao mang 
va tien hanh tan cdng tir ben trong. De dam 
bao an ninh cho mang, do viy, ngoai vife 
ngan ngira xam nhip can ed them ca che phdt 
hien vk xir ly cac xam nhap trai phep khi cae 
xam nhap nay da hoae dang xay ra. 

Bai bao nay trinh biy mgt sd giii phap 
phat hifn xim nhip trai phep cho mang ad-
hoc. Vife phat hifn xim nhap trai phep dugc 
thyc hifn phan tan bdi cac tic tir hoat ddng 
tren mdi nut m^ng. Mdi tic tiir dugc trang bj 
ca ehl phat hifn dau hifu bit thudng tir dir 
lifu kiem tra eua mit. Hai phuang phap phat 
hifn bat thudng dugc trinh bay trong bii bio 
li phuang phap phin tich tuong quan giiira cic 
thugc tinh [3,11] vi phuang phap phat hifn 
miu mdi siir dyng cic hdm nhdn {kernel 
function) [I]. Phuang phip thiir hai dugc dl 
xuat cho mgt iimg dyng khac, va day la lan dau 
tien dugc siir dyng cho phit hifn xim nhap trii 
phep mang khdng diy. Vifc iimg dyng phuang 
phap nay trong phat hifn xim nhip mang ad-
hoc va so sanh vdi phuang phip thiir nhat cho 
phep lua chgn phuang phip cd nhilu uu dilm 
hom. Diy cung li ddng gdp quan trgng nhat 
ciia bai bao nay. 

Phan cdn l̂ i ciia bai bio dugc bo cue nhu 
sau. Phan 2 phin tieh sy cin thiit phai xay 
dyng ca che phit hifn xim nhap trai phep 

dudi d^ng tie tiir va md ti kiln tnic h 
hifn xim nhip. Phan 3 trinh biy hai p 
phip phit hifn bat thucmg siir dyng siir d 
thuit hgc miy. Phan 4 md ti cic thyc r 
vi kit qui. Phin 5 li kit luin ciia bii ba 

2. TAC TU* PHAT HIEN XAM T 
MANG TRAI PHEP 

2.1. Tai sao sur dung tac tir 

Nhu da nhie tai trong phan md diu 
vdi mang truyin thong, mang ad-hoc i 
cd ha ting mang cd djnh, moi niit man 
tham gia vio vifc djnh tuyen va chuye 
gdi tin mdt cich tu nguyfn. Do dac diln 
trong mang ad-hoc Ididng ton t^i co chi 
ly tap trung, moi niit chi ed thdng tin e 
vl trang thai mang. Die thd cua mang a 
cung khiln cho cic hanh ddng tan cdng 
cd thi xiy ra tir ben ngoii lin ben trong r 
bat cir nut nao cung cd the bj xim nhip 
nut khdng thi tin ciy hoin toin thdng t 
niit khac cung cap. Vifc phit hifn xim 
trai phep, do vay, phii dugc thuc hifn 
tan. Mdi nut cin tu chii trong vifc phat 
xam nhap vi ca che phit hifn xam nhif: 
tirng nut phai dua tren dir lifu cyc bg m: 
dd cd. 

Trong nhilu trudng hgp, cae hanh vi 
thudng ciia m^ng rat de bj nhim lin vai 1 
vi tan cdng m îng. Hf thong phit hifn 
nhip khi dd cd the dua ra nhiimg cinh bic 
Vifc kip hgp quylt djnh ciia nhilu nut M 
cd thi tang dg chinh xic cinh bio. Do 
cac mit cin cd ca che trao doi quyet < 
trudc khi dua ra canh bao. 

Tic tOr (mlm) la cic chuang trinh may 
cd kha nang boat dgng dgc lip vi dua ra qi 
djnh mgt cich ty chu. Ngoai ra, tic tix co 
nang trao doi thdng tin, cgng tic hoic c 
tranh vdi tic tiir khic. Cac die dilm nay 
tic tiir phii hgp vai nhCmg yeu cau ve hf \ 
hifn xim nhip trii phep cho m?ing ad-
dugc phan tich a tren vi se dugc siir dyng i 
kien true ca sd eua hf phat hifn xam nhip 
phep. 
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\X Ki^n true hf t ic tir phit hifn xam nhap 

• Tren hinh I l i kiln triic hf thong tic tir 
Jiit hifn xim nhfp trii ph6p [11]. Moi nut 
inyng cd mgt tic tiir cua rieng minh. Tic tiir 
^ ddi do- lifu kiem tra ma mit cd va phit 
liifn cic diu hifu bit thtrdmg bing mgt trong 
flic thuit toin mo ti dr phin sau. Khi phit hifn 
tinh hu6ng khi nghi, tic tir se giiri thdng bao 
0i cic tic tu ling gieng. Tic tu lang gieng d 
^y ii tic tiir cua cic nut nim trong vung lien 
Ijc vd tuyln tryc tilp vai nut hifn t^i. Phin 
|i6i ciia tie tu ling gilng cho phep tang hoac 
giim miirc dg cinh bio. Ching ban trong 
trudng hgp nhieu niit cimg cd phin hoi ve 
xim nhip m^ng, tinh chinh xic ciia cinh bio 
s6 cao han. 

Trong ph^m vi nghien ciru nay, chiing tdi 
mdi ĥ n che trong vife nghien ciiru inh hudng 
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ciia ea ehl phat hifn xam nhip tren timg tic 
tu. Anh hudng ciia vifc tucmg tic giii-a cic tic 
tiir tdi hifu qui toin hf thong sg dugc dl eip 
trong nhihig nghien ciiru sau. 

3. PHAT HI$N BAT THlTdNG TRONG 
HOi^T DONG CUA MANG AD-HOC 

Phin nay trinh biy ca ehl phit hifn xim 
nhap trii phep ciia timg tic tu dya tren thdng 
tin cue i)g mi tie tir ed. 

Nguyen tac chung cua hf thong phit hifn 
xim nhip mang trii phep li phan tich cic 
hanh vi ciia ngudi dimg hay chuang trinh thi 
hifn qua dir lifu kiim tra (audit data), tren ea 
sd dd phat hifn cic hinh vi cd lien quan tdi 
xim nhip trii phep. Cd hai cich chinh dl phit 
hifn xim nhip li phdt hi^n dung sai (misuse 
detection) vi phdt hi^n bdt thuang {anomaly 
detection). 

tac tiir 

a-
tic tiir ! 

fi-

Thong bio co 
xam nh$p, phin 

hoi 

Hmh 1. Kien trdc h^ thong phdt hi^n xdm nhgp trdi phep sir dung tdc tir. Cdc duang khong lien 
net ndi cac nut co lien Igc v6 tuyen true tiep 

Phit hifn dimg sai li phuomg phap luu lai 
mdu ddc trung ciia cic kilu xim nhip m^ng 
d3 biet vi so sinh mlu vdi ho t̂ dgng hifn thdi 
ciia m^ng. Mau die trung cd thi li chudi cic 
hinh vi lien quan tori cic tan cdng hoae hfu 
qui ciia cae dgt tin cdng m îng. Vi dy, chudi 
cic thao tic ding nhip sai mit khiu lien tilp 
thudng li mau hinh vi cua kilu xim nhip siir 
dyng k$̂  thuit dd mit khiu. Lfu dilm cua 
phuomg phip phit hifn dimg sai li dom giin. 

nhanh, vi cho phep phit hifn khi chinh xic 
cic hinh thii-c tin cdng dk bilt. Tuy nhien 
phuang phip niy khdng cho phep phit hifn 
cic kieu tin cdng mdi. 

Phuang phip phit hifn bit thudng phit 
hifn va cinh bio vl cic hifn tugng khdng 
binh thudng trong hô tt dgng ciia ngudi dimg, 
chuomg trinh hoic hf thong m^ng. Hifn tugng 
khdng binh thudng dugc phit hifn dya tren 
vife so sinh vdi ho t̂ dgng binh thudng di 
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dugc ghi nhin trudc dd, vi dy chudi nhimg 
lfnh ma mgt ngudi diing cy thi thuang su 
dyng trong cac phien lim vife, hay tin suit 
thay ddi thdng tin djnh tuyln. Do khdng cin 
bilt trudc thdng tin vl cic dang tin cdng cy 
thi, phuomg phip niy cd khi nang phit hifn 
nhQ-ng kilu tin cdng mdi. Nhugc dilm ciia 
phuang phap niy li khd xic djnh chinh xic 
kilu tin cdng vi cd ty If cinh bao nhim cao. 

Do uu dilm ciia phucmg phap phit hifn bat 
thudng trong vifc phit hifn cic dang tan cdng 
mdi, phin cdn lai ciia bii bio se chi tip trung 
nghien curu phuang phip phit hifn xim nhip 
niy. Cy thi, chiing tdi se trinh biy vi so sinh 
bing thyc nghifm hai phuang phip phit hifn 
bit thudng la phucmg phip phin tich tuomg 
quan giira cic thugc tinh [3] vi phuang phip 
phat hifn miu mdi (novelty detection) sir 
dyng him nhan [1]. Phin tich thuang quan 
giu-a cac thudc tinh li phuomg phap dugc dl 
xuat rieng cho dir lifu kiem tra ciia mang 
khdng day ad-hoc trong khi khi phuang phap 
phat hifn mau mdi li phuang phap tdng quit 
duge de xuat de phit hifn bit thudng cho cic 
lo î dii- lifu khac nhau va chua dugc thir 
nghifm eho bai toin phit hifn xam nhap 
m?ing. 

3.1. Phan tich turorng quan giura eac thuoc 
tinh 

Phuang phip phin tich tuomg quan giiira 
cae thugc tinh dya tren gii thiet: trong diiu 
kifn binh thudng, cic thdng sd hay thudc tinh 
khic nhau cua mang khdng diy ad-hoc tuomg 
quan vdi nhau. Ching h^n, do khoing cich va 
toe dg di chuyin nut mang cd inh hudng din 
chit lugng truyen tin, trong dieu kifn binh 
thudng, ty If ^di tin bj mit ty If thuin vai 
mire do thay ddi td pd mang. Cae tuomg quan 
nhu vay cho phep dy doin gia trj ciia timg 
thdng sd dua tren gii trj cic thdng sd khic. 
Gia tri du doin sau dd dugc so sinh vdi gii trj 
quan sat dugc. NIU gii trj dy doin ciia thdng 
so khac vdi gii trj thyc quan sit duge thi diy 
cd the li diu hifu bit thudmg lien quan tdi 
xam nhap mang. 

Gia sir dii- lifu kiem tra bao gdm n thugc 
tinh {fif... f„). Gia trj moi thugc tinh f 
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dugc d\r doin tir eie thugc tinh cdn lai 
...fi.h-J'i*!.--/,} bing each sir dyng phu 
phip hgc miy va phin loai ty dgng. Neu 
thugc tinh cd gia trj rdi rac, moi gii trj ci 
dugc coi nhu mdt nhrn phin loai, neu, 
thugc tinh lien tuc,y; s5 dugc rdi rac ho; 
trd thanh thugc tinh rai rac (ed thi tryc til| 
doin gii trj cic thugc tinh lien tyc, khi d 
cd bai toin regression thay vi classificat 
tuy nhien phuang phip du doin gia trj rdi 
cho kit qui tot hom va se dugc sCr dyn 
day). Bg phan loai C, la mgt inh xa 

Ci: {fh —Ji-h—Ji+l'---Jii} —>yi 
Bg phan loai C, dugc huin luyfn trer 

lifu kiem tra cua mang. Diy la dir lifu k 
tra dugc ghi lai tiir trudc trong cic tinh hu 
khdng cd xim nhip trii phep. 

Vife phit hifn bit thudmg dugc thyc I 
nhu sau. Trudc hit, sur dyng bg phan loai 
dl du doin gii trj f tir gia trj cic thugc 
cdn lai. Sau dd, so sanh ket qui tinh dugc 
gii trj thyc tl. NIU tong sd thudc tinh cd 
trj dy doan triing vdi gii trj thuc nhd han 
ngudng ^cho trudc, tire li neu 

Y^5{Ci{x),f{x))<0, trong 
1=1 

5{a,b) = 1 nlu a = 6 va 6{a,b) = 0 nlu o = 

thi dua ra cinh bao ve kha nang m^n; 
xim nhip trii phep. 

Mgt vin de cd inh hudmg ldm tdi ket 
du doan la lya chgn phuang phip hgc mi} 
phan loai phu hgp. Trong eac thyrc ngh 
trinh biy d day, chiing tdi lya chgn 
phuang phip hgc miy li cay quyit dinh C 
[10] vi support vector machine {SVhf) 
Ciy quyet djnh la phuang phip hgc may 
bilu va tuomg doi don giin trong khi SVN 
phuang phip ra ddi sau va cho kit qua p 
\o^\ tdt horn cic phuang phap khic trong ni 
iirng dyng khic nhau. 

Cay quyet dinh C4.5. C4.5 la phu. 
phap bieu dien ham phan lo^i dudi dang 
quylt djnh. Qui trinh huin luyfn la qui U 
xay dyng cay quylt djnh cho phep phan 
tdt nhat cac vi du huan luyfn. Tai mdi nut 
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ciy, C4.S phan chia cic vi dy huin luyfn 
thinh hai niit eon bing cich so sinh gii trj 
mgt thugc tinh. Thugc tinh dugc chgn la thugc 
tinh cho ph^ t^o ra hai mit con cd entropy 
thdng tin nhd nhit. 

Support vector machine. SVM xiy dyng 
him phin lo^i dudi dang mgt sieu phing 
trong khdng gian d chilu vdi d li kich thudc 
ciia vecta dOr lifu {d = n-l trong bai toan dang 
xet). Gii sii cho m vi dy huin luyfn (x,, >>,) e 
51'' X {±1}, I = \,...,m, tucmg irn^ vdi m dilm 
trong khdng gian Dl Cac d chilu. SVM su 
dyng him phan loai dudi dsing sieu phing 

(w.x) + Z> = 0,we9?'',6e'iR (1) 

Cic trudng hgp nim ben dudi sieu phing 
nay se cd phin lo î -I, cic trudng hgp nim 
tren cd ptiin lo^i +1. Ndi cich khac, ham phin 
lo î dugc sir dyng la him 

/(x) = sgn((w.x) + 6) (2) 

Ggi tong khoang each tir sieu phang eho 
bdi (1) tdi cic vi du huin luyfn vdi nhin +1(-
1) gin nhat la "li" {margin). SVM lya chgn 
ham phin loai tuang iirng vdi sieu phing cd ll 
cyc d^i. Sir dyng ly thuylt hgc may cd the 
chimg minh sieu phang vdi ll cyc d̂ ii cho ket 
qui phin lo?ii tdt nhat vdi cac trudng hgp 
phin lo î mdi. 

Sir dyng cic biln ddi cua hinh hgc giii 
tich va phuang phap Lagrange, sieu phing toi 
uu dugc xiy dyng bang each giii bai toan toi 
uu hoi sau: 

Tim s6 nhin Lagrange a, cho phep cyc 
d̂ i hoi him 

m . "> 

1(a) = J ] a, - - J]a,ayJ>'f.)'y(X/*y) 0) 
i . i i.y-i 

thoi man diiu kifn or, > 0, / = l,...,m vi 
m 

(4) 

«,ly,((w.x)+*)-i]=o (6) 

Y,°>y' = 0 
(-1 

Gii tri w va i sau dd dugc tinh theo cic 
bieu thiire sau 

w 
(5) 

Vife xiy dyng him phan loai nhu tren chi 
cd thi thyc hifn trong trudng hgp ton t^i him 
tuyen tinh (sieu phing) phin chia vi dy vdi 
nhin khic nhau. Tuy nhien, tren thyc tl, da so 
him phan loai li phi tuyln. Dl giii quyet vin 
dl nay, thay vi tim sieu phing (1) trong khdng 
gian goc, trudc hit du- lifu dugc inh x^ sang 
khdng gian (nhilu chilu hom) H bdi phep inh 

xa 
(D:<R -̂>H 

x,->1)(x,) (7) 

Do bilu thirc (3) chua tich vd hudng x,.x„ 
thay vi tinh inh x(i <I)(x,) cua xi trong H, ta cd 
thi tim ham K sao cho ^(x,. x,) = <i>{x,). <D(xy). 
Him K nhu viy dugc ggi li "Aam nhdn" 
{kernel function). Cic him nhan ddng vai trd 
quan trgng vi sir dyng ham niy cho phdp trinh 
vifc tinh toin tryc tilp trong khdng gian H. 
Bilu thiire (3) khi dd dugc vilt lai nhu sau: 

m . m 

L{a) = Y,a, -- Y,aiajyiyjK{x,,Xj){S) 
i - i • i.J'i 

Qui trinh huin luyfn bf phin lo î SVM 
dugc thyc hifn bing cich giii bii toin tii uu 
hoi (8) vdi cac ring huge (4). 

Do SVM chi cd thi phin chia cic trudmg 
hgp thinh hai ldp, doi vdi bai toin phan lo^i 
nhilu ldp nhu trong trudng hgp cic thugc 
tinh, nhieu bg phin lo î SVM sg dugc siir dyng 
cho mgt thugc tinh, mdi bg phin lo î cho phfp 
dy doin thugc tinh cd mgt gii trj cy thi nio 
dd hay cd cic gii trj khic. 

3.2. Phit hifn mau mdi 

Phat hifn miu mdi (novelty detection) li 
bii toin xic djnh dî  lifu hay tin hifu khac vdi 
du- lifu binh thudng ma hf thong di gip trong 
qui trinh huan luyfn. Diy li lap bai toan cc 
nhilu irng dyng trong thyc tl. Ching h^n 
phuomg phap phit hifn miu mdi cd -thi su 
dung trong chin doin Idi bing cich phit hifr 
ho?it dgng khic vdi binh thudng ciia dgng cc 
hay cac thiit bj khac. Do gia trj thyc tl cua ba 
toan nay, nhilu phuomg phip phit hifn mat 
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mdi di dugc dl xuit vi thiir nghifm. Tdng 
quan vl cic phuomg phip niy cd thi xem t̂ i 
[4.5]. 

Trong bai bio nay, chiing tdi lya chgn thiir 
nghifm phuomg phap phat hifn mau mdi siir 
dyng ham nhan kit hgp vdi quy hoach tuyen 
tinh [1] cho bai toin phat hifn xim nhip 
m n̂g khdng day. Phuomg phip niy dugc lya 
chgn do cd mgt sd uu diem: qui trinh huan 
luyfn ddi hdi tinh toin it, chi phy thudc vi 
mgt tham sd duy nhit. 

Cho du- lifu huan luyfn x, e 9?'', / = 
l,...,m. Y tudng ca bin cua phuang phip li 
xay dyng mgt ham phan loai nhj phin sao cho 
ham nay nhin gii trj duang trong vimg phin 
bo eiia dii- lifu huan luyfn vi nhin gia trj im d 
ngoai vimg niy. Thdng thudmg, ham phin lo^i 
nhu viy khdng phai li ham tuyen tinh. D I siir 
dyng him tuyln tinh, dii lifu dugc inh xa 
sang khdng gian H tuomg ty nhu trong ky 
thuit SVM trinh biy d tren x,-><l)(x,). Dk 
tranh phai tinh toin vdi inh x^ ciia x„ ta cd 
thi siir dyng barn nhin K{Xi, x,) = 0{Xi).d>{Xj) 
tuang ty nhu phin tren. 

Trong khdng gian goc 9?'' ham phin lo^i 
can tim cd d^ng mgt mit bao bgc liy cic dilm 
tuong iimg vdi dii- lifu huin luyfn. Trong 
khdng gian inh X9 H, him phin lo^i s8 trd 
thinh sieu phing f{z) = Z, Oi K(z,Xi) + b. 
Phuomg phip phit hifn mau mdi trinh biy d 
diy lya chgn sieu phing gin cic dilm dQ- lifu 
nhit sao cho toan bg cic dilm dir lifu nim vl 
mgt phia hoic nim ngay tren bl mit sieu 
phing. Sieu phing toi uu niy ed the tim bing 
cich cyc tieu hoi him 

1=1 

J^aiK{Xi,Xj) + b 

vdi ring huge ^ a,./r(x,., x^) + 6 ^ 0 

WI 

va5]a,=l,ar,>0 (11) 
1=1 

Diy li bii toan quy hô ch tuyln tinh 
truyin thdng vi cd the giii bing phuang phip 
dan hinh hoic cic phuomg phip quy hô ch 
tuyln tinh khie. Uu diem ca bin ciia phuomg 
phip niy li qui trinh huin luyfn bing cich 

giii bii toin quy ho ĉh tuyln tinh ddi hdi t 
toin it hom nhieu so vdi giii bii toin < 
hoach bic hai (8) trinh biy a phin trudc. 

Sau khi huan luyfn, vi dy mdi x se di 
phan loai bai ham 

m 

f{x) = sgn{^a,K{Xi,x) + b) (L 
1=1 

Nluy(x) < 0, X se dugc coi la mau mdri 
li diu hifu xim nhip mang trong bii t( 
dang xet. 

Trong cic thuc nghifm trinh biy d d 
chiing tdi siir dyng him nhan RBF' 

K{x,,x,) = ^^--'^'''''' (1-

Diy li him nhan cho phep t^o ra him r 
phin lopi bao kin cic vi dy huin luyfn tre 
khdng gian goc. Thuit toin huin luyfn khi 
cd mgt tham so duy nhit la a. Gia trj tham 
niy se dugc chgn bing thyc nghifm. 

4. THU" NGHIEM 

Trong phin nay.chiing tdi trinh biy 1 
qui thir nghifm vi so sinh hai phuang ph 
phit hifn xim nhip trinh biy d phan tren c 
dî  lifu md phdng. 

3.1. DCr lifu mo phdng 

Du- lifu thyc nghifm dugc sinh ra tir 
cdng cy md phdng mpng ns-2 [14]. ns-2 
cdng cy md phdng mang duge sir dyng rd 
rii trong cic nghien cuu ca ve mang co d 
cung nhu khdng diy. 

DQ- lifu huin luyfn dugc tpo ra trong th 
gian 20000 giay. Hai kjch bin chiia cic ti 
huong tin cong dugc tpo ra trong thdi gi 
7000 giiy. Giao thiire djnh tuyen la Ad-h 
On-demand Distance Vector {AODV) Ci 
thiire ting vpn chuyin duge chgn 
UDP/CBR(co«5to«/ bit rate) vi TCP, cic c 
niit-nguon dugc trii ngiu nhien tren toan 1 
difn tich vat ly cda mpng. Kich thuoc goi t 
dugc CO djnh li 512B. Td pd mpng dugc t 
ra bing cich siir dyng md hinh chuyin dgi 
random waypoint tren mgt vung hinh vudi 
kich thudc 670 x 670 m vdi 20 nut mpng. C 
mit di chuyin giira cic vj tri vdi toe dg h 
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glo nhien trong khoing 0-10m/|iiy. 
''an tpm <l^g E'^^ ^ ^ '^" *̂ chuyen l i 
^ pay l i cic tham so thudmg gip trong 
'^-hoc v i l i tham so mic djnh trong 

*A Icjch ban miu di kem eie modun ciia 

JJ.2. cnu .7 
^IjSgi iy-

rA thi g'* '̂"'̂  "'̂ '̂ ^ '''̂ " *̂ " *̂ °"̂  '̂ '̂̂  
I' ^ c i c dpng tan cdng thdng thudng la: 1) 
nh*"- . jAgj, thong tin djnh tuyln vdi cic hiu 
^ ^ u tpo ra cic ho den trong mpng hay tpo 
*'"*h trinh trong cic bing djnh tuyln; 2) thay 
^i?J!ix„a tin luu lugng vdi cac hpu qui nhu 
S i nSt g6i tin, tin cdng tir chdi djch vy. 
p, - ng thvrc nghifm ciia chiing tdi, tjnh 
inJam c6ng gii <̂ inh dugc sinh ra bing 
T h sii dyng »6p ErrorMociel cua ns-2 vdi 

••thiit CO tit c i 4 mit mpng bj xam nhpp va 
uV«.vgn nhan giy mit gdi tin. Ty If gdi tin 
bj USt dao dgng tCr 0.0 (0%) den 1.0(100%). 

3.2. Lya chgn thugc tinh 

Cac thugc tinh dugc lya chgn nhu khuyin 
' trong [11] vi die trung cho ba thdng so 

*̂ ?nh ciJa mang la luu lugng, thdng tin djnh 
tavin vi to p6 mang. Ten viet tit va y nghTa 
S thugc tinh sOr dung trong thyc nghifm 
dugc cho. 

Trong cic thugc tinh lift ke trong bing I, 
thudc tinh diu tien die trung cho luu lugng, 
hai thudc tinh tilp theo die trung cho thdng 
tin dinh tuyen, cic thugc tinh cdn Ipi dpc trung 
cho chuyin dgng cua niit hay td pd mpng. 

Bing 1. Cac thugc tinh sir dyng trong thiir 
nghifm 

Ten thufc tinh Y nghTa 

PCH 
VELOCITY 

RDC 

DISTANCE 

% thay dii luu lugng 
% thay doi trong bang djnh 
tuyen 
% thay dii si lugng hop 
toe df di chuyin cua niit 
dg thay doi khoing cich 
tuong ddi 
khoing cich tdi vj trf liy 
mSu lin cuoi 

De sir dyng lim dir lifu phin lopi vi kiem 
tra, cic thugc tinh dugc rdi rpc hoi. Gii trj 
cua PSTC, PCR, PCH, RDC dugc chia thinh 
siu khoing bing nhau, mdi khoing tuomg iimg 
vdi mgt nhan. Gii trj VELOCITY vi 
DISTANCE dugc rd-i rac hoi thinh 10 gii trj 
ung vdi 10 khoing bing nhau. 

3.3. Thuat toan phan loai 

Thuit toin hgc ciy quylt djnh d u ^ lay 
tir bg cdng cy Weka [12] vdi thdng sd mic 
djnh. Phuang phip SVM su dyng phien ban 
SVM light ciia Joachim [13]. Cic ham nhan 
dugc thii nghifm la him da thiire 

K{x,,xj) = {x,.xj)'' ,d>l 

(trong thu nghifm chiing tdi siir dyng ham 
nhin da thiire vdi rf = 1,2, 3), vi ham RBF 
(hay Gausse) 

i^(x,x,) = e-'l«->l̂ ''̂ '̂ ' 

Kit qui thir nghifm cho thay ham nhan 
da thiire cho kit qui phat hifn xim nhpp kem 
hom ham nhan RBF vi do viy se khdng dugc 
trinh bay d day. 

Doi vdi phuang phip phan tieh tuomg quan 
thugc tinh, ngudmg phat hifn cinh bao 9 dugc 
thay ddi trong khoing 0.8-1 vdi khoang each 
li 0.5. Ty If cinh bio chinh xic va cinh bio 
sai dugc ghi Ipi cho moi gii trj ciia 0 . 

Doi vdi phuomg phip phit hifn miu mai 
trinh biy trong phan 2.2, bii toin quy hopch 
tuyln tinh duge giii bing phuang phip 
simplex. Ham nhin sir dyng la him RBF v6i 
cic gii trj a khic nhau. 

Ket qui phit hifn xim nhap duge danh gii 
theo hai tieu chi: ty /f phdt hi?n xdm nhgp v i 
dg chinh xdc. Hai tieu chi niy dugc djnh 
nghTa nhu sau. 

Sl lugng xim nhf p 
Ty If phit hifn phit hifn dung 

xam nhip = S6 lugng xim nhip 
thycti 

Df chinh xic = 

Sl lugng xim nhfp phit 
hifn dung 

s l lugng xim nhfp phit 
hifn dugc 
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Trong djnh nghia tren, so lugng xam nhip 
dugc tinh bing tdng so lugng mau liy tron^ 
thdi gian xiy ra xim nhap chiir khdng phii so 
lugng phien xam nhap. Hai tieu chi tren cd gia 
trj dao ddng tir 0 tdi 1. 

Cic gia trj nguang 9 va tham sd ham nhin 
a khac nhau cho kit qua vdi ty If phat hifn 
xam nhap va do chinh xac khac nhau. Tren 
hinh 2 la bilu do gia trj hai tieu chi danh gia 
eho phuang phap phin tinh tuomg quan thugc 

tinh siir dyng ciy quylt djnh C4.5, siir 
SVM vi phuang phip phit hifn mdri trinl 
trong phin 3.2. Tryc hoinh bilu thj ty If 
hifn xam nhpp, true tung li dg chinh xac 
gii trj niy cing eao, tiirc li cic dilm ciia c 
nim cang gin gdc tren ben phii thi cang t 

Do thi tren hinh 2 cho thiy vdi gi 
tham so duge lya chgn phii hgp, cic phi 
phap dugc thiir nghifm diu cho kit qua 
hifn xam nhpp trii phep tuomg doi tdt. 

o 
•o-
Q 

1 

0.9 

0.8 

0.7 

0.6 

0.5 

0.4 

0.3 

0.2 

0.1 

0 

I^TT 

• 
- • C4.5 

--*--PHm6'i 

1 1 r— 

0.2 0.4 0.6 0.8 1 

Ty If phat hifn xam nhfp 

Hinh 2. Biiu dg gid tri recall vd precision cho phirang phdp phdn tich tirang quan giOa ci 
thugc tinh sir dying cay quyet dinh C4.5, SVM vd phuang phdp phdt hi^n mdi sir dimg hdm n 

vd quy hogch tuyen tinh 
Trong hai phuomg phip trinh bay d phan 

tren, phuomg phip phin tich tuomg quan thugc 
tinh cho kit qui tot hom phucmg phip phat 
hifn mdi. Cd the giii thich ket qui tot ban cua 
phuomg phip phan tich thugc tinh la do 
phucmg phap nay da tinh tdi die thii ciia mpng 
ad-hoc, trong dd mgt sd thdng so hopt dgng 
cua mpng cd tuomg quan vdi nhau trong diiu 
kifn binh thudmg. Cung nhu trong nhilu irng 
dyng khic, bg phan lopi SVM cho kit qui tot 
ban ciy quylt djnh. Tuy nhien, dl dpt duge 
kit qua tot vdi SVM, vin dl quan trgng la lya 
chgn ham nhin phii hgp. Ham nhan cd thi lya 
chgn qua thyc nghifm, ching han bing 
phuang phip kiim tra cheo (cross-validation). 
Tuomg ty nhu vpy, gia tri cac tham so ^ va CT 
su dyng d tren cung dugc lya chgn cho trudng khdng day ad-hoc vi cic die dilm ciia di 

hgp cy the bing each kiem tra cheo tren 
dir lifu miu. Gii trj dugc chgn la gia trj 
kit qui kiem tra cheo tot nhat. 

vin dl lya chgn ham nhan va tham so 
ham nhan cung ed gia trj quan trgng doi 
phuang phip phat hifn mdi. Nhu cic tic 
ciia phuang phip niy da nhpn xet, gii trj ti 
so a chi cd thi lya chgn chinh xic tn 
trudmg hgp cd du dir lifu huin luyfn va k 
tra, hope cd them thdng tin ve bai toan < 
phep lya chgn gia trj o phu hgp. 

5. KET LUAN 

Bai bao da phin tinh sy quan trgng > 
vifc phat hifn xam nhpp trii phep trong ms 

320 



HOi thio ICT.rda'06 Proceedings of ICT.rda'06. Hanoi May. 20-21. 2006 

l ^ g niy c6 lien quan tdi vin dl phit hifn 
i ^ nhip. Cic phin tieh eho thiy hf thong 
phit hifn xim nhpp trii ph6p cho mang ad-
1,0c nen dugc xiy dyng phin tin dudi dpng 
^ t ic tiir vdi co che ra quylt djnh dya tren 
thdng tin eye bg dong thdi vdi khi nang trao 
^ i kit qui vdri t ic tiir khic. Hai phuang phip 
phit hifn xim nhpp trii phep eho tie tiir da 
dugc trinh bay v i so sinh bing thyc nghifm. 
Ci hai phuang phip diu dya tren nguyen tic 
phit hifn tinh trpng bit thudng trong hf 
tiling. Phuomg phip diu tien phit hifn bit 
thudng khi tuong quan giii'a eie thdng so 
mpng bj phi vdr, phuang phip thii hai li 
phuomg phip phit hifn miu mdi cho phep 
phit hifn cic tinh hudng khic vdi tinh huong 
di gip. DO- lifu thiir nghifm dugc sinh ra tir 
cdng cy md phdng ns-2 vdi cic tinh huong tin 
cdng gii djnh. Kit qui thu nghifm cho thiy 
kha ning phit hifn xim nhpp ciia ci hai 
phuang phip li tuomg doi tot, trong dd 
phucmg phip thiir nhit cd nhieu uu diem ban. 
Trong nghien ciru niy, chiing tdi chua thir 
nghifm dugc kit qui phit hifn xim nhpp cho 
trudmg hgp cic tic tiir ed them khi ning cgng 
tic trao doi thdng tin vdi nhau. Phuang thiire 
trao ddi cho tie tu, cich ra quyet djnh khi cd 
them thdng tin tir tic tiir khic vi kit qui thyc 
nghifm se la ngi dung eua cic nghien ciiru tilp 
theo. 

Ldl CAM ON 

Nghien ciiru dugc thyc hifn vdri sy ho trg 
kinh phi eiia dl tii NCCB do Bg Khoa hgc vi 
Cdng nghf tii trg. 
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