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PHAN TiCH HIEU NANG BAO MAT THONG TIN &' LOP VAT LY
VOT CAC KENH TRUYEN FADING HON HQP RAYLEIGH/HOYT
PHYSICAL LAYER SECURITY PERFORMANCE OVER MIXED
RAYLEIGH AND HOYT FADING CHANNELS

Ha Dic Bink, Vin Phit Tudin
Khoa dign tie-vién théng, Trwomg Pt Hoe Duy Tan

. Tém tdt: Trong nhimng ndm gdn ddy, bdo mdt & 16p vit Iy duope coi la mot edeh tidp edn moi va
noi lén thanh dé ta hdp din thu hit nhiéu nha nghén ci hién nay. Trong bt bdo nay, ching 161
khdo st hidu nang bao mar ¢ 1op vat Iy cila hé thong clia cdc thiét by déu cuth don dn-ten, co su hién
dién ciia thiét by nghe lén don dn-ten thu dong qua cdc kénh fruyén cé fading khdc nhau
Rayleigh/Hoyt. Deic bigt, ching 61 di tim ra cong thie tink xdc sudt khde khong cia dung heong bdo
mat vér xdc sudt dimg bdo mat cia kg thing bang cdch sir dung disc tinh thong ké cia ti 18 tin Inéu trén

nhibu. Két qud mé phong Monte-Carlo dé ciing cd tinh ding ddn cia két qua phan tich.
Ter khod: bdo mat lop vét Iy, dung lwong bdo mdt, Rayleigh fading, Hoyt fadmg, théng tin vé

tupén.

Abstract: In recent years, physical layer security is considered to be a new approach emerged as
arractive themes attracted many researchers today. In this paper, we investigate the physical layer

secrecy performance of a single-input single-outp

1 system

g of single devices, in the

presence of a single passive

over di I

Jading ch Is: The legal/illegal

(28
channels are subject to Rayleigh/Hoyt fading, respecnively. Specifically, expressions for the existence
probability of secrecy capacity and the secrecy outage probability are derived by using statistical
characteristics of the signal-to-noise rano. The analytcal results are verified by Monte-Carlo

simulations.

Keywords: physical layer security, security capacity, Rayleigh fading, Hoyt fading, wireless

communmecation.

1. Gidi thiéu

Trong nhiing nim gin day, sy pht trién
nhanh chong cta truyén théng vé tuyén di
anh hudng ngay cang to lon den cic linh vuc
kinh t& x3 hai. Didu nay d3n dén vin dé bao
mit théng tin trong mang vé tuyén ciing ngdy
cang dugc quan tAm va ndi 1&n thinh mét vin
dé nong, dic biét trong céc linh virc tai chinh,
ngdn hing, an ninh, quin sy.

Do 44 phirc tap va dé tré thip, cling nhu
tinh kha thi & 16p vét Iy (PHY) va kha ning
clng ton tai voi cac co ché bio mat ma hoa
hién c6 ma né co thé ndng cao mirc d tong
thé vé an toan thong tin. Vi vdy, bio mit &
16p PHY duya trén thuyét théng tin da thu hut
duge sy quan tim nghién clu ciia cic hoc gia
trén khp thé gidi.

Céc nha nghién ciru 43 tip trung gin day
vé cac vén dé an ninh théng tin & PHY trong
hai cach tiép cdn chinh: bao mét dua trén
khéa va bao mat khong dya trén khoa [1]

Phuong phép tiép cin du tién 12 tim
khéa bao mét dua trén céc dic tinh clia mdi
truomg truyén din Vi du, ngudi st dung
khac nhau s& c6 mét phién ban nhidu khac
nhau cia tin hidu truyén, cha phép tao khoa
bao mit va khoa niy duoc sir dung dé dim
béo an toan thong tin gilra ngudi sir dung hop
phap. Cach tiép cén thir hai tap trung vao
viéc xdy dung mét co ché mi héa ngiu
nhién, nhim mye dich che gidu dang thang
tin trong cong ddng d& 1am suy yéu cac thiét
bi nghe trém bing cich anh xa m3i ban tin
cho nhiéu tir mi theo mdt phin b xac suit
thich hop. Biing cach ndy, sy mo hé téi da
duoc gy ra tai thiét bi nghe trém.

Céc phuong phap danh gia liéu hé théng
0 kha néng bio dam an ninh tai PHY ciing
dang thu hiit hon cic nha nghién ciru trong
linh vuc nay [2-4]. Trong [2], dya trén Iy
thuyét thong tin trong d6 hai déi tac hop
phap giao tiép v&i kénh cb cung fading
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nhl.mg dée lap vé&i kénh may nghe trém, cic
tic gia da xac dinh dung luong bio mit img
véi mét xac sut dimg bao mat va cung cap
mét dic tinh hoan chinh ciia téc & tmyen 101
da ma cac ké nghe trom khong thé giai ma
bit ky thong tin. Trong [3], cac tac gia khao
st dung lueong bio mat PHY ciua mét hé
théng truyén thdng bao gdm mét may phat da
an-ten sit dung co ché lya chon &n-ten va mot
may thu don in-ten, trong su hién dién cua
mét may nghe trdm da an-ten. Céc' tac gia
cia [4] da phén tich tic dong cia moi twong
quan gifia céc dn-ten dén higu nang bio mat
wong hé théng da in-ten MIMO, trong d6
may phat sit dung co ché lya chon dn-ten
trong khi nguéi nhin va may nghe frém thuc
hién két hop ty 16 t6i da vai twong quan tiy
y.

Cho dén nay, hdu hét cic céng trinh
trude day vé bao mat PHY déu cho réng cac
kénh hop phap twong tw nhu cic kénh bét
hop phap Tuy nhién, trong nhidu tinh hudng
thire 8, gla dinh ndy khéng con dung do su
di chuyen ciia thiét bi di déng tao ra cac kénh
truydn ¢o fading khac nhau. Li va cic cong
su [5] khao sat tde d6 bio mét thyc hién
dugc cho kénh AWGN, trong khi kénh ctia
ké nghe trom la fading Rayleigh.

Theo su hidu biét cia ching t6i, chua
¢bng trinh nao dé c4p viéc danh ga nang luc
bao mit cia hé t.hong bao gdm cic thiét bi
don an-ten, trong su hién dién ctia mét thiét
bi nghe lén thu ddng don in-ten trén cic
kénh fading khac nhau Raylelgh/Hoy‘t Ms
hinh kénh fading Hoyt cung cap mot phép do
kénh thir nghiém rét chinh xdc véi cac img
dung truyén théng khéc nhau, nhu th&ng tin
di ddng vé tinh [6]. Trong bai bao ndy, ching
i tinh duoc bidu thic cho xac suat ton tai
cua dung luong bdo mat va xic suét dimg
bao mit cia hé thong sty dung dic tinh théng
ké cia tin hiéu wén nhidu (SNR) coa cic
kénh fading khac nhau Rayleigh/Hoyt. Cac
biéu thirc nay cho phep chiing ta danh gia
kha niing bio mat cia hé théng don diu vio
dhu ra (SISO).

Phén con lai eva bai bao dugc duge sap
xep nhu sau. Phin 2 giéi thiéu mé hinh hé
thong va kénh truven Phén 3 phan tich va
tinh toan tinh xdc sudt khac khdng cua dung
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lugng bio mit va xac sudt ditng bio mét ciia
hé théng. Phan 4 13 két qua md phong, phin
tich vi thao ludn. Cudi cung, phan 5 13 phin
két ludn.

2. M hinh h§ théng va kénh truyéa
Ching ta xem xét md hinh hé théng nhu hinh
1. Alice va Bob 12 ngu&i sit dung hop phip
ciia hé théng SISO. Trong khi Eve I3 ké nghe
wdm thu déng im cich trich thong tin ti
Alice ma khong che ddng tan cdng. Alice,
Bob va Eve la nhimg thiét bj don #n-ten,
Kénb truyén hop phap co fading la Rayleigh,
kénh truyén bit hop phap co fading 1a Hoyt.

Por

e[
==
Hinh 1. Mang truyén thong voi may phat (Alice), mdy
th {Bob) v thiét bj nghe trém (Eve)

Alice gy tin hiéu x(t) cho Bob. Bob thu
duoc tin hiéu y(t) nhu sau.

KB = A, x(t+n, o

trong do, hy la he s6 fading cua kénh
tmyen gitta Alice va Bob. My ia nhiéu
Gaussian phic ¢ trung binh bing 0 v cong
sudt 13 Ny

Eve nghe trm tin hidu gii tr Alice. Tin
hiéu Eve thu dugc nhu sau:

28 = R+ 1, @

Trong d6, hy 1a hé s fading coa kénh
truyén gilia Alice va Eve. nw la nhidu

Gaussian phtrc cé trung binh bing 0 va cdng
sut 13 Ny,

Goi [,,5,. .0, 1an lugt 1a SNR tirc
théri vi trung binh tai Bob va Eve Ta cd:
I" [

wR,

trong do, Py, Pw lin luot [a cong sult
thu trung binh tai Bob va Eve, E[] la phép
tinh ky vong cita bién ngiu nhién.

Goi f, (r,) v4 fr (7)) lan luct la
him phin bé xac suit (PDF) cda 7,



(Rayleigh fading) va y, (Hoyt fading).
Chiing dugc cho bai [5]{6]:

] 4
S Fs)=——e ™ 3)
Y
g S, ((o0)
I 7 Rl @

a 'fiiw b J
=——e™ I =¥
P "[rw "

trong 46, g 13 tham s fading Hoyt (0 < g
1), a-tC, ,_15¢ va L() Ia him
2q a4

Bessel hiéu chinh bic 0,
3. Phin tich dung Jwgng bao mat
Dung lugng cia kénh truyén hop phap:
C,, =log,(1+,). )
Dung lugng ciia kénh truyén bit hop
phap C, =log,(1+4). (6)
Dung lugng biao mit tire thi duoe tinh
béi-
€, =max{0,(C,, 0C,)}

zﬁ log, (1+23,)Olog,(1+24,).5, >, (7

go 4,00,

Gid sit kénh truyén hop phip doc 1ap véi
kénh truyén bat hop phép. Xac suét khic
khéng cia dung Iugng bao mét droc tinh nhu
sau.

P(C, >0)= Pes= Py, > 7w)

= T]‘f,., @)y Faddradry

Thay (3) va {4) vao (8), dbng thoi sir
dung chudi vé han trong [7] thay cho To( )

1,()= D 22,(“) 9

va sir dung cAc tich phén 6 451, 8350 va

8.352 [8] dé tinh bidu thirc (8), ta dwoc két

qua niur sau: )

pan 2.2 @, -

PR U TR o

Bén canh dung lugng bao mat, xac sult

dimg bao mét, P(C, <Rs), cling l& mét thude

do hiéu nang quan trong ma nhitng nguot
thiét ké hé thdng can phai biét.

(10

Véi céc dai lugng va didu kién nhu da 8¢
cp o trén, x4c suét dirng bao mat dugc tinh
nhu sau:

P(C,<R)= Pout

=PC<Rl5>0)PG>4) (11}
+PIC,<R1G, 0GP, T5)
=0,+0,
Trong d6,
w8l
o= | £, (wiradn, 12
0,=R3,00,)=10R7G, >0,) a3

ey 02 @gr
211(“)134»:5DEW
(Chu}ﬂ AC,<R|G,1" 3 =1)
Tuong tir nhur phén tinh Pcs, ta tinh ducc
két qua O, nhu sau:
0 peirp @nt
0=8]—0%>S—
L aE 22'(/|)2
d o
0 1 &%
S 2 2+ 2 R 2141
é(aq,,+qv) @', +270,) E

Thay (13) vi (14) véo (11) ta dugc bidu
thirc tinh Pout

4. Két qua mé phéng va thio lugn

Chung ti dung md phéng Monte Carlo
va tinh toan phén tich (véi ¢ = 0,5) dd mé ta
hiéu niing bao mat 16p vit ly cia hé théng ma
ching t6i dang xem xét. S6 vong lap ciia md
phong 13 10° va sir dung 20 s6 hang déu tién
cha chuéi v6 han (/=20) (tham khao [7]) Két
qui s& xac suat ton tat cia dung luong bao
mat va x4¢ suit dimg bio mit cia hg théng
ma chung t6i ¢6 duge nhur hinh 2, 3, 4, 5.

Hinh 2 1a két qui md phong cho xac suat
khac khéng ¢iia dung leong bao mat. Tir hinh
nay, ta co nhén xét rang, voi yw ¢b dinh, khi
m tang thi Pcs tang, hay néi cach khag, dung
Iugng cia kénh hop phap cang 1én hon dung
lugng ciia kénh nghe trdm. Trai 1ai, v6i yy cb
dinh, khi yy tang thi Pcs gidm hay dung
lugng cia kénh hop phap cing nho hon dung
lmmg cua kénh nghe trém RS ring 1a kénh
truyén vo tuyén co dung lugng biao mat 13
duong ngay <4 khi cic kénh nghe trdm c6 thé
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tét hom so v6i kénh cia ngudi st dung hop
phap, Néu yy >> yw thi Pes > 1, néu yy <<
yw thi Pes —> G

Trai v6i xac sudt khac khdng ciia dung
luong bao mit, xic sufit dimg bdo mét Pout
s& ting khi yw tang (v6i ya c6 dinh) va giam
khi yy ting (voi yw co dinh). Két qua niy
duoc chi ra trong hinh 3. Néu 7y >> yw thi
Pout — 0, néu yu << yw thi Pout — 1

Dé khing dinh thém tinh ding dén cia

phan phén tich, ching tdi ciing thyc hién mé
phong va phén tich cho 2 kénh truyén fading
giong nhau Rayleigh/Rayleigh. Do phin
mém Mathematica khong thé tinh két qua
phén tich cho trudng hop fadmg Rayleigh (g
= 1) {trong phép tinh co dang 0% nén ching
16i dung g = 1,0001 thay thé cho g=1 keét
qui nhu hinh 4 va hinh § Cac két qua ndy
khop véi cac ket qué da cong b trude do cho
2 kénh tuyén 6 fading gibng nhau
Rayleigh/Rayleigh.

Tir 4 két qua trén, ching t5i nhan thiy
két qui phin tich khép voi két qua md
phong.

o

Hinh 2. Xdc sudt khdc khong cna dung hepng bao mét
cho fading Rayleigh/Hoyt

Hink 3. Xdc sudt dimg bio mét cho fading
RaylerghHoyt

« = E- e —x =

Hink 4, Xdc sudt khdc khong cia dung heomg bio mdr
cho fading Rayleigh Ravieigh

W
*o 4B

Hinh 5. Xdc sudt dimg bao mét cho fading
Rayleigh/Rayleigh
5. Kétludn
Trong bai bao ndy, ching i dua ra bidu
thirc xac suft tdn 1ai cia dung luong bio mit

vi x4c sult dimg bao mit cia hé théng don

4n-ten, frong d6 co sy hién dién ciia thiét bi

nghe trm thu déng don in-ten s dung dic
tinh théng k& cia tin hiéu trén nhidu (SNR)
ciia ciac kénh fading khic nhau

Rayleigh/Hoyt. Két qua md phong d3 khing

dinh tinh ding din cia két qud phan tich.

Cac biéu thirc nay cho phép ching ta danh

gia kha nang bao mat cia hé théng don diu

vao ddu ra (SISO)Q
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