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RAYLEIGH AND HOYT FADING CHANNELS 
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Tom tat: Trong nhitng ndm gdn day, bdo mat a lap vdt ly dugc coi la mdt cdch tiip can mdi vd 
ndi lin thdnh di tdi hdp ddn thu hiit nhiiu nhd nghien citu hiin nay. Trong bdi bdo ndy, chiing tdi 
khdo sdt hiiu ndng bdo mat a ldp vdt Iy cda hi thdng cua cdc thiil bi ddu cudi don dn-ten. cd su hiin 
dien cua thiit bi nghe len dan dn-ten thu ddng qua cdc kinh truyin cd fading khde nhau 
Rayleigh/Hoyt Ddc biit, chiing ldi dd tim ra cdng thttc linh xdc sudt khde khdng cua dung luang bdo 
mdt yd xdc sudt dimg bdo mat cua hi thdng bdng cdch su dung ddc ttnh thdng ke cua li li tin hiiu trin 
nhiiu. Ket qud md phdng Monle-Carlo dd cung cd tinh dung ddn cua kit qud phdn lich. 

TO- khoa: bdo mdt ldp vdt ly, dung luong bdo mdt, Rayleigh fading, Hoyt fading. Ihdng tin vd 
tuyin. 

Abstract: In recent years, physical layer security is considered lo be a new approach emerged as 
attractive themes attracted many researchers today. In this paper, we investigate the physical layer 
secrecy performance gfa single-input single-output system consisting of single antenna devices, in the 
presence of a single antenna passive eavesdropper over dissimilar fading channels: The legal/illegal 
channels are subject lo Rayleigh/Hoyt fading, respectively. Specifically, expressions for the existence 
probability of secrecy capacity and the secrecy outage probability are derived by using statistical 
characteristics of the signal-to-noise ratio. The analytical results are verified by Monte-Carlo 
simulations. 

Keywords: physical layer security, security capacity, Rayleigh fading, Hoyt fading, wireless 
communication. 

1. Gidd thieu 

Trong nhijng nam gan day, sy phat trien 
nhanh chong ciia truyen thong vo tuyen da 
anh huang ngay cang to Ion den eac Imh vuc 
kinh te xa hgi, Dilu nay dan din vin ih bag 
mat thong tin trong mang vo tuyen ciing ngay 
cang dugc quan tam va n6i len thanh mot van 
de nong, dac biet trong eae ITnh vuc tai ehinh, 
ngan hang, an ninh, quan sy. 

Do dg phiie tgp va dg tre thap, ciing nhu 
tinh kha thi a lap v | t ly (PHY) va kha nang 
Cling t in t?ii voi eac co che bao mgt ma hoa 
hien c6 ma no co the nang cao miic do tong 
the ve an toan thong tin. Vi vay, bao mat a 
lap PHY dya tren thuyet thong tin da thu hiit 
dupc sy quan tam nghien ciiu cua cae hpc gia 
tren khip thi giai. 

Cac nha nghien ciiu da tap trung gan day 
v l cae van de an ninh thong tin o PHY trong 
hai each tiep c|n chinh: bao mat dya tren 
khoa va bao mat khong dya tren khoa [1] 

Phuong phap tilp c|n diu tien la tim 
khoa bao mat dua tren cac dac tinh eua moi 
truong truyen dan Vi du, nguoi su dyng 
khac nhau se co mpt phien ban nhieu khae 
nhau eiia tin hieu truyen, cho phep tao khoa 
bao mat va khoa nay duoe su dung d l dam 
bao an toan thong tin giua nguoi su dyng hgfp 
phap. Cach tiep can thii hai tap trung vao 
viec xay dyng mgt ea che ma hoa ngau 
nhien, nham muc dich che giau dong thong 
tin trong cgng dong de lam suy yeu cac thilt 
bi nghe trgm bang each anh xa moi ban tin 
cho nhieu tu ma tiieo mpt phan b l xae suit 
thich hop. Bang each nay, su mo h i t l i da 
duoe gay ra tai thiet bj nghe trpm. 

Cac phuang phap danh gia lieu he thong 
CO kha nang bao dam an ninh tai PHY cung 
dang thu hiit hon eac nha nghien ciiu trong 
Imh vyc nay [2-4]. Trong [2], dya tren ly 
thuyet thong tin trong do hai dli tac hop 
phap giao tilp voi kenh c6 cung fading 



nhung doc lip voi kenh may nghe trgm, cac 
tac gia da xac djnh dung lugng bao mat ung 
vai mgt xac suit dimg bag mat va cung cap 
mgt dgc tinh hoan chinh ciia toe do truyen toi 
da ma cac ke nghe trpm khong the gjai ma 
bit ky thong tin. Trong [3], cac tac gja khao 
sat dung luong bao mat PHY ciia mpt he 
thong truyen thong bao gom mot may phat da 
an-ten su dyng ca che lua chpn an-ten va mgt 
may thu dan an-ten, trong su hien dien ciia 
mpt may nghe trpm da an-ten. Cac tac gia 
ciia [4] da phan tich tac dpng cua moi tuong 
quan giua eac an-ten den hieu nang bao mat 
trong he thong da an-ten MIMO, trong do 
may phat sii dung co che lya chon an-ten 
trong khi nguoi nhan va may nghe trom thuc 
hien kit hgfp ty le toi da vdi tuang quan tuy 

y-

Cho den nay, hau het cae cong trinh 
truoc day ve bao mat PHY deu cho rang cae 
kenh hpp phap tuang ty nhu cac kenh bit 
hgp phap. Tuy nhien, trong nhieu tinh huong 
thye te, gia dinh nay khong eon diing do sy 
di chuyin cua thilt bi di dong tao ra cac kenh 
truyin co fading khac nhau. Li va cac cpng 
sy [5] khao sat toe do bao mgt thuc hien 
dupe cho kenh AWGN, trong khi kenh cua 
ke nghe trgm la fading Rayleigh. 

Theo sy hieu bilt ciia chiing toi, ehua 
cong trinh nao de cgp viec danh gja nang luc 
bao mgt ciia he thong bao gIm cac thiet bi 
dan an-ten, trong sy hien dien ciia mpt thiet 
b) nghe len thy dgng don an-ten tren cac 
kenh fading khae nhau Rayleigh/Hoyt Mo 
hinh kenh fading Hoyt eung cap mot phep do 
kenh thii nghiem rat ehinh xac vai cae iing 
dyng truyin tiiong khac nhau, nhu thong tin 
di dgng ve tinh [6]. Trong bai bao nay, chiing 
toi tinh duge bieu thiic cho xac suit tin tai 
ciia dung lupng bao mgt va xac suit dimg 
bao mat cua he thong sii dung dgc tinh thing 
ke ciia tin hieu tren nhieu (SNR) ciia cac 
kenh fading khac nhau Rayleigh/Hoyt. Cac 
bieu thiic nay eho phep chiing ta danh gia 
kha nang bao mgt ciia he thing don diu vao 
diu ra (SISO). 

Phan con Igi eua bai bao dupc dupc sip 
xip nhu sau. Phan 2 gioi thieu mo hinh he 
thong va kenh truyen. Phan 3 phan tieh va 
tinh toan tinh xac suat khae khong cua dung 

lupfng bao mat va xae suat dimg bao mat ciia 
he thong. Phan 4 la kit qua mo phong, phan 
tich va thao luan. Cuoi ciing, phin 5 la phin 
kit lugn. 

2. Mo hinh he thong va kenh truyen 
Chiing ta xem xet mo hinh he thong nhu hinh 
1. Alice va Bob la nguoi sir dung hop phap 
ciia he thong SISO. Trong khi Eve la ke nghe 
trgm thy dgng tim each trich thong tin tu 
Alice ma khong chti dgng tan cong. Alice, 
Bob va Eve la nhiing thiet bj dan an-ten. 
Kenh truyen hpp phap co fading la Rayleigh, 
kenh truyen bat hap phap co fading la Hoyt. 

Hinh 1. Mang truyin thong vai may phdt (Alice), mdy 
thu (Bob) vd thiet bf nghe trpm (Eve) 

Alice giii tin hieu x(t) eho Bob. Bob thu 
duoe tin hieu y(t) nhu sau. 

trong do, hM la he so fading eua kenh 
truyin giua Alice va Bob. UM la nhilu 
Gaussian phiic co trung binh bing 0 va cong 
suat la NM-

Eve nghe trpm tin hieu gCfi tir Alice. Tin 
hieu Eve thu dugc nhu sau: 

z ( 0 - V f ( 0 + >V (2) 
Trong do, hw la he so fading ciia kenh 

truyen giua Alice va Eve. nw la nhilu 
Gaussian phiic eo trung binh bing 0 va cong 
suat la NW-

Gpi H^,Ll^,Q^,Ll^ lin lugt la SNR tiic 
thai va trung binh tai Bob va Eve Ta co: 
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trong do, PM, PW ISn luot la cong suat 
thu tmng binh tai Bob va Eve, E[.] Ia phep 
tinh ky vong cua bi& ngau nhien. 

Goi f,„(r„) va / , ,( ; '„) lan lucrt la 
ham phan b6 xac suit (PDF) cua y„ 



(Rayleigh fading) va y^ (Hoyt fading). 

Chiing duQc cho bai [5][6]: 
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Voi cac dai luong va dieu kien nhu da de 
cap 6 tren, xac suit dirng bao mat duoc tinh 
nhu sau: 
P(Cj<f^) = ft)uf 

= P(C,<f^|T,>/:j,)P(q,>ii) (11) 

+ P(C,</^|q,D£i,)P(T„J^>,) 

=D,+D, 

Trong do, 

J-w Uw 
trong do, qf la tham so fading Hoyt (0 < ^ 

< 1), a = l ± ^ , 6 = ^ : va /o(.) la ham 

Bessel hiSu chinh b^c 0. 

3. Phan tich dung lu-ong bao m^t 

Dung luQfng cua kenh truySn hop phap' 

C „ = l o g , ( l + i i ) . (5) 

Dung lugng eua kenh truyen bat hgp 

phap C^ = l o g , ( l + ^ ) , (6) 

Dung lupfng bao mat tire thoi dugc tinh 

boi 

C3 = max{0,(C„DCj} 

^ B l o g , ( l + ^ ) D l o g , ( l + ^ ) , £ ^ > ^ (7) 

Gia sir kenh truyin hop phap dgc lgp vdi 
kenh truyin bit hgp phap, Xac suat khac 
khong cua dung lupng bao mat dupe tinh nhu 
sau. 

P(C^>Q) = Pcs=P{YM>y^i) 

», = f 1 fSr,i)fSH)<'rJrM 

= ]]/. <.r,i)f,.'.r^)d7^dr„ 
(8) 

Thay (3) va (4) vao (8), dong thoi sir 
dung chu6i vo han trong [7] thay cho lo( ) 

',(x)=n, (9) 

va su dyng cac tich phan 6 451, 8.350 va 
8.352 [8] dl tinh bieu thirc (8), ta duoc kit 
qua nhu sau: 

tf'(2/)i 
-3DD- (10) 

Ben canh dung lupng bao mat, xae suat 
dirng bao mgt, P(Cs < Rs), cung la mpt thuoc 
do hieu nan^ quan trpng ma nhirng nguoi 
thilt k l he thing can phai bilt. 

(12) 

(13) 

(Chuy: p c c ^ < / ^ | ^ r j ; , ) = i). 

Tuong tu nhu phin tinh Pes, ta tinh dugc 

ket qua D j nhu sau: 

•,=an 
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Thay (13) va (14) vao (11) ta dupc bilu 
thiic tinh Pout 

4. Ket qua mo phong va thao luan 

Chung toi tiling mo phong Monte Carlo 
va tinh toan phan tich (voi q = 0,5) de mo ta 
hieu nang bao mat lop vgt ly ciia he thong ma 
chung toi dang xem xet. So vong lap ciia mo 
phong la 10^ va sir dung 20 so hang dau tien 
ciia chuoi vo han (1^20) (tham khao [7]) Ket 
qua so xac suat ton tai ciia dung luong bao 
mat va xac suat dirng bao mat ciia he thong 
ma chung toi co dugc nhu hinh 2, 3, 4, 5, 

Hinh 2 la ket qua mo phong cho xae suat 
khac khong ciia dung lugng bao mat, Tu' hinh 
nay, ta co nhan xet ring, voi yw c6 dinh, khi 
YM tang thi Fes tang, hay ngi each khae, dung 
lupng eiia kenh hpp phap cang lan hon dung 
luang cua kenh nghe trpm, Trai lai, voi -yu co 
dinh, khi y™ tang thi Pes giam hay dung 
lupng cua kenh hop phap cang nho hon dung 
luong cua kenh nghe trom Ro rang la kenh 
truyen vo tuyen co dung lugng bao mat la 
duang ngay ca khi cae kenh nghe trpm co thi 



t i t hon so voi kenh ciia nguoi sir dyng hop 
phap, Nlu yu » Yw thi Pes -^ 1, nlu YM « 
Yw tiii Pes -> 0. 

Trai voi xac suit khac khong ciia dung 
luong bao mat, xac suat dimg bao mat Pout 
se tang khi yw tang (vai YM CO dinh) va giam 
khi YM tang (vai yw c6 dinh). Kit qua nay 
dupc chl ra trong hinh 3. Neu YM >^ Yw thi 
Pout -> 0, neu YM « Yw thi Pout -> 1 

De khing dinh them tinh dung dan eua 
phin phan tich, chung toi eung thyc hien mo 
phong va phan tich eho 2 kenh truyen fading 
gilng nhau Rayleigh/Rayleigh. Do phin 
mIm Mathematica khong the tinh kit qua 
phan tieh cho truong hop fading Rayleigh {q 
= 1) (trong phep tinh co dang O") nen chimg 
toi diing q = 1,0001 thay the cho ^ = 1, kit 
qua nhu hinh 4 va hinh 5 Cae ket qua nay 
khap vai eac kit qua da cong bo truoc do eho 
2 kenh truyen co fading giong nhau 
Rayleigh/Rayleigh. 

Til 4 kit qua tren, chiing toi nhgn thay 
kit qua phan tich khap vai kit qua mo 
phong. 

Hinh 2. Xde sudt khde khong cua dung lugng bdo mat 
cho fading Rayleigh/Hoyt 

Hinh 3. Xdc sudt dimg bdo mat i 
RayleighHoyt 

Hmh 5. Xde sudt dimg bdo mat cho fading 
Rayleigh/Rayleigh 

5. Ket lu^n 

Trong bai bao nay, chiing toi dua ra bieu 
thiic xac suit ton tgi ciia dung luang bao mat 
va xac suit dirng bao mat eua he thong don 
an-ten, trong do co sy hien dien ciia thiet bi 
nghe trpm thy dong dan an-ten su dung dac 
tinh thing ke cua tin hieu tren nhilu (SNR) 
ciia cac kenh fading khac nhau 
Rayleigh/Hoyt. Kit qua mo phong da khang 
dinh tinh diing din eiia kit qua phan tich. 
Cac bilu thiic nay eho phep chiing ta danh 
gja kha nang bao mgt cua he thong dan dau 
vao diu ra (SlSO)a 
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Hinh 4. Xdc sudt khde khong ciia dung luang bdo mdt 
cho fading Rayleigh Rayleigh 

(xem tiep trcmg 55) 




