T8ng quan vé Blockchain va céc Ung dung

NGUYEN CUONG

héng it ngudi danh nhiéu thap ky dé chd doi mét ai d6 sdng ché ra mét logi tién cho
cde gieo dich tryc tuyén. Trang web 99bitcoins.com cho biét, ¢6 nhiéu cong ty tuyén
b6’ chdp nhdn Bitcoin 1o mgt logi tién té, nhi: Subway, nha sdch thude Vién Cong nght
Massachusetts va Bdo tang Coastal Bend tai Victoria, Texas. Bitcoin cé thé ddp ing mong doi
1 ebng cu cho giao dich truc tuyén khong? Bai viét trinh bay nhitng kién thite co bdn vé bitcoint.

Tit khéa: tién dién ti, bitcoint, tién s6, kinh & s6.

1. Gigi thiéu

Bitcoin 1a @ng dung ddu tién chaa
blockchain, ddy 12 mét loai tién té s& dua
trén céng nghé blockchain, st dung cho
cac hoat dfng thuong mai trén internet
ciing nhu ching ta s dung tién trong thé&
gigi thyc. Tiép ndi thanh coéng cla
Bitcoin, ngudi ta c¢6 thé s dung céng
nghé blockchain trong nhiéu linh vyc va
dich vy khac nhau, chéng han nhu thj
trudng tai chinh, IOT, chudi cung iing,
biu cft, diéu tri va luu trit thude. Khi céng
nghé blockchain duge sit dung cho cac
cong viéc hodic dich vu trong cudc séng
hang ngay, t4i pham mang cling c¢6 cd hdi
tham gia vao cic hoat dong t6i pham trén
mang. Vi du, cic hacker thudng st dung
bién phap DDOS dé tén cdng chiém 51%
56 node 13 mdt vdn dé bio mat ¢d dién
trong Bitcoin.

2. Khai niém vé Blockchain

Cac céng nghé blockchain khéng chi 1a
mot k¥ thuat, ma cdn chita cac thuat todn
mAt mi, toan hgc, thuit todn va mé hinh
kinh t&, k& hop bdi mang ngang hang va sit
dung thust toan phan tén dé giai quyst van
d8 déng bd hoéa cd s dit ligu phén tan, d6 1a
mét két hop ciu tric da cap(J. Garay, A.
Kiayias va N. Leonardos, 2015).

Cong nghé blockchain bao gdm séu y&u t&
chinh:

Phan tan (Decentralized): cac tinh néng co
ban cta Blockchain, c6 nghia la Blockchain
khéng phii dya vao node (nit) tip trung
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(may chd)) nita, dit liéu c6 thé duge ghi lai,
luu trit va cap nhéat phén tan.

Minh bach (Transparent): cac dit liéu dugc
ghi bdi hé thang Blockchain 12 minh bach tai
m3i node, minh bach v& cap nhat dit ligu, 46
14 1y do tai sao Blockchain déang tin cay.

M3 nguén md (OpenSource): hdu hét hé
théng Blockchain déu md cho moi ngudi xem,
hé s0 c6 thé duge kidm tra cong khai va moi
ngudi cling c6 thé sit dung céc céng nghé
Blockchain dé tao ra bat ky ting dung nio ho
muéh.

Ty chi (Autonomy): do ¢d s§ ddng thuin,
mdi node trén hé théng Blockchain cé thé
truyén ho#ic cip nhat dit lidu mot cach an
toan va khéng ai c6 thé can thiép né.

Khéng thé thay d6i (mmutable): bat ky
ghi chép nio s& duge gilt mai mai va khong
thé thay d6i trit khi ai d6 c6 thé kiém soat
hon 51% node trong ciing mét thdi diém.

An danh (Anonymity): cic céng nghé
Blockchain d3 gidi quyét van dé tin cAy giita
cac node véi nhau, do d6 vidc truyén dit lisu
hodc tham chi 13 giao dich c6 thé duge &n
danh, chi cdn biét dia chi Blockchain ciia déi
tugng 46,

2.1. Quy trinh hogt djng ctia Blockchain

Quy trinh lam viée chinh cta Blockchain
nhu sau:

(1) Nodetruyén dit ligu s& ghi lai théng tin
mdi va phat rong rai 1én mang.

Nguyén Cudmg, TS., Trudng dai hoc Cong ngheé giao
théng van téi.
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(2) Node nhan duge kiém tra thong bao tit
nhitng dit lifu ma né nhan duge, néu tin 1a
chinh xic sau d6 né sé duge huu trit vio mét
block (khoi).

(3) T4t ca node thu nhén trong mang
thuc hién phép thuat toan chitng minh céng

vige (PoW) hoic bing chitng chiing minh
(PoS) cho block.

(4) Block s& duge luu trit trong chudi sau
Kkhi thyc hién cac thuat toan déng thugn, méi
node trong mang thita nhan khéi nay va s&
lién tuc md rong chudi cd ban trén khéi nay.

Quy trinh hoat dong cia Blockchain

=
Y

2.2, Cdu trite ctia Blockchain

Ngudn: Blockgeeks.com, 2107,

Céau tric ctia block: Cdu triic cda block trong Blockchain

Hash of Hash of Other ‘Hash of Hash of Other
cusvent block |previous block| Timestmamp | (oo o current block | previous block| Timestamp | oo oo
1 2 2 3 :
Maimn data 1 Main data 2
Main data N Main data N

Nguén: Tuon-Chang Lin va Tzu-Chun Liao, 2017,

Néi chung trong block, né chita dit liéu
chinh, hash (mot phdn théng tin) ctia khéi
trude d6, hash ciia khéi hién tai, ddu vét vé
thdi gian va cic thdng tin khéc. Hinh 1 cho
théy cfu tric khai.

MainData (d liéu chinh): tiy thude vao
ing dung dich vu ctia Blockchain 13 gi, vi
du: hd s¢ giao dich, thanh toan bii trit ngan
hang, hé so hgp ddng hosc dit lidu IOT.

Hash (goi 14 ham biam hay ham s& toan
hoc 4nh xa ma héa dit lidu c6 do dai bat ky
thanh ¢6 46 dai nhat dinh): khi mét giao
dich thye hién, né da duge hash dén mdt ma
va sau d6 truyén dén cho mdi node. Bdi vi né
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¢6 thé duge chita hang ngan hé sd giao dich
trong khéi clia mbi node, Blockchain duge sit
dung chic niing ciy Merkle dé tao ra mét
gi4 tri hash cudi cung, d6 ciing la géc cla
cidy Merkle. Gia tri hash cudi nay sé& duge
ghi vao tiéu dé block (hash ctia block hién
tai), bing cach s& dung chdc ning cy
Merkle, truyén dit lidu va tai nguyén may
tinh c6 thé duge gidm rat 16n.

Timestamp (danh dfu thoi gian): 1a théi
gian ma block dudc tao ra.

Otherlnformation (théng tin khac): ging
nhu d4c tinh ctia khéi, hoyc di ligu khae ma
ngudi ding xac dinh.
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2.3. Lam thé ndo dé c6 duge sy dong

thugn?

Chitc niang déng thuin 13 mdt co ché lam
cho tit cd cac nodeBlockchain c6 théa thuan
trong cling mdt théng béo, ¢6 thé chic chin
rang kh&i méi nhat d4 duge thém vao chudi
mdt cach chinh xac, ddm bao ring théng diép
dutge uu trit bdi node 1a cling mét va sé khong
x4y ra “xung dot chia tach”, tham chi c6 thé
bao vé khdi cac cude tin cong mang.

2.4. Chitng nhén céng viéc (Proof of

Work - PoW)

Chitng minh v& cong viéc 1a mot phédn cia
dit liéu rat khé phén biét (t6n kém hogic tn
nhiéu thdi gian) dé sin xuit nhung d& dang
cho ngudi khac xac minh va théa man yéu ciu
nao. Viéc tao ra biing chitng vé cong viée c6 thé
12 mdt quy trinh nglu nhién véi x4c sudt thap
8 dbi héi phai c6 nhidu thit nghiém va sai sét
trude khi ching minh duge cong viée hop 1&
duge tao ra. Bitcoin st dung hé théng chimg
nhén cta Hashcash.

Khi tinh PoW, né duge goi 1a “khai thae mo
- mining”. M&i khéi ¢6 gia tri nghu nhién dude
goi 1a "Nonce" trong tiéu d€ khdi, bing cach
thay d6i gia tri nonce nay, PoW phai tao ra
mét gia tri 1am cho gia tri Hashtiéu d& khéi
nhd hon “Dé khé muyc tiéu” ma dd duge thiét
lap trudc né. Do khé ¢6 nghia 12 né mat bao
nhiéu théi gian khi node tinh gia tri hash thip
hon gia tri muc tiéu.

D& mot nhém duge cac thanh vién tham gia
mang chap nhén, cic th¢ md phai hoan thanh
chitng nhan vé cong viéc bao gbm tat ca cac dit
liéu trong khéi. Sy phiic tap cla cong viée nay
duge diéu chinh d€ han ché téc d6 ma cac khéi
méi e6 thé dude tao trong mang 10 phit mdt
14n. Do x4c sudt rat thdp cha sy thanh cong
ching thuc, diéu nay lam cho né khing thé
doan trude duge may tinh ndo trong mang s& ¢
thé tao ra khéi k& tiép (I. Bentov, A. Gabizon
va A. Mizrahi, 2014).

2.5, Chitng thitc s6 hitu (Proof of Stake)

Béi vi phuong phap ProofofWork sé giy lang
phi nhiéu dién néing va tinh toan, ProofofStake
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khéng cAn may tinh manh v dit tidn. Véi
ProofofStake, tai nguyén duge so sanh 1a lugng
Bitcoin ngudi khai thac mé nim gift - mét ngudi
git 1% Bitcoin c6 thé khai md duge 1%
“ProofofStakeblocks” (S. King va S. Nadal,
2012).

Phudng phap ProofofStake c6 thé givip ting
cudng bao vé& khéi mot cude tdn cdng nguy
hiém trén mang. Ting cudng bao m4t do 2
nguyén nhan sau:

(1) Viée thyc hidn cudc tdn cong sé t6n kém
hon nhiéu.

(2) Gidm bét ¥ muén tén cong. K& t&n céng
s& cAn phai s§ hitu mot phén 16n cda tat ca
bitcoin. Do 6, k& t&n cdng lai bi 4nh huéng
ning né ti cude t4n cong clia chinh minh.

2.6. Phén loai Blockchain

Cang nghé Blockchain c6 thé duge chia
thanh ba loai:

(1) Blockchain céng khai: mei ngudi déu
¢6 thé kifm tra giao dich va x4c minh né, va
ciing c6 thé tham gia vio tién trinh dat duge
sit ddng thuan, Gidhg nhu Bitcoin va Ethereum
déu 1a Blockchain c6ng khai.

Blockchain cong khai

Nguén: Tuon-Chang Lin va Tzu-Chun Liao, 2017.

(2) Blockchain k&t hgp: nghia la cac
node c6 thdm quyén cé thé duge lya chon
trudc, thudng c6 quan hé d&i tae nhu
B2B, dit liéu trong Blockchain ¢6 thd duge
¢ong khai hodc riéng tu, ¢6 thé duge xem
nhu phi tap trung m$t phdn. Gidng nhu
Hyperledger va R3CEV 14 cA hai nhom k&t
hgp.
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Blockchain k&t hop

Nguén: luon-Chang Lin v Tzu-Chun Liao, 2017.
(3) Blockchain rigng tu: céc node s& bi
han ché nén phai tdt ci cac node co thé tham
gia Blackchain nay, cic node c6 quyén quin
1y nghidm ngit v& kha niing truy cap di ligu.
Blockchain riéng tw

Nguén: Tuon-Chang Lin vi Tzu-Chun Liao, 2017.

Chiing ta cdn Blockchain céng khai vi sy
thuan tién clia né, nhung 41 khi ching ta c6

thé cin kiém soat ridng tu nhu Blockchain
ké&t hgp hojc Blockchain rigng tu, tdy thuge
vAo dich v né cung cdp hoic noi ching téi st
dung né.

3. Ung dung céng nghé Blockchain

Céng nghé Blockchain ¢6 thé duge si dung
trong nhiéu linh vuc, khéng chi trong ing
dung tai chinh, ma con trong cic nganh cong
nghiép khac.

8.1, Pdng tién k5 thudt s6: Bitcoin

C6 céu dit lidu va hé thong giao dich cha
Bitcoin duge xay dung bing céng nghé
Blockchain, lam cho Bitcoin trd thanh mdt
déng tién s6 va hé théng thanh toan tryc
tuyén, Béing cach sit dung k§ thuat mat ma,
viée chuyén tién c6 thé dat duge va khéng
cdn phai dya vdo ngin hing trung udng.
Bitcoin si dung khéa cong khai giti va nhin
Bitcoin, ghi lai gino dich va c4 nhan dugc &n
danh. Qua trinh x4c thue giao dich yéu ciu
stic manh tinh todn bdi may tinh cla ngudi
dung khic (méy tinh dio) dé c6 duge sy dong
thuin, va sau d6 ghi lai cic giao dich v
mang.

Phuong thite giao dich bing Bitcoin

Transaction Transaction Transaction
Owner 1's Owner 2's Ovmer 3's
Public Kay Public Key Public Key

Vo e
Owner 0's Owner 1's Owner 2's
Signature Signature Signature
B o
Owner1s |~ Owner 2's Owmner 3's
Private Key Prvate Key Private Kay

Nguédn: 8. Nakamoto, 2013.

3.2. Hop déng théng minh: Ethereum

Hgp ddng théng minh 13 m¢t hop déng
ky thuat s8 kiém soat tai sin s8 clia ngudi
diing, xAy dung quyén vi nghia vu cla
ngudi tham gia, s& tu déng thyc hién bing
hé théng may tinh. N6 khéng chi 1a mst
thil tuc may tinh, né c6 thé duge xem nhu

30

14 mét trong nhitng bén tham gia hgp déng,
g8 tra 13i nhiing gi né nhan duge va luu tril
dit lidu, né ciing c6 thé gii tin nhin hole
giti gia tri cho ra ngoai. Hop ddng théng
minh 13 dang tin cay, c6 thé git tai sin tam
thdi va s& lam theo thd ty da duge 14p
chuong trinh.
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Phuong thitc hoat déng clia hop déng théng minh

Sall Housa

ERE

o

Digltise the Land Dued

Match Buyac with Sefier
Exchange

Contrace recaives assets

{ Contract distributes assets

Qwnership is
undisputed

Olgitise Currency

Ngudn: Blockgeeks.com, 2107,

Ethereum 13 mét nén tang Blockchain ma
ngutn mé k&t hop hgp déng théng minh,
cung c&p may 4o phan tan dé xi 1y hop déng,
bing cach sit dung déng tién ky thuat s6 goi
1a ETH, moi ngudi ¢6 thé tao ra nhidu dich
vu, dng dung hoic hgp déng khac nhau trén
nén ting nay.

3.4. Tai sdn ky thudt s6’

Bitcoin tao ra mdt cai gi d6 djc dao: tai
san ky thuat s6. Trudc Bitcoin, ky thuat s
khong ddng nghia véi sy v6 han. Moi thi k§
thuat s ¢6 thé duge sao chép bing mét node.
¢6 thé d& dang thdy v& nganh cbng nghiép
am nhac va doanh 88 ban album néi 1én cau
chuyén nay mdt cich thuyét phyec.

Nhung Bitcoin da 1am mét cai gi d6 méi:
né tao ra ma k§ thuat s& khong thé sao chép
(uncopyable). Vi vay, 14n ddu tién ké tir khi
bit va byte dugc phat minh ra, c6 mdt cich
dé 53 hitu mot cai gl d6 ky thuat s8 ma
khéng thé sao chép duge. Nhitng con méo 4o
trong Crypto Kitten trén hé théng Blockchain
Etherium c6 gia 300 ETH (tuong duong
300.000 USD) 14 vi du méi nhat vé tai sin do.

Cho dén ngay nay, gia tri Bitcoin dya trén
cong suét Blockchain cfia né dé ngén ngita in
tién qua nhiu va tao ra cic dbng tién gid
mao. Véi diéu nay trong tidm tri, cac nha
phat trién Bitcoin va cic déng tién ma héa
Kkhéc 43 phét hanh tién ky thuat s5 14n diu
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ra eong ching (CO, ITO) c6 th§ hoat dong
nhu c8 phidu trong mét cong ty.

8.5. Cdc itng dung khdc

Vin con nhiéu kha ning sd dyng cdng
nghé Blockchain, nhu bdo vé tai san tr{
tud, truy xuft chudi cung Ung, gidy ching
nhan, bio hiém, thanh toan qude t&, IOT,
sy riéng tu cha bénh nhin trong didu trj y
t& ho#c dy bao thi trudng. .

4. Vin dé chia tach ctia Blockchain

Fork (chia tich) cé lién quan dén céc
phién ban thdéa thuin cta node phén tan
khi ning c&p phdn mém. D6 13 mot van dé
rdt quan trong bdi vi né lién quan dén
mdt pham vi réng trong Blockchain.

Khi phién bin méi cla phin mém
Blockchain dudc ban hanh, thda thuan méi
trong nguyén tic déng thuan cling thay d6i
cac node. Vi vy, cic node trong mang
Blockchain ¢6 thé duge chia thanh hai loai,
cac node méi va céc node cii. Vi vay, & day c6
4 tinh huéng:

(1) Cac node méi dong ¥ véi giao dich cha
khéi dude giti bdi cac node ci.

(2) Céac node méi khong ddng ¥ véi giao
dich clia khdi duge giit bdi cac node cii.

(3) Céac node cii déng ¥ véi giao dich
ctia khéi duge gl béi cie node méi.

(4) Cac node cii khéng ddng ¥ véi giao dich
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ctia khéi duge giti boi cac node méi.

B&i vi bon trudng hop khac nhau trong
vide ddng thudn, vAn dé ngd ba xay ra, va
theo bn trudng hdp nay, cic vin dé Fork cé
thé duge chia thanh hai loai, HardFork va

SoftFork. Ngoai viée phén bit cde node méi
va cAc node cii, ching ta phai so sanh st
manh tinh toan cla céc node mdi véi cic,
nnode cii, va gid sit ring sdc manh tinh toan
ciia cic node méi 1a hon 50.

So dé chia tach ciing

Black area, New ruley
Grag area: New rules include Old rules

Fork happens
.

Nguén: Tuon-Chang Lin va Tzu-Chun Liao, 2017.

- Chia tdch cing (HardFork)

HardFork 1a khi hé théng di dén mét
phién ban mdi hodc théa thuin méi va né
khéng tuong thich véi phién ban trudc 46, cac
node cii khéng chdp nhan véi vide khai thac

cac node mdi, do d6 mdt chudi phén tach tré
thanh hai chudi. M#c dd stc manh tinh toan
clia cic node mdi manh hon cic node ci, cie
node cii vAn tiép tuc duy tri chudi ma né
dang ding.

Chia tach citng (Hard Fork)

Blocks from the
nodes which haven't
boen upsradod

Bilocks from the
mnodea which have
been upgraded

Ngudn: Tuon-Chang Lin va Tzu-Chun Liao, 2017.

Khi HardFork xdy ra, ching ta phii yéu
clu tat cA cac node trong mang dé cap nhat.
Néu c6 nhiu node cii khéng cap nhat, thi
chiing s& ti€p tuc lam viée trén mét chudi hoin
toan khac, c6 nghia 1a chubi théng thudng s&
chia tach thanh hai chui.

32

Vi du: Hard Fork chia t4ch Bitcoin thanh:
Bitcoin va Bitcoin Cash ngay 1-8-2017.

- Chia tdch mém (SoftFork)

SoftFork c6 nghia 1a khi hé théng di dén
mét phién ban mdi hogc thda thuin médi va
né khéng tuong thich véi phién ban trude
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d6, cic node méi khéng thé déng ¥ v6i vide
khai thac cac node cii. Bdi vi sttc manh tinh
to4n clia cac node méi manh hon cic node
cii, khi duge khai thac bdi cac node cii s&

khéng bao gits duge chap nhan bdi cic node
méi, nhung cic node méi va cac node cil
vin s& tiép tuc hoat dong trén cing mot
chudi.

Chia tach mém (Soft Fork)

Blocks from the

Bloclks firom the

ce

been upgraded

Follows
old rules

Follows
old rules

have
been uppraded

Follows both

Nguédn: Tuon-Chang Lin vA Tzu-Chun Liao, 2017.

Khi SoftFork x4y ra, cac node trong mang
khong phai ning c4p thda thusn méi vao cing
mdt thdi didm, né s& cho phép ning csp din
din. Khong giéng nhu HardFork, SoftFork s&
chi c6 mét chudi, né sé khong dnh hudng dén
su 6n dinh va hiéu qua cia hé théng khi cic
node ning cip. Tuy nhién, SoftFork lam cho
céc node cil khéng biét ring cac nguyén tdc
déng thuan d4 bi thay ddi, trai véi cac nguyén
thc clia t4t cA chc node c6 thé xac minh mot
céach chinh xac mdt mie do. Vi du: Etherium
chia tich thanh: Etherium va Etherium
Classic.

Qud tdi hé théng

Do céc hé théng Blockchain cia Bitcoin hay
con goi 14 Blockchain 1.0 duge thist k& tu
nhiing n&m trude 2010 bi lac hau véi kha ning
xit Iy duge t6i da 3 giao dich mdt gidy. Véi déng
Bitcoin ting gia va sy quan tim cia ngudi
dimg véi téng lugng giao dich kKhodng 18 tj
USD mét ngay di khién hé théng Blockchain
cla Bitcoin dd dat tdi mdc giéi han lam cho
théfi gian x4c nhan giao dich 18n téi 30 gid, va
phi giao dich 18n t6i 30 USD khién cho Bitcoin
khéng con thyc sy 1a tién té dién tit, ma
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chuyén thanh dang tai san dién t. Viée xust
hién cac ddng tién dién t& méi nhu Etherium,
Bitcoin cash... hay cAc ddng tién Blockchain 2.0
d4 gidi quyét dudc cac vin dé vé phi giao dich
véi mite phi chi 0,03 d&n 0,24 USD cho moi
giao dich./.
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