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Tom tdt: Trong nhimg nam gdn day, ciing vdi suphdt triin biing no cda thong tin v6 tuyin Id 
su quan ldm ngdy cdng sdu sdc din vdn de bdo mat thong tin trong mgng ndy. Khdc vdi cdch bdo mat 
truyin thdng th{rc hien d ldp iing dung, bdo mat d ldp vat ly dugc coi la mgt cdch tiep can mdi vd noi 
len thdnh de tdi hap ddn thu hiit nhiiu nhd nghiin cuu hiin nay. Trong bdi bdo ndy, chiing toi co gang 
giai thieu mgt each long quan cdc hudng nghien ciiu ve bdo mat d ldp vat ly vd cdc kit qud mdi nhdi 
trin thi gidi. Tiip theo. chung loi phdn tich mgt so vdn de bdo mgl a ldp vdt ly cdn dugc tiep tuc 
nghien ciiu trong tucmg lai. 

Tir khod: bdo mat lop vgt ly, dung luang bdo mat, khod bdo mat, thong tin vd tuyen. 

Abstract: In recent years, the explosive growth of wireless communications is bringing the 
deepening concern to the security of information networks. Unlike a traditional security implemented 
at the application layer, physical layer security is considered to be a new approach emerged as 
attractive themes attracted many researchers today. In this paper, we try to introduce an overview of 
the research directions in physical layer security and the latest results in the world. Next, we analyze 
some security issues at the physical layer that need to be further studied in the future. 
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1. Gidi thieu 

Trong nhirng nam gan day, sy phat 
trien nhanh ehdng eua truyen thdng khong 
day da anh hudng ngay cang to ldn den cae 
llnh vuc kinh te xa hdi. Dieu nay din den van 
de bao mat thdng tin trong mgng khdng day 
cung ngay cang dugc quan tam va ndi len 
thanh mpt van de ndng, dgc biet trong cae 
ITnh vye tai chinh, ngan hang, an ninh, quan 
sy. Do tinh ehat truyen quang ba cua kenh 
khdng day nen nd cung cap ea hdi nghe trdm 
va kha nang can thiep tu nhien cho nhiing ke 
xau. Bat eii ai cd mdt may thu dugc dilu 
chinh yong phgm vi ma eho phep ti le tin 
hieu tren can nhieu va nhieu (SINR) du ldn 
dlu cd thi nghe trdm, nhu hinh 1. Alice la 
may phat, Bob la may thu hgp phap va Eve la 
thilt hi nghe trpm. Viec tim ra eac phuong 
phap bao mgt hieu qua de dam bao tinh bao 
mat, tinh toan ven va tinh xac thue cho tit ea 
eae kit ndi khdng day la rit cin thilt ddi vdi 
viec truyen thdng tin. 

Trong eac mgng khdng day hien nay, 
hau het cac h? thdng bao mat dlu sir dung ca 
che bao mat dya tren su tinh toan phiie tap, 
ma ngudi ta cho ring ehua ed each giai hieu 
qua ngoai each vet egn, vi du nhu dgt eac sd 

nguyen td ldn hoae tinh toan logarit rdi rae 
trong nhdm nao dd [1]. Day la loai bao mat 
thudng dupe ggi la "bao mat dua tren dp 
phiic tap tinh toan", vi nd dupc dya tren gia 
dinh rang ke xau cd kha nang tinh toan hgn 
che va thieu nhirng thuat toan hieu qua. Tuy 
nhien, gia dinh nay la thilu siic thuyit phyc 
do sy phat trien khdng ngimg va nhanh 
chdng ciia kha nang tinh toan trong may tinh 
hien dai (vi du nhu may tinh luong tii) ciing 
nhu eac thugt toan hieu suat cao. Hon n&a, 
each bao mat truyen thdng duge thye hi$n d 
ldp cao hon (thudng la ldp ling dung) vdi gia 
dinh ring eae ldp vay ly (PHY) da dupc thilt 
lap va ket ndi khdng bi ldi [2]. Tuy nhien, vdi 
sy xuat hien ciia mang ad hoc va mang phan 
cap [3], cac ky thuat ciia ldp eao ban, ching 
han nhu ma hda, la qua phiic tgp va khd thye 
hien. Vi du, eae phuang phap dung khda 
cdng khai yeu cau mdt khdi lupng xu ly 
khdng Id, trong khi co ehi ma hda khda ddi 
ximg la rat khd de ehia se va quan ly an toan 
cae khda bao mgt cho mdt sd lupng ldn 
ngudi sir dung. Hon niia, vi?c xae thye va ma 
hda trong co che bao mat d ldp cao ban tgo 
ra dp tri dudng truyen qui ldn, tieu thu dien 
nang eao va giam dung lupng he thdng do sy 
qua tai trong tinh toan va bao hieu [4]. Kit 



qua la, cac ky thugt bao mgt dya d-en dp tinh 
toan phiic tap khdng phii hpp vdi mgng 
khdng day ddng va ngau nhien quy md ldn 
hoac khdng phu hgp vdi cae mgng phan cip 
hoac nhihig mgng nay ed yeu ciu nghiem 
ngat ve bao mat va thdi gian. Vi vay, gan day 
da cd nhieu nghien ciiu ve kha nang co ban 
cua ldp PHY de tgo ra sy thdng tin lien Igc an 
toan ban cho mgng khdng day [5]. Cach tilp 
can nay dua tren thuyet thdng tin dau tien 
dupc gidi thieu bdi Shannon [6]. Nguyen tac 
CO ban cua phuong phap nay la bao mat vd 
dieu kien, cd nghTa la ke nghe trdm cd thdi 
gian va tai nguyen tinh toan vd tan, cd eae 
kien thiie ve thugt toan ma hda, nhung nd 
khdng cd dupc bat ky thdng tm cd ich nao ve 
cac ban tin bao mat do sy ngan chan bieu qua 
cac thdng tin an d5 dupc ma hda. Do tinh bao 
mat gan nhu tuyet ddi, dp phirc tap va do tri 
thap, ciing nhu tinh kha thi a ldp vat ly va 
kha nang ciing tdn tai vdi cac co che bao mat 
ma hda hien cd ma nd ed the nang cao miic 
dp tdng the ve an toan thdng tin. Vi vgy, bao 
mat d ldp PHY dya tren thuyet thdng tin da 
thu hiit dupc sy quan tam nghien ciru cua cac 
hgc gia tren khip the gidi. 

Hinh I Mang truyin thong v&i mdy phdt 
(Alice), mdy thu (Bob) vd thiet bi nghe trgm (Eve) 

Trong bai bao nay, ehiing tdi ed gang 
gidi thieu mdt each tdng quan cac hudng 
nghien eiiu vl bao mat d ldp vat ly va cac ket 
qua mdi nhat tren the gidi. Tiep theo, chiing 
tdi phan tich mpt sd van de bao mat d ldp vat 
ly cin dupc tiep tyc nghien ciiu trong tuong 
lai. Dac biet, chiing tdi phan tieh kha nang 
khai thac nhihig tien bd gan day trong ly 
thuyet truyen thdng khdng day ddi vdi mang 
chuyen tiep, mang vd tuyen nhan thiie va ky 
thugt MIMO de nang eao tinh rieng tu truyen 

thdng ehdng lai cac thilt bi nghe trdm hoac 
cac thilt hi lam nhilu boat ddng. 

Phin edn lai eua bai bao dupe dupe sap 
xIp nhu sau: Phin 2 gidi thieu cac hudng 
nghien cim. Phin 3 dua cae vin dl ein dupc 
tilp tuc nghien ciiu. Cuoi ciing, phan 4 la 
phan ket luan. 

2. Cac hirdng nghien ciru 
Cae nha nghien ciiu tren thi gidi gin 

day tap trung nghien ciiu van de dam bao an 
toan thdng tin d ldp vat ly theo ba hudng 
chinh: Mdt la nghien ciiu bao mat thdng tin 
dya yen khda bao mat (key-based secrecy) d 
ldp vat Iy; Hai la nghien cim bao mat thdng 
tin khdng ein khda bao mat (keyless 
security) thdng qua ldp vat ly; Ba la nghien 
ciru cac phuang phap danh gia kha nang dam 
bao an toan thdng tin d ldp vgt ly. 

2.1. Bao mat thong tin dira tren khoa 
bao m^t 

Hudng nay chii yeu tap trung vao viec 
tim ra khda bao mat dya tren cac dge tinh cua 
mdi trudng truyen. Hudng nay hoan toan kha 
thi vi sy phiic tgp eiia mdi trudng truyen 
quang ba khdng day. Vi du, nhiing ngudi sir 
dung khac nhau se cd nhiing phien ban nhieu 
khac nhau eiia tin hieu truyen, chinh sy khac 
nhau nay eho phep cd dugc khda bao mat de 
ma hda thdng tin, dam bao sy an toan giiia 
nhiing ngudi sir dyng hgp phap. 

Mdt khia canh quan trgng cua bao mat 
PHY la vi$c tgo ra khda bao mat hieu qua. 
Gan day cd nhiing tien bd dang ke trong viee 
tim ra cac khda bao mat. U. Maurer [7] va R. 
Ahlswede [8] dau tien nghien euu tgo cac 
khda bao mat vdi cac md hinh loai ngudn, cd 
nghTa la, hai thiet hi dau cudi hpp phap cimg 
quan sat mdt ngudn chung ngau nhien ma 
thiet bi nghe trdm khdng the quan sat duge. 
Dya vao ket qua quan sat nay, hai ben thdng 
qua kenh truyen khdng ldi cdng khai dl tiln 
hanh thuang thao va tgo ra mpt khda bao mat 
thdng nhat. Thdng tin thuang thao thudng 
dpc lap vdi thdng tin tao khda bao mat, cho 
nen neu ben nghe trdm cd dugc thdng tin 
thuong thao thi eung khdng thi cd dugc 
thdng tin lien quan den viec tao khda bao 
mat. Trong bai bao [9], cac tac gia diing 
thdng tin pha la ngudn ngau nhien chung, diu 



tien tiln hanh trich pha ciia hai tin hieu sdng 
mang, sau dd lay dp sai khac eiia hai pha nay 
di lupng tir hda, eudi cung qua phan nhom 
tuyln tinh cd dupc khda bao mat. Bai bao 
[10] yieh khda bao mat tir cac tham sd ngau 
nhien Gaussian kit hpp, qua lugng tu hda, 
thda thuan ma Low-Density Parity-Check 
(LDPC) va khulch dai HASH dl ed dugc 
khda bao mat thdng nhit. Phuang phap nay 
ed ti le thdng nhit ciia khda bao mat thip hon 
10"*, do dai ma hda LDPC la 4800bit nen 
trong qua trinh thuong thao chilm dung tai 
nguyen tuang ddi ldn. 

Tuy nhien, cd mgt sd ban ehe trong eac 
phuang phap nay. Thii nhit, thdng tm trang 
thai kenh (CSI) hoan hao dupc gia dinh trong 
nhieu cdng trinh, trong khi tren thye te tae 
ddng cua nhieu, can nhieu va ldi kenh la 
khdng thi bd qua. Thir hai, hau het cac 
phuang phap tilp can hien nay deu phu thupc 
chat ehe vao mdi trudng dpng va ngau nhien. 
Sy thay ddi nhanh chdng eiia eae kenh fading 
trong mdi trudng ddng tao ra thach thiic ldn 
trong viee dy toan ehinh xac CSI. Ngoai ra, ti 
le khdng khdp eua cac cap khoa bao mat giiia 
cac ddi thu phat hgp phap trong mdt sd each 
tilp egn hien tai hau bet la bdi sd ciia 10"̂  -
10"̂ , dieu nay la khdng the chap nhan dupc. 

2.2. Bao mat thdng tin khong dya 
tren khda bao mat 

Ben canh bao mat thdng tin bang khda 
bao mgt, cac nha nghien cim edn chiing minh 
dugc ring mgng vd myln ed kha nang bao 
mat ma khdng can diing din khda bao mat. 
Cdng trinh tien phong ciia Wyner [11] da 
phan tich dung lugng bao mSt duong khi cac 
kenh chinh cd nhieu it han cac kSnh nghe 
trpm. Wyner da xay dyng mdt ea chl ma hda 
ngiu nhien, yong do tim each in cae ddng 
thdng tin ttong nhilu edng dl lam suy ylu 
thilt hi nghe ydm bing each anh xa mdi ban 
tin eho nhieu tu ma (codeword) theo mdt 
phan bd xac suat thich hpp. Bing each nay, 
gay ra mdt sy ma hd tdi da tai thilt bi nghe 
trdm, dieu nay cho thay ring thdng tin lien 
lac an toan la ed the khdng can sir dung khda 
bao mat. 

Hai tac gia Csiszar va Komer [12] xem 
xet mpt phien ban chung ban ciia kenh nghe 

trdm trong md hinh Wyner, trong do hp cd 
dupc su dac ta mdt ky ty don bang ba thdng 
sd: toe dp ban tin rieng, tde dp mo hd va tdc 
dp ban tin chung cho kenh quang ba hai may 
thu. Ktt qua nghien ciiu cho thay rang bao 
mat thdng tin cd the dupc thye hien ngay ca 
khi kenh nghe len tdt ban kenh truyen hpp 
phap. 

Ngoai ra, mdt sd nghien ciiu eho thay 
ring eac kenh truyen vd tuyen cd dung lugng 
bao mat la duong ngay ca khi cae kenh nghe 
trdm cd the tdt ban so vdi kenh ciia ngudi sir 
dung hgp phap. Vi du, edng trinh [13] phan 
tich kha nang bao mat cho kenh fading chgm, 
trong do eae tae gia xem xet trudng hpp CSI 
day du va cd dupe dung lupng bao mSt hoan 
hao theo chien lupe phan bd cdng suat va toe 
dp tdi uu. Cdng trinh [14] phan tich kha nang 
bao mat cho kenh fading nhanh va [15] phan 
tieh kha nang bao mat eho cac trudng hop da 
an-ten khac nhau. 

Trong [16], cac tac gia nghien ciru ve 
kha nang su dung ky thuat lua chpn cac niit 
chuyen tiep de tang kha nang dam bao an 
toan thdng tin d ldp vat ly, ddng thdi ehi ra 
viec chpn mit chuyen tiep dua tren dp Ipi 
kenh truyin bao mat tire thdi ed kha nang 
bao mat tdt han so vdi ky thugt chgn lya mit 
chuyen tiep truyen thdng. 

Cac cdng trinh [17] [18] nghien eiiu 
viec img dung truyen thdng hpp tae nham 
nang cao kha nang bao mat thdng tin d ldp 
vat ly cho he thdng vd tuyen. 

Cae cdng trinh [19] [20] nghien ciiu 
viee ap dung ky thuat lya ehpn an-ten de tang 
dung lugng bao mat va ap dung ly thuyet tro 
chai de giai quyet eae bai toan tdi uu trong 
ITnh vyc nay. 

Nhu vgy, bao mat thdng tin khdng dya 
tren khda bao mat thudng dugc thye hien 
thdng qua viec sir dung ma hda theo hudng 
cd gang dl toi da hda dung lugng kenh 
truyen giira may phat va may thu hgp phap 
trong he thdng vd tuyen, trong khi giam thieu 
dung lupng kdnh truyin giSa may phat va 
may nghe trgm. Phuang phap nay rat hap dan 
de bao mgt cho cac iing dung nhu mang may 
tinh phan tan va mang cam bien. Thdng 
thudng eae mit mgng nhu vay la ty tri va 

22 



trien khai trong mdi trudng khac nghiet, do 
dd mit cd the tiet Ip thdng tin vl khda bao 
mat dupc sir dung trong ca chl bao mat 
truyen thdng dl gay nguy hiem cho an ninh 
mgng. 

Tuy nhien, phuomg phap nay cdn cd 
nhieu nhugc diem, chang han trong cac tinh 
toan thudng can ed nhiing thdng tin vl kenh 
nghe trdm hogc cac thdng tin khac nhu vi tri, 
sd lupng cua may nghe trpm. Dieu nay trong 
thye te rat khd dgt dupc vi may nghe trdm 
gan nhu vd hinh ddi vdi chiing ta. Hay ndi 
mdt each khac, mac du eae bd ma hda tdn tgi 
nhung chiing van dya tren gia dinh rang 
thdng tin ve ke nghe trgm kenh la cd sin. Rd 
rang, gia thiet nay khdng thye te. 

2.3. Cdc phutfng phap danh gia kha 
nang dam b^o an toan thong tin 

Hudng thir 3 la tim ra cae phuang phap 
danh gia mdt he thdng cd kha nang dam bao 
an toan thdng tin hay khdng. Mpt he thdng cd 
kha nang dam bao an toan thdng tin khi ma 
dung lugng kSnh dii liSu (legitimate channel 
capacity) phai ldn han hoac bing dung lugng 
eua kenh nghe trOm (eavesdropper channel 
capacity). Ngudi ta dua ra khai niem dung 
lugng bao mat cua he thdng (secrecy 
capacity) la dg lech giita dung lugng kenh dir 
lieu va kenh nghe trdm. Mpt h$ thdng dupe 
xem la cd kha nang dam bao an toan thdng 
tin cao nlu dung lugng bao mgt ldn va nd 
dupe xem nhu la mpt chi sd quan trpng de 
danh gid hieu nang bao mat ciia he thdng. 

Tir dung lupng bao mgt cua he thdng, 
ngudi ta dua ra thdng sd xac suat khae khdng 
eua dung lugng bao mat cua he thdng. Thdng 
sd nay thi hien xae suit dung lupng kenh dii 
lieu ldn ban dung lupng cua kenh nghe trpm. 
Ben canh dung lugng bao mat, xac suat dimg 
bao mat, Prob(Cs < R), ciing la mdt thudc do 
hieu nSng quan trgng ma nhihig ngudi thiet 
kl he thdng can phai biet. 

3. Mpt so van dl cdn ton tai 
Mac dli, bao mat thdng tin ldp vat ly ed 

ling dyng day hira hen trong mgng vd tuyen, 
nhung ed mpt sd van de edn tdn tai can dugc 
tilp tyc nghien eiiu, dd la: 

(1) Cdn ed each tgo khda bao mat nao 
ma ed hî u qua bao mat eao han so vdi cac 

each hien thdi? 
(2) Ca chl tgo khda anh hudng nhu the 

nao den hieu nang cua he thdng? 
(3) Mire do bao mat cua he thdng? Cac 

phuang phap danh gia mure do bao mat nay? 
(4) Tac ddng cua tuong quan kenh 

ttong thdi gian va khdng gian ddi vdi kha 
nang bao mat nhu the nao? 

(5) Cd thi tao dugc bao nhieu enfropy 
cua khda tir cae kenh truyen thye te? 

(6) Cac trudng hgp thdng tin trgng thai 
kenh timg phan van edn la mdt van de md, 
day la trgng tam eua eae nghien ciiu trong 
ITnh vuc nay. 

(7) Thilt kl cae giao thiie dam bao an 
toan thdng tin d ldp vat ly dya tren eac thiet 
kl CO ban da cdng bd. Xay dyng phuang 
phap tinh toan phan tieh hieu nang an toan 
thong tin cho he thdng ciing nhu xay dyng 
chuang trinh md phdng. 

(8) Phan tieh va danh gia hanh vi cua 
he thdng bang cac cdng cu md phdng va ket 
qua phan tich ly thuyet. 

(9) Tich hgp eae ky thugt MMO, 
beamforming, truyen thdng da chang, truyen 
gia tang, jamming de tang eudng hon niia 
nang lye dam bao an toan thdng tin eho mang 
va tdi uu hoa he thdng. 

(10) Van de bao mat thdng tin cho 
mang vd tuyen nhan thiic dupc thye hien nhu 
the nag trong khi mang nay chua hoan thien? 

4. Ket luan 
Trong bai bao nay, ehiing tdi da cd 

gang trinh bay sa luge cac nghien cim lien 
quan den van de bao mat thdng tin d ldp vgt 
ly trong he thdng vd tuyen theo ba hudng 
khae nhau: bao mat dya tren khoa bao mat, 
bao mat khdng dya tren khoa bao mat va 
phuang phap danh gia kha nang bao mat eua 
cae he thdng. Ddng thdi, bai vilt eiing ehi ra 
nhieu van de can dugc tiep tue nghien ciiu 
yong tuang lai. Ro rang, do sy phat triln nhu 
vu bao eua eac he thdng vd tuyln, bao mat 
thdng tm cho cae he thdng nay d ldp vat ly la 
mdt mang nghien ciiu hit siie mdi me va thu 
hiit nhieu su quan tam trong gidi nghien ciiu 
hien nay. 
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