1R SINCINRENE D i S DI ] 5/2021‘:}?4?14] KHOA Hoc coua NGHE

Thuc trang an ninh dit liéu ctia doanh nghiép,
ddc biét la cac doanh nghiép van tai,
logistics va dé xudt mot s6 gidi phap khac phuc
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TOM TAT: Hién nay, an toan d liéu cla doanh
nghiép dang 13 vdn dé duoc quan tam rat nhiéu
khéng chi trong nudc ma cd quéc té. Viéc co s&
dt liéu (CSDL) cla doanh nghiép mét an toan, dé
nhiéu 16 hdng sé 1a co hdi dé cho cac hacker khai
thac. Thuc t&, nhiéu doanh nghiép trong nudc hién
nay, dac biét la cac doanh nghiép van 13ai, logistics
mdi chi t&p trung vao viéc bdo mat trén duong
truyén ma it quan tam dén van dé bao mat ngay
trén CSDL cla hé quan tri CSDL. Hodc ngay ca
nhing van dé don gidn nhu sao chép, export du
liéu hodc quyén truy cap ngudi dung tudng nhu véo
hai thi d6 lai chinh la nhing 16 héng day nguy hiém.
Bai bdo tap trung vao thuc trang an ninh di liéu clda
doanh nghiép va dé xudt mét sé nguyén tac, bién
phap khac phuc.

TU KHOA: An toan da liéu, van 1ai, logistics, co sd
d liéu doanh nghiép, bién phap bdo mat co sé du
liéu, trigger.

ABSTRACT: Currently, business data security
is a very important issue not only domestically
but also internationally. The loss of security of a
business's database, leaving many vulnerabilities,
will be an opportunity for hackers to exploit. In
fact, many domestic businesses today, especially
transportation and logistics businesses, only focus
on security on the transmission line and pay little
attention to security issues right on the database
of the database management system. Or even
simple problems such as copying, exporting data
or seemingly harmless user access rights are
dangerous vulnerabilities. This article focuses on
the current state of enterprise data security and
proposes some principles and remedies.
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1. DAT VAN DE

CSDL ctia doanh nghiép la van dé séng con ctia doanh
nghiép, vi né chia nhiéu théng tin vé doanh nghiép, vé
khach hang - ngi tr& thanh muc tiéu hap dan cho cac tin
tdc tan coéng. Thuyc trang cho thdy nhiéu doanh nghiép
hién nay mdi chi quan tdm muic do vira phai hodc khoéng
quan tam dén van dé bao mat CSDL cta minh. Tin tac
tdn cong vao CSDL cla cac hé théng may chd cta doanh
nghiép khéng chi vi pha hoai ma con véi nhiéu muc dich
khac nhau, trong d6 c6 muc dich kiém tién.

CSDL ¢4 thé dugc ndm trén may chd mang noi bo
hodc trén nén tang hé théng may ch web. Vi tiing vi tri
déu c6 nguy ca bi tan cong véi da dang hinh thic, hinh
thic phd bién nhat la tan cong kiéu SQL injection. Nhiing
nén tang bao mat cta window, firewall hay bdo mat trén
dudng truyén van chua that sy di manh.

Mat khac, su két ndi lién mang ngay cang phat trién,
tac dung cula cac hang rao bao mat vanh ngoai (network
perimeter) ngay cang gidm nén vai tro cla bdo mat CSDL
nhanh chéng tang lén. Vai tro6 quan trong cla bao mat
CSDL dugc xac lap mét phan con 1a nha su ra dai clia cac
quy dinh mé&i nhu Sarbanes-Oxley, PCI DSS...

Viéc bdo mat CSDL cua doanh nghiép hién nay khéng
dugc tét cling vi nhiéu ly do, trong dé:

Thi nhat, ho chi tap trung bao mat trén dudng truyén,
trén phan mém ung dung cé sén ti nha phat trién.

Th hai, ho tin tudng vao nén tang bao mat san c6 cla
window.

Thi ba, nhan vién IT chua that su gidi vé cdng tac bao mat.

2.CACNGUY COPEDOA CSDL CUA DOANH NGHIEP

Ngay nay, rat nhiéu CSDL clia doanh nghiép bi tan
coéng vi nhing 16 héng trong cac hé théng quan tri CSDL
nhu Micosoft SQL Server, Oracle... Hacker hoan toan cé thé
tao ra cac loai virus chuyén lay lan qua hé quan tri CSDL va
tham chi la cac rootkit trong ban than hé quan tri CSDL.
Nhitng méi de doa dé hau nhu khéng thé ngan chin bang
cac bién phap phong vé “cé dién” do tudng Itia va cac hé
théng IDS/IPS cung cap, vi 16 héng bao mat CSDL thudng
lién quan dén tiing phién ban cu thé clia méi hé quan tri
CSDL va thay déi lién tuc. Nhung diéu dé khéng c6 nghia la
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CSDL chi c6 thé bi tan cdng bang nhimng ky thuat cao cap.
Theo Top 20 - 2007 Security Risks ctia SANS Institute thi cac
16 hdng trén may ch CSDL thuéc nhém 20 rdi ro bao mat
hang dau, trong dé nhiing 16 héng thudng gap nhat la:

- Dung cau hinh chudn véi tén ngudi dung va mat
kh&u mac dinh;

- Tan céng SQL Injection qua cdng cu cta CSDL, Ung
dung tha ba hay cac iing dung web cla nguci dung;

- DUng mat khiu dé do tim cho cac tai khoan cao cap;

- Cacléitran bo dém trong cac tién trinh “lang nghe” cac
c6ng phé bién (vi du nhu listenr ctia Oracle véi cdng 1521).

Diéu d6 chiing té moét thuc té 1a CSDL ¢6 thé bi tan
céng bang nhiing phuong phap rat don gian. Néu xét ky
hon, ching ta sé thdy c6 rat nhiéu 16 hdng trong hé théng
CSDL do con ngudi tu tao ra. D{r liéu clia doanh nghiép
c6 thé nam réi rac & nhimng diém khac nhau bén ngoai
may chti chinh, d6 c6 thé la cac dia/bang luu trl, cac may
cht du phong hay may chd phuc vu nhu cau bao cao hay
tham chi la may ch danh cho phat trién/kiém thi tng
dung. Trong khi céc hé théng luu trit, du phong ¢ thé
cliing dugc bao vé nghiém ngat gan nhu cac hé théng
chinh thi CSDL cho phat trién va kiém thd Gng dung
thudng khong dugc quan tdm nhiéu. D6 1a mot 16 héng
I&n vi cac CSDL d6 thudng chia ca nhiing thong tin nhay
cam nhu s6 du, giao dich thuc té ctia khach hang nhung
lai ¢ thé bi nhiing nhém ngudi dung déng déo va khéng
c6 thdm quyén truy cap.

Mot trusng hgp nia la hé théng may chu chia CSDL
khéng dugc cai dat phan mém diét virus an toan dan dén
né dé bi nhiém ma doc thong qua email hodc cac dusng
link khéng chinh thong xam nhap... Cdc ma doc nay cé
thé chiém quyén diéu khién hé qua tri CSDL cta doanh
nghiép bdng cach tao ra cac tai khoan la va thay ddi hét
mat khau cula tat ca cac tai khoan chinh théng (chéng
han tai khodn sa clia Microsoft SQL Server, tai khoan Sys
cta Oracle). Diéu nay dong nghia hé thng phan mém
cta doanh nghiép sé khéng thé truy cap vao dugc CSDL,
ngugc lai hacker c6 thé dung céc tai khoan la do ching
tao ra dé truy cap vao CSDL clia doanh nghiép.

3. DE XUAT MOT SO NGUYEN TAC VA BIEN PHAP
BAO MAT CSDL

Cling nhu cong tac bdao mat néi chung, phong ngu
theo chiéu sau (defense-in-depth) va bao vé co trong
diém la nhiing nguyén tac co ban clia bdo mat CSDL. Bé
thuc hién dugc diéu nay, doanh nghiép can biét ré6 ho da
trién khai nhirng CSDL nao, ching dang dugc st dung dé
Iuu théng tin gi, chung dang c6 nhiing diém yéu nao. Vi
vay, bdo mat CSDL phai bat dau bang viéc thu thap théng
tin, phan loai va xac dinh muc do uu tién.

M6t bién phap kha don gian va hiéu qua nhung it
ngudi chd y thuc hién la g& bét cdc moé-dun khong can
thiét dé gidm thiéu binh dién tdn céng. Hau hét cac hé
quan tri CSDL hién nay (dac biét la cac phién ban danh
cho doanh nghiép) déu chua rat nhiéu mé-dun hay tuy
chon véi nhitng cong dung ma binh thudng it dung téi.
Tat nhién, cang c6 nhiéu chic nang thi kha nang co 16
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héng va bi Igi dung dé tdn cong cang I6n. Vi vay, hay ra
soat cdu hinh CSDL theo dinh ky dé loai bd nhimng thanh
phan khong can thiét.

Véi viéc cac 16 héng bao mat clia cac hé quén tri CSDL
lién ti€p dugc phat hién, cong viéc khong thé bé qua déi
véi cac doanh nghiép la ap dung cac ban va do cac nha
cung cap phan phéi. Viéc ap dung cac ban va khéng don
gian la tai xuéng va cai dat. Doi véi cac hé quan tri CSDL,
viéc 4p cac ban va con phuc tap hon nhiéu so véi cac thiét
bi mang hay cac ing dung phan mém khac. Vi cac CSDL
la y&u t6 s6ng con cla cac hé théng tng dung chinh nén
mot sai sét nhé cling c6 thé anh hudng rat 16n. Trudc khi
cai dat bat ky ban va nao déu can phai thir nghiém that
can than valén ké hoach dé dam bao hé théng hoat déng
6n dinh sau khi trién khai ciing nhu gidm thiéu thoi gian
dung (downtime).

Trong bao mat CSDL, kiém soat truy cap la yéu t6 thiét
yéu va diéu do phai dugc thuc hién dua trén nguyén tac
quyén t6i thiéu. Méi ngudi dung hay ting dung chi dugc
phép c6 nhiing quyén da dé phuc vu cho cong viéc. Diéu
nay khéng chi ap dung cho qua trinh phan quyén dau
tién ma can phai dugc kiém tra dinh ky. Khéng it doanh
nghiép cdp quyén truy cap sau cho nhan vién tu van hay
lap trinh vién bén ngoai cho mét dy an ngan ngay nhung
lai quén khoéng cat hay thay déi quyén khi cédng viéc hoan
tat. Vi nhiing quyén doc c6 vé rat vé hai cling c6 thé dung
lam ban dap cho nhiing cuéc tan coéng quy méd trong
tuang lai nén chung ta can xem xét viéc phan quyén cla
ca nhiing quyén nhoé nhat. Bén canh do, can cé bién phap
kiém soat va theo déi viéc truy cap ti cac phuong tién luu
tr& dir liéu ciing nhu han ché nhiing méi de doa d6i vai
bdo mat CSDL tir qua trinh phat trién va kiém th phan
mém. Phai dam bao di liéu that khong dugc dung vao
qua trinh phat trién hay kiém thd, CSDL dung vao nhiing
céng viéc do6 cliing khéng dugc nam chung trén may chua
chia CSDL that.

Ma hoéa CSDL la bién phap tiép theo can ap dung dé
bao mat CSDL, la I&p bao vé trong truong hop cac bién
phap kiém soat truy cap da bi vugt qua. Viéc ma héa nay
phai dugc thuc hién mot cach dung dén dé dam bao ngudi
duing c6 toan quyén trén hé diéu hanh ciing khong thé
doc dugc dit liéu néu khéng théng qua kiém soat clia ting
dung. Yéu t6 quan trong dau tién can xét dén trong quy
trinh ma hoa di liéu la quan ly khoa, néu hé théng quan ly
khoa khéng dam bao thi tac dung cllia ma hda ciing giam
rat nhiéu. Van dé can luu y la lya chon phuagng én ma hoa
nhu thé nao dé dam béo an toan théng tin ma khéng anh
hudng dén hiéu nang ctia hé théng? Ching ta sé xem xét
mot s6 lua chon. Néu nhadn manh van dé bao mat, ¢ thé
Iua chon ma héa tat ca cac trudng trir trudng ma sé (vidu
nhu ma khach hang). Cach lam nay chi cé thé 4p dung néu
moi yéu cau truy cap CSDL (du la truy van, thém mdi, cap
nhat hay x6a) déu dya trén trudng ma s6. Néu co yéu cau
truy cap dir liéu dua trén cac trudng khac, anh hudng cta
viéc ma hoa/giai ma di liéu sé rat I6n (vi du nhu viéc tim
ki€ém theo tén khach hang sé yéu cau giadi ma tat ca cac
ban ghi). Diéu d6 dan dén mot phuong an khac 1a chi ma
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héa nhiing trudng chia di liéu nhay cdm, can bao vé nhu
s6 thé tin dung... Cach lam nay chi anh hudng dén nhiing
cau lénh truy cap dua trén s6 thé tin dung. Nhung rat c6
thé ing dung lai c6 chic nang tim kiém chi dua trén s thé
tin dung. Vi vay, trudc khi quyét dinh ma héa moét truong
dirliéu nao do, chiing ta can xem xét cac cau lénh truy cap
dit liéu hay dung dé biét viéc ma hoa anh hudng thé nao
dén hiéu ndng cta hé thong.

Can luuy rdng cac hé thong CSDL thudng rat phuc tap
vi chiing lién két véi nhiéu ing dung khac nhau. Chi mot
16i trong mét cdu phan ciing c6 thé lam 16 di liéu cta hé
théng. Vi thé, viéc bao mat riéng CSDL la khong du, tat ca
cac Ung dung va cau phan lién quan phai dugc bao mat.
Viéc ap dung hé théng ma hoda trong suét véi ngudi dung
cho t4t ca cac thiét bi nhaé di dong kha phtc tap va ton kém
nhung van cé thé coi la don gidn néu so vdi nhiém vu ngan
chan ro ri thong tin.

Gan day, trén thi trudng dang ndi 1én mot mang
gidi phap va san pham mdi véi tén goi DLP (data loss
prevention). Mdc du con nhiéu tranh cédi nhung cac giai
phap déu cé tam diém la hé théng gidm sat va loc ndi
dung. Khad nang phan tich néi dung cho phép cac céng
cu ra soat moi luéng théng tin trao déi trén mang cling
nhu d{ liéu nam trén dia, g& bo cac I6p vo (vi du nhu cac
bang tinh hay tép PDF dugc nén) dé xac dinh cac théng
tin nhay cam dua trén chinh sach bao mat thong tin cla
doanh nghiép. Bat dau véi cac cdng cu gidm sat nham phat
hién ro ri théng tin qua cac kénh trao déi phé bién nhu thu
dién t, tin nhan tdc thai (IM), FTP va HTTP, cac gidi phap
DLP dan phat trién thém nhiing tinh nang nhu ra soét cac
kho dt liéu va cac thu muc dugc chia sé trong mang dé
phat hién thong tin nhay cdm chua dugc bao vé, giam sat
viéc st dung dr liéu trén may tinh clia ngudi dung (vi du
nhu chép tai liéu quan trong ra thiét bi nhg USB, cat dan
théng tin).

Giai phap khéng cho ma déc tao mai CSDL, tai khoan
truy cap, thay d6i mat khau cda tai khoan truy cap trén hé
quan tri CSDL la tao cac trigger ngan chan:

-Trigger ngan chan khéng cho phép tao mdi database:

IF EXISTS (SELECT * FROM sys.server_triggers

WHERE name =‘t_DoNotAllowCreateDatabase’)

DROP TRIGGER t_DoNotAllowCreateDatabase

ON ALL SERVER

GO

CREATE TRIGGER t_DoNotAllowCreateDatabase

ON ALL SERVER

FOR CREATE_DATABASE

AS

PRINT N’Phai DROP trigger t
DoNotAllowCreateDatabase trydc khi tao méi database’

Rollback tran

GO

- Triger ngan chan khéng cho tao mdéi login:

IF EXISTS (SELECT * FROM sys.server_triggers

WHERE name ='t_DoNotAllowCreateNewLogin’)

DROP TRIGGER t_DoNotAllowCreateNewLogin

ON ALL SERVER

GO

CREATE TRIGGER t_DoNotAllowCreateNewLogin

ON ALL SERVER

FOR CREATE_LOGIN

AS

PRINT N'Phai DROP trigger t_
DoNotAllowCreateNewLogin trudc khi tao account’

Rollback tran

GO

- Trigger ngan chan khong cho thay déi login:

IF EXISTS (SELECT * FROM sys.server_triggers

WHERE name ='t_DoNotAllowAlterLogin’)

DROP TRIGGER t_DoNotAllowAlterLogin

ON ALL SERVER

GO

CREATE TRIGGER t_DoNotAllowAlterLogin

ON ALL SERVER

FOR ALTER_LOGIN

AS

PRINT N’Phai DROP trigger t_DoNotAllowAlterLogin
trudc khi stra account’

Rollback tran

GO

- Trigger nay sé ngan chan cac lénh DROP TABLE va
ALTER TABLE:

Create trigger t_safety

on database

for CREATE_TABLE, DROP_TABLE

as

Print N'Phai xda trigger t_safety trudc khi ALTER hay
DROP bang’

Rollback tran

4, KET LUAN

An ninh d{ liéu la nhiém vu séng con clia doanh
nghiép, dac biét la cac doanh nghiép van tai, logistics.
Ngoai nhiing co ché bao mat théng thudng nhu bao mat
moi trudng mang, doanh nghiép phai ndm ré méi trudng
bao mat hién hanh va can tra trong dén cong tac bdo mat
trén hé théng CSDL va nhiing Ung dung truy cap CSDL.
Nhiing giai phap cé thé gitp tét cho viéc bao vé CSDL cla
doanh nghiép nhu:

- Kiém soat dang nhap;

- Ma héa dir liéu;

- Kiém soat t6t nhing ting dung truy cap vao CSDL;

-Tao trigger ngan chan nhiing truy cap, phép toan trai phép.
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