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• ^ — ^ uac danh gia la mdt trong nhtfng yeu to quan trong anh hudng den stf phat trien cua thudng 
JM^9 mai di ddng (TMDD), vdn dd bao mdt ludn thu hut stf quan tdm cua rat nhieu to chtfc va 

ngudi dung trdn khap thd gidi khi tUdng tac tren thiet bi di dpng Thue tieh tai Viet Nam da chi ra rang, 
mSc du vide tnen khai tfng dung TMDD bat dau ttf rat sdm nhung den nay sU phat trien nay van chua 
cd budc tidn dang ke ndo. hinh thtfc mong ddi Id cac giao dich true tuyen nhU' mua bdn, thanh toan IrSn 
thiet bi di ddng chua thtfc hi0n dupc. Nguyen nhan CO ban cua thue tidh nay chinh Id van dd bao m$t 
tren thiet bi di dpng tai Vidt Nam con nhieu yeu kem, ttf dd gay ra stf lo lang cho ngudi dung vd ca c^ 
doanh nghiep cung cap dich vtf khi tien hanh cac giao dich thuang mai Bat viet cung cap stf phdn loai 
cac nguy CO phd bien nhat hidn nay cd the xay ra tren thiet bj di ddng vaduara cac phUdng phdp phdng 
chong thich hop nham thue day stf phat trien eua bao mdt, qua dd thtfc day sff phat trien cua TMDD tai 
Vidt Nam. 

Tff khda." thuang mat di ddng. bao mdt, thiet bt di dpng 

Vdi sff phat tnen khdng ngffng, cac thiet bj di quan trj cac hoat ddng, cd nhdn hda dff lidu va 
dpng dang trd thanh mpt phan tat ydu trong eudc ehu trinh thue hien dang dupc xem Id nhffng liu 
sdng cua mpi ngudi, ca trong cdng vide va ddi diem vUpt trdi cua edng nghe di dpng trong cac 
sdng ed nhan. Cac giao tiep tren thiet bj di ddng ITnh vffc khde nhau tff giai trf, giao djch ngan 
da tang ddt bien gap nhieu lan so vdi cac giao tiep hdng cho den cac ffng dung kinh doanh khac, 
tren may tinh cd nhdn trude ddy. Cung chinh vi Thiet bj di ddng dang cd sy gia tdng nhanh 
ddc diem nay, cde thiet b| di dpng trd nen hap dan ehdng trong ddi sdng va cdng vide kinh doanh. 
vdi nhffng ke tan cdng, do dd hang loat cde doan Trong nam 2011, cdc giao dich qua thiet b| di 
md dpc da lien tiep dupc tung ra nham thu thdp ddng todn cau dat 1,6 ty giao djch va vipc giao 
eac thdng tin trai phep hope danh cap tai khoan dieh vdn chuye'n, trao ddt qua mdy tinh bang dgt 
true tiep tren thiet bi di ddng cua ngudi dung. 66.9 tridu giao dich Tuy nhien, day vffa dffdc 

1. Khai qudt vai net ve bao mpt tiding TMDD xem nhff lpi the lai vffa duoc xem la cae cd hdi 
Vdi cdc kha nang nhff: dp phu sdng rdng, md ddi vdi cdc ke tan cdng (hacker). Ndm 2011, 

tuong tdc dd'ddng giffa nhffng ngudi sff dyng, ma dpc di dpng da tao ra mdi nguy hie'm mdi, 
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ngdy edng manh me hdn. Myc tidu tdn cdng Idn 
cdc dipn thoai thdng minh, mdy tfnh bang da vd 
dwg tpo ra cdc thdeh thffc Idn cho ngudi sul 
dyng, cdc doanh nghipp vd cdc nhd cung cdp 
djch vy. 

Bdo cdo ve tinh hinh bao mpt tidn thiet b) di 
dpng ndm 2011 cffa Juniper Networics dffa ra bdng 
chffng vd nhffng kd tdn cdng cdng nghp d|ch 
ehuydn sy tan cdng tff cdc may tinh ed nhdn ddn 
cac thidt bj di dpng nhdm muc dich chff ydu td 
kiem tien tff hopt ddng dd. Hien nay. t)pn tan cdng 
ngdy cdng ti^ nen nguy hiem, chung ehuydn tim 
kiem cdc mdn ldi eao hdn, cd gid trj Idn hdn. Didu 
dd cd nghTa Id cdc thdng tin nhpy cam cffa cde 
doanh nghipp, chlnh phff, nhi3ng nhd cung cdp 
djch vy vd ngffdi sff dyng gdp phdi nji ro cao hdn. 

Tff nhOng nhpn djnh tren, bao mpt trong TMDD 
eP thd hidu mdt cdch ddn gian Id tdp hpp cde 
phffdng phdp hay cdch thffc nhdm bdo vd tinh bf 
mpt, tinh todn vpn cua tat ed cdc giao tiep vd 
quyen kiem sodt cdc thdng tin cd nhdn cua ngffdi 
dffng trdn thiet bj di dpng. 

Theo khdi nipm trdn, vd cd bdn bdo mdt trong 
TMDD cd mpt sd dpc die'm sau ddy: 

Ddm bdo tinh bl mdt eua thdng tin giao tiep: tat 
ca cdc trao ddi hai chieu tren tiiidt bj di dpng cdn 
phdi dupe ddm bao khdng bj ben thff ba can thipp 
hay nghe trpm. Cho dff ke thff ba cd chpn dd dffpc 
thdng tin thi nhffng tiidng tin dd dd d dpng ma hda, 
eho ndn khdng the ndo dpc dffpc, hidu dupc. Dpc 
bipt Id ddm bde tfnh bf mdt ddi vdi cdc thdng tin 
nhpy edm vd mpt tdi chlnh nhff: sd tai khoan, sd 
PIN, mpt khd'u, md sd the tfn dyng, heh sff giao 
djch... trdnh sff xdm nhdp eua ben thff ba khi tham 
gia giao djch. 

Ddm bdo tinh todn vpn cua thdng tin giao tiep: 
tat cd cdc trao ddi hai chidu ti-dn thiet b| di dpng 
edn phdi dupc dam bdo khdng b| sffa ddi ve mdt 
npi dung, ti3c Id npi dung dff lipu bdn gffi vd ben 
nhpn phdi gidng nhau hodn todn. Hay ndi cdeh 
khdc Id npi dung trao ddi hai chidu khdng bj bidn 
do\ titjng qud trinh tmydn. Tff dd cd the dam bao 
ehdng lpi sff mao danh vd sff thay ddi npi dung 
giao d|ch hay cde giao tiep tren thidt bj di dpng. 

Ddm bdo quydn kiem sodt cdc thdng tin tdi 
chlnh cd nhdn cua ngudi dffng: bdn thdn thiet b| di 
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dpng Id vpt dyng cd tinh cd nhdn hda rat cao, khdc 
han vdi mpt mdy tfnh cd nhdn cd ttid dffpc sff dyng 
bdi nhidu ngudi, tt)idt b| di dpng hSu nhu ttiupc sd 
hOu cua nndt cd nhdn ridng Id. Chfnh vi vPy md cd 
nhidu dQ lipu nhpy cdm chling hpn nhff tiidng tin 
tdi chfnh cd nhdn dffpc ngudi dffng Iffu trff trdn 
thiet b| dl ddng, trong khi dd c6 rdt nhieu ffng dyng 
hope doan ma dpc tff dpng truy xudt dff lipu ngUdi 
dffng khi ngffdi dffng tdi ffhg dyng, do dd nhffng 
thdng tin tdi chlnh ed nhdn bi ddnh cdp vd ddn tdi 
ngffdi dffng khdng thd kidm sodt dupc cde thPng 
tin dd. Do dd dpc didm nay cffa bdo mdt ydu cdu 
cdc nhd cung cap d|ch vy can phdi ddm bdo cdc 
ffng dgng cffa minh vd dd ngffdi dffng quydn eho 
phdp sy tnjy xudt vdo dff lipu di dpng hay khdng 
cua cdc ffng dyng dd. 

2. Cac nguy cd de dpa an toan thong tin trong 
TMDD 

Hipn nay, vdi sff gia tdng nhanh ctidng cffa cdc 
giao djch thffdng mpi trdn thidt b| di dpng dd Idm 
xual hipn mpt bpt cdc nguy cd mdi de dpa s\f bdo 
mdt cde dQ lidu cd nhdn vd tfnh ridng tff cdc giao 
djch cffa ngffdi dffng bao gdm cd cdc dopn md dpc 
vd cde nguy ed Iffa ddo ngffdi dffng. 

Theo bdo cdo cffa mdt sd td chffc bao mpt Idn 
trdn thd gidi (Symantec.com, Kapersky) thl phdn 
idn thidt bj di dPng chffa tiidn khai mpt sd gidi 
phdp ehdng Ipi cdc dopn ma dPc (mahvare) mpt 
cdch tiipt de, dieu ndy dpc bipt phd t̂ en tpi mpt sd 
qudc gia, trong do cd Vidt Nam, Trung Qudc. Dd 
phdt tdn den mPt tiiiet bj di dPng, cdch thdng 
thffdng nhat Id kd phdt tdn tpo ra cdc ffng dyng ma 
dpc, dffa ffng dyng den mpt kho ffng dyng vd ddn 
gidn Id dpi ngudi sO dung tai ve cdi dpt trdn thidt b| 
di dpng eua minh. Ben cpnh dd, cdc nguy cd Iffa 
ddo ngudi dung tren thiet bj di ddng cung khdng 
ngffng gia tang. 

Trong nam 2012, vdi sy phoi hpp cdc td chffc 
bao mdt uy tin cffa Juniper Networte, Junos • 
Pulse Mobile Security Suite, Symantec, Kapersky, 
Mobile info. Lockout Mobile Security da phdn tfch 
793.631 ffng dung tidn thiet b| di dpng tit cdc 
ngudn ehinh thffc vd khdng chfnh thffc nhff: cdc 
kho ffng dyng hp dieu hdnh dipn thopi, cdc kho 
ffng dyng bdn thff ba tren thd gidi, cdc kho cOa 
website cd cac ffng dung ma dPc cdc kho vd web-
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site eua cac hacker, cdc mail ffng dyng dffdc dffa 
len bdi ngffdi sff dyng, cde mau ffng dung dupe 
dua len bdi eac thdnh vien ti-pn dieh dan. Ket qua 
cua nghien cffu da dua ra su phan loai ede nguy 
CO tren thiet bi di dpng nhu sau-

Nhffng doan ma dpc tren thiet bj di dpng 
(bieu do 1): 

Bie'u do 1: Nhtfng doan ma ddc tren thiet 

hdnh Android da dUde ngUdi dung Viet Nam tai 
ve hang tneu lan, cd the thu thdp sd dien thoai 
eua thidt b j , danh tinh thue bao va thdm ehi ca 
thdng tin thanh todn khi ngUdi dung tien hanh 
eac giao dich thuong mai Mdi day nhat cdc nha 
san xuat bao mat Symantec vd F-Seeure da 
canh bdo rang Tap Snake, ffng dyng chdi game 

mien phf tr«n thidt b| 
di ddng dffng de 3t bl di ddng nam 2012 

TYPES OF MALWARE TARGETING MOBILE DEVICES 

0.09% 

Ngudn: http://wwwjunipernet 

Spyware 
Trong nghien cffu ke tren da phat hien spy-

ware la loai phd bien nhat eua eac doan ma dpe 
dnh hudng den 63% ngudi dffng thiet bi di dpng 
thdng minh. Spyware la mdt ffng dung cd kha 
nang nam bat vd chuyen cde dQ lipu nhu GPS. 
ghi dm van ban hope tjch sff eua trinh duyet ma 
khdng cd su eung cap thdng tin mdt cdeh rd 
rdng eho ngudi sff dung de nhpn dang cdc hopt 
dpng cua ffng dung. Cudi effng, cac dff lidu nam 
giff chuye'n den eho ke tan cdng nham mue dich 
thu thap thdng tin tai chfnh hodc gay thiet hai tai 
chfnh cung nhu xam nhdp den tfnh ca nhan cffa 
ngudi sff dung thiet bt di ddng. Giam ddc dieu 
hdnh John Herring eua edng ty bao mdt Lookout 
Mobile Security da eho biet Ung dung Wallpaper 
Jaekeey tren thiet bi di dpng sff dyng hd dieu 
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theo ddi va giam sat 
Vj tri eua ngudi dung. 
Tap Snake Id phien 
ban 2010 cho video 
game "Snake" ma 
nhffng ai dffng di^n 
thoai di dpng cua 
Nokia deu bidt. Tap 
Snake la mpt trong 
nhffng ffng dyng di 
dpng phd bien nh3t 
d Vipt Nam cho 
nhffng ngudi di)ng 
thiet bj di ddng si) 
dung he dieu hanh 
Symbian hien nay va 
nd cung dang xuat 
hipn tren cffa hang 
trffe tuyen Android 
Market. Mdc dff ffng 

dung se xuat hipn cho ngffdi dung nhu phien 
ban gdc cua game, nd cung cd the dupc bi mat 
sff dyng nhu ehffdng trinh gidn diep thudng mai 
ed gia 4,99 dd la My (khoang 100.000 dong) ten 
Id GPS Spy, Tap Snake cung cd kha nang dpc 
toan bp ijch sff giao dieh va truy cap vdo nhffng 
thdng tin nhay cam tren thiet bi di ddng. Phdn 
mem Tap Snake dupe thiet ke de lien tyc chay d 
che dp nen (background) tren hd thdng di dpng. 

SMS Trojan 

Theo nghien cffu cua Juniper Networks, SMS 
trojan chiem 36% tren td'ng so eac doan ma dpc, 
chay tren nen cua ffng dyng va bi mdt gOi tin 
nhdn SMS de lay cap tien tff tdi khoan sd hffu 
eua ngudi dung di ddng, so tien dd se dUflc 
chuyen vao tdi khoan cua ke tan cdng. Khi tin 
nhan dffdc gffi, tien khdng the lay lai va ke tan 
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edng dffde an danh, vi vdy rdt khd ed tiid dd tim ke 
tdn cdng. Vdo ngdy 11/8/2010 tren thd gidi phdt 
hipn dopn ma dpc SMS Trojan ddu tidn ti-Pn cde 
tiiidt bj di dpng thdng minh cd ten Id FakePlayer. 
Mpc dff dopn ma nay chCi ydu thyc hiPn tren cdc 
thidt bj cdi hp dieu hdnh Android, Symbian, tuy 
nhidn theo khuyen cdo eua hang bdo mdt 
Kapersky, nd cd thd tiiuc hipn trdn cdc he dieu 
hdnh di dpng khdc nhau. Ma dpe mdi Idy nhidm 
len cdc thidt bj di dpng ttidng minh dUdl dpng ffng 
dung md video. Neu ngudi dung ddng y sff dyng 
cdi ddt ffng dyng ndy, Trojan se thdm nhpp hp 
ttidng vd gid di cdc thdng bdo SMS den cac sd 
di$n thoai mdt phf md khdng dffde sff ddng y hay 
cho phep cua ngffdi dffng thiet bj. Ket qua Id tdi 
khoan cffa ngffdi dffng bj tirff di mpt sd tidn tffdng 
ffng vdo tffi eua tin tpc. Doi vdi ngudi dung Vipt 
Nam gdn ddy cffng gpp phdi cdc tinh trang tUdng 
ty, nhieu thud bao di dpng mpng MoblFone vd 
Vinaphone bdng dung nhpn dupe nhieu cupc gpi 
nhd tff eac sd dipn thopi dang: +88213300207, 
+88213300263, +88213300042, +88213300036 
vd trong tdi khpdn ipp tffe b| trff di mpt sd tidn rdt 
Idn, thffdng Id het speh tien trong tai khoan. 

Cdc nguy cd khac 
Theo bdo cdo bdo mpt quy 11/2013cffa Trend 

Micro, hang bdo mpt ndi tidng thd gidi dffa trdn 
cdng nghp didn todn ddm mdy, Vipt Nam Id qudc 
gia dffng ttiff 3 trong vipc tdi ve ede phSn mdm dpc 
hpi trdn ffng dyng Android vd Id qudc gia dffng thff 
2 thd gidi ve mffc dp rffi ro gpp phai vd thdng tin 
ridng tff trdn thiet bj dipn thoai di dpng. Ngodi 
nhffng loai ma dpc nhff tren, ngffdi dCing thiet bj di 
dpng tren the gidi cung nhff tpi Vipt Nam edn phdi 
ddi mdt vdi cdc nguy ed sau ddy: 

Cdc nguy ed trdn ca sd trinh duydt 
Khdng gidng vdi ede rffi ro dffa trdn ffng dyng, 

dya trPn sy hidu biet cffa ngffdi sCf dyng khi tdi cdc 
ffng dyng, sff tdn cdng dya tren trinh duyet dupc 
tao ndn khi ngudi dffng Iffdt qua mpt website. 
ThPng qua mpt ky thupt dffpc gpi Id "drive-by 
download" ngffdi sff dyng khdng nghi ngd viec ghe 
tiidm mdt trang web vd dopn ma dpe bdt dau tai ty 
dpng khdng cd sy cho phdp hope hay bidt cffa 
ngffdi sff dyng. Vi dy nhff md\ de dpa trinh duypt 
dupc biet ddn vdo ngdy 18/7/2010 cd tdn Id CVE-
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2010-1807 cho phdp ke tan cdng tff xa cd the dieu 
khien cdc ma hope gdy ra cdc DOS - tdn cdng tff 
chd\ djch vy thdng qua cdc vdn bdn HTML hope 
phd hffy cdc ffng dyng. Tai Vipt Nam so iffdng eac 
vy tdn edng kidu ndy tren thidt bj di dpng xdy ra 
nhieu nhung chua ed mdt sy thong ke cy the con 
sd cua cdc vy tan edng. Tren thyc te khi xdy ra 
kieu tdn cdng ndy. ke tan cdng chi Ipi dyng thiet bj 
di dpng eua ngudi dffng nhu mpt truy van thdng tin 
hay mpt mOi tan cdng de hUdng tdi mdy ehff di 
dpng eua mpt website ndo dd, Idm cho website dd 
bj gidn doan hoat ddng vd mdy chu bj qud tdi. 

WiFi hacking 
Vdi su gia tang eua cde thiet bj dipn thopi 

thdng minh vd mdy tinh bang cd thd truy cdp 
WiFi, so lupng WiFi hotspots todn eau dUpc mong 
dpi ed sy tang trffdng tff 1,3 tripu nam 2011 ddn 
5,8 tripu nam 2015, tang 350%. WiFi hotspots 
dffpc xem Id mdt kenh dd ddng ddi vdi ke tan 
edng. Vdi cdc cdng cy FaceNlff vd Firesheep, ke 
tan cdng dd'ddng phdt hipn ngffdi sff dyng tren 
mang WiFi vd cd thd' danh cdp mdt khd'u, thdng 
tin tdi chlnh vd trong mpt sd trudng hpp Iffa dao 
sff xdc nhdn ngudi sff dyng. Theo ehuydn gia bao 
mdt cao cdp Sean Sullivan cffa hang F- Secure 
th! Vipt Nam Id mpt trong 3 qudc gia Chdu A tdi 
ffng dyng FaeeNiff vd Firesheep nhieu nhdt, ddy 
Id cde ffng dyng cho phdp ke sff dyng chiem 
quyen truy cdp cua ngudi dffng Faeebook, Twitter 
vd ede dich vy phd bien khdc qua mpng WiFi. 
Trong thffc te vffa qua tai Vipt Nam, rat nhieu 
ngffdi dffng cdc tdi khoan cd nhdn tren mang xd 
hpi nhff Faeebook, Twitter, Yahoo tiidng qua thiet 
b| di dpng vd sff dyng mang WiFi md nhff d cdc 
qudn ed phe, hay nhffng ndi cdng edng da bj mat 
tdi khoan, mdt quyen tiuy cdp. Ke tan edng da sff 
dung chfnh nhOng tdi khoan mao danh ndy dd Iffa 
ddo nhffng ngffdi sff dyng khdc nhu nhd nap the 
didn thoai, hay vay tien... 

Tan cdng MITM (Man-in-tiie-middle) 
Tan cdng MITM hoat dpng bSng cdch thiet Idp 

eac ket nw ddn thiet bj di dpng cffa nan nhdn vd 
tam ngung cdc tin nhan gffi giffa cdc npn nhdn 
vdi nhau. Trong trudng hpp bi tan cdng, npn 
nhdn cff tin tffdng minh dang truyen thdng mpt 
cdch trffe tiep vdi npn nhdn kia, trong khi dd sy 
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thyc thl cdc ludng truyen thdng lpi b| thdng qua 
host eua ke tan cdng. Vd kdt qua Id cdc host ndy 
khdng chi cd the thPng djch dO lipu nhay cam md 
nd cdn cd the gffi xen vdo cQng nhu thay ddi 
ludng dO lipu dd kidm soat sau hpn nhffng npn 
nhdn eua nd. 

Cdc mang WiFi cd thd dd ddng bi tan cdng 
theo kidu IVIITM (Man-in-the-middle). Khi thffc hipn 
mpt tdn edng MITM, ke tan edng chen trong mpt 
ddng truyen thdng tff thiet b| di dpng dupe ket n^ 
vdi hp thdng WiFi khdng an todn, truy nhpp thdng 
tin dupc sdp xep Ipi giffa eac ddi tUpng. Tan edng 
MITM cho phep ke tdn cdng chdn ede thu dipn tff 
cua ngffdi sff dyng thidt b| di ddng, bao gdm cde 
tiidng tin nhay cam vd ed gid tr|. 

Hinh 1.- Si? dtfng cdng ctf Wireshark dd chdn 

tinh ed nhdn, Iffa ddo qua tin nhdn SMS ed nhieu 
bien the khdc nhau, mue dfch cudi effng duong 
nhidn Id lay cap tien trong tdi khoan di ddng cOa 
ngudi dung. Ke tdn cdng cd thd nhan tin ddnh Itfa 
ngudi dung, thudng Id npi dung eua cdc tin nĥ n 
ndy ndi ve mdt chUdng trinh khuydn mai hodc 
phan thudng ndo dd vd yeu cdu ngudi dffng soan 
tin nhdn theo mdu gffi tdi mpt td'ng ddi^dc djnh. 
Tai Vidt Nam trffdc day, Cdng ty co phdn Truyen 
thdng vd Cdng nghd Quang Minh DEC canh bao 
khdeh hdng ve vipe mdt so ke da ldi dung hp thdng 
eBank cua edng ty nay vd Idp tdi khoan cd tdn ddc 
bipt nhff TK15000, TK20000, TK30000... Sau do, 
chffng nhan tin hodc bay trd trdn dieh ddn dd lijla 
mpi ngffdi sff dung hd thong nap tidn qua SMS cua 
email eua mdt ngudi dtfng thiet bi di ddng 
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Fishing 
Lira dao qua tin nhSn SMS lufln \i nguy 00 

thadng tryc va pho bien vdi ngudi dung thi§t b| di 
dOng. Khic hoan toSn vdi iC/a d^o tr4n cic may 
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game chuyen tien vao tai lihoan. Mau tin nhan 
ngudi b| hai nh în dudc co dang: "De dupc thudng 
20.^00 VND trong tii l<hoan, ban hay soan tin 
nhan theo cu phap sau: NAPTIEN TK20000 vi gdi 
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ddn sd 8778", hope "Chffe mffng .ban: Bpn Id ngudi 
may mdn trong chUdng trinh khuyen mdi cOa 
chffng tdi, hdy sopn tin nhdn: NAPTIEN TK20000 
vd gffi den sd 8778 de nhpn thffdng". Sau khi gffi 
di, ngudi dffng se mat 20.000 ddng, cdn kd tan 
edng sd hOu tdi khoan eBank ed tdn tmy cPp 
TK20000 se nhpn dupe 10.000 DEC, lopt tidn 
tiianh todn cdc djch vy lidn quan den trd chdi The 
gidi hodn m .̂ 

3. Cac gidi phap bao mpt tren thIel bi dl dpng 
SU gia tdng cffa ede dopn md dpc, cde mdi de 

dpa vd cdc nguy cd Iffa dao trdn thidt bj di dpng da 
phdn dnh sy tdng trudng vd cdch thffc sff dyng eija 
ngudi dffng trdn todn tiie gidi. Tai Vipt Nam cung 
vPy, ngdy cdng nhidu ngudi sff dung cdc thidt bj 
tiidng minh vd mdy tfnh bdng, tdi cdc ffng dyng ve 
cde thidt bj ndy vdi myc dfch giai trf nhff game, 
mpng xa hpi hope diPu khidn vd qudn ty cde giao 
djch tdi chlnh. Oidu ndy dd thu hfft sff chff )/ cua 
cdc ke tan cdng edng nghp, tff dd kd tdn cdng ed 
sy dieu chinh vipc tan cdng hope thay ddi hdnh vi 
nham truy cpp trdi phdp vdo ede thiet bj di dpng. 

Nhu phdn tich d tren, tpi Vipt Nam xudt hidn 
hdu het cdc nguy ed trdn thidt b| di dpng, trong sd 
dd cd nhffng nguy ed ngffdi dffng bidt vd cd nhffng 
nguy cd ngffdi dffng khdng hay bidt. De ehdng Ipi 
nhffng lopi nguy cd ke trdn, gidi phdp dffa ra phdi 
ddm bao thffc hipn ddng bp tff ca hai phia: cd nhdn 
ngffdi dffng vd doanh nghipp cung cdp djch vy. 

Del vdi cdc cd nhan 
€)e cd thd bdo vd tot hdn cde thidt bt di dpng, 

dff lipu vd sy ridng tu tff gia tdng eac de dpa tren 
thidt bj df dpng, cdc cd nhdn ngffdi dffng c5n phdi 
Uiyc hipn nhffng bipn phdp sau ddy: 

Thtf nhdt, ngffdi dffng thidt bj di dpng ndu sff 
dyng thffdng xuydn mpng 3G hope WiFi can cdi 
dpt ehUdng trinh nhu phan mem dipt vi nit eua 
chfnh ede nhd cung cap hp didu hdnh cua thiet bi 
nhu: Google, Apple hope ciia cdc td chffe bdo mpt 
uy tfn: Symantec, Kapersky, F-Secure... dd ehdng 
Ipi ede ffng dyng trdn thidt b) do khdng bidt hope 
cdjtdivd 

Thtf hai, thidt bi dl dpng dff thdng minh thl vd 
mpt bdn chdt cffng tffdng ty nhff mdy tfnh cd nhdn. 
Vipc cdi dpt bffc tffdng Iffa cd nhdn ti^n thiet bj dd 
bdo v$ cdc giao dipn cua thidt b| di dpng tff tan 
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cdng trffe tidp nhff: WiFi hacking hay MITM Id didu 
cdn thidt. 

Thd ba, hdu hdt ngffdi dffng dlu cd suy nghT 
col thidt bj di dpng Id vdt dyng bdt ly tiidn ndn 
thudng khdng dpt mpt khdu. Bidu ndy tao ra Id* 
hdng rdt Idn khi sff dyng eac mpng bdng rpng nhff 
3G hay WiFi vi khd ndng bj truy cpp tff xa vdo thidt 
bj dd Idy cap thdng tin md ngffdi dffng khdng hay 
biet. Vt vpy, ngudi dffng edn thidt phdi sff dyng mpt 
Iffidu dd ti-uy cpp vdo tiiiet b\ di dpng cffa minh. 

Thtf tu, ngffdi dffng can thpn trpng khi tai cdc 
ffng dyng vS thidt bj di dpng. Tffdng ty nhff mdy 
tinh ed nhdn, cde ffng dung tdi vd tff nhffng ngudn 
khdng ro rdng thudng tiem d'n nhffng nguy cd rSt 
Idn nhff spyware hay trojan. Mpc du cde ffng dyng 
lan truydn doan ma dpc ed the xudt hipn cd trong 
cdc kho vd thj ti'Udng ffng dyng dffpc cap phdp, 
nhffng tdt nhdt td ngudi dung ndn trdnh cac kho 
ffng dyng cffa bdn thff ba nhidu nhdt cd the' hope 
ehi tdi cde ffng dyng tff cdc ngudn ddng tin ePy, 
chlnh thffc. 

ThCl ndm, mpt ngffdi dffng ttiiet bj di dPng 
ehuydn nghipp cffng ndn cdi dpt ede phan mem luu 
ti^, xda Vj trf, khda thiet bj tff xa, qudt hope khdi 
phyc de' tim lai thidt bj nhdm bdo vp hope luu trff cdc 
dQ lipu ed nhdn ti-dn ttiiet b) di dPng bt ddnh cdp. 

ThO sdu, ngudi dffng thiet b| di dPng ndn sff 
dyng phan mem ehdng thu rde dd bdo vp cdc 
truydn thdng dff Itpu qua dam thopi, tin nhdn SMS 
vd MMS khdng mong mudn. Tuy nhien ed mpt Iffu 
y Id ngffdi dung nen sff dyng nhffng phan mem 
ehdng thff rde thfch hpp trong cdc kho ffng dyng 
da dffpc xPt duypt vd kidm tra k? ludng eOa Google 
Adroid hay Apple stores, trdnh sff mao danh cffa 
ede ffng dyng dpe hpi tff eac ngudn khdng ro rdng. 

Bdi vdi cac doanh nghidp 
Vipe ehdng lpi cde nguy cd trdn thiet bi di dpng 

khdng chi td vipc cua cd nhdn ngffdi dffng. Cde 
doanh nghipp, td chffe cung cdp thiet bj, dtch vy 
ffng dyng, djch vy vien thdng di dpng phai Id 
nhffng doanh nghiPp chu dpng vd tien phong khi 
thyc hidn cdc giai phdp an todn, an ninh di dpng. 
Nhin chung vdi bdt kj mpt doanh nghipp ndo, kinh 
doanh tren thidt bj di dpng ddu phdi thyc hipn 
ddng thdi vd lidn tyc quy trinh bdo mpt sau ddy 
(hinh 2): 
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Inh 2: Quy trinh bao mdt tren thidt bt di ddng dot vdi doanh nghidp 

Quy tnnh bao mat tren thiet bj di dong doi vdi 
doanh nghiep 

B^o vS 

Ngudn- Bg mdn Nguyen ly Thuang mai didn ti) 2012, Bai giang 
ThUdng mat di ddng 

Kdt ndi 
Ddi vdi mpt doanh nghiep cung cap djch vy dii 

ta doanh nghidp vidn thdng hay doanh nghiep gia 
tij gia tang thi viec bao vp dff iipu khi ket ndi vdi 
ngudi dffng la dieu can thiet. 

Thtf nhat, doanh nghipp can phai sff dung mdt 
mang riPng do - VPN (Virtual Private Network) va 
giao thffc bao mpt t ^ thie'u SSL (Secure Socket 
Layer) cho phep doanh nghipp bao ve dff tieu 
trong viec truye'n, dam bao an ninh, an todn trong 
truy cdp mang dff lieu di ddng eua ngudi dijng nhU 
3G va WiFi 

Thtf hai, de dam bao ket noi an todn, doanh 
nghiep can tich hpp vdi cdc cdng nghe kiem soat 
truy cap mang - Network access control (NAC) de' 
quyet djnh quyen truy cap thieh hpp dya tren nhdn 
dipn ngudi sO dyng va dpc die'm an mnh thiet bi, 
nham ngan chdn nhffng ngudi hodc nhffng dff lipu 
khdng hdp phap. 

Baovd 
Bao vd dUdc hieu theo hai khia eanh, dd la 

bao vp dff lieu truy cdp de dam bao truy cpp 
ludn thdng sudt va bao ve ngudi dung trudc 
nhffng nguy ed tiem d'n tren thiet bj di ddng khi 
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tai cac ffng dung. De'lam 
dffde dieu ndy, doanh 
nghiep can thffc hipn cac 
nhiem vu sau day: 

Thtf nhat, mpt doanh 
nghipp kinh doanh tr^n 
thiet bj di ddng, cdc d|ch 
vy hd'trd eho ngudi dting 
phai tUdng thicfi tren cac 
nen di dpng enu ydu, nhu: 
Google Android, RIM 
Black Berry, Apple IDS, 
M.Windows Mobile va 
Nokia Symbian. 

Thtf hai, doanh nghiep 
cd phan mem quet va 
phat hipn cdc dopn ma 
dpe d'n minh, ddng thdi 
phai ed thdng bao cu the 
dudi dang cac eanh bao 
an ninh tdi thiet bi di dpng 
de bao vp ngUdi dCing 

ehdng lai eac ffng dung ma dpe hai khi hp vd tinh 
tai ve may nhu: spyware, cac the SD nhiem dpcva 
ede tan cdng dua tren kdt ndi thiet bi di dpng. 

Thtf ba, doanh nghiep can tdp trung vdo cac 
edng eu, phan mem truy xet dia diem, ddu vet 
de't im lai thiet bj , cd the cho phep khda thiet bl, 
khdi phyc hope bdo vp su luu trff dff lipu tren 
thiet bj nham ho" trd ngudi dung, chang han 
nhu: iOS eua Apple eho phep dd tim thiet bi va 
khda thiet b| tff xa 

Thtf tu, khi ngudi dung tai ffng dung doanh 
nghidp phai thffc hien kiem tra bang phan mem 
bffc tudng Iffa tren thiet bi di ddng de tff bao v6 
trffdc cdc tan cdng DDOS nham dam bao truy cap 
ludn thong sudt eho nhffng ngffdi dffng hdp phdp. 

Quan tn 
Cdng tac quan tn cua doanh nghiep kinh 

doanh trong bao mdt tren thiet bi di ddng can thiJc 
hipn cac nhipm vu sau day: 

Thtf nhat. quan tri tap trung de cd sff nhat quan 
trong thffc thi vd bdo cdo cdc chfnh sdch an todn 
thdng qua sy pho bien bang tin nhan SMS trdn 
toan bd cdc thidt bj dl dpng, nham eanh bao cho 
ngudi dung d mffc tdt nhat. 
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Thff hai. doanh nghipp can phdi Gidm sat tiiiet 
bj vd kiem sodt, chang hpn nhff gidm sat eua tin 
nhdn (SMS vd MMS) tit cdc ngudn khdng rd rang, 
kiSm sodt cdc ffng dung da dffdc cdi dpt vd cdc 
ffng dyng mdi dupe dua Idn cde kho ffng dung. 
Oidu ndy se giup gidm thidu cde ffng dgng dpc hpi 
vd ed the do tffdng dffpc mffc dp lan tda cua cde 
ffng dyng hay ede doan md dpc de dffa ra nhffng 
canh bdo thfch hpp cho ngudi dffng. 

Thtf ba, ndng cao kha ndng quan l̂ y' de thue thi 
chlnh sdch bdo mpt, ch^ng hpn nhu khi khdeh 
hdng truy epp djch vu, doanh nghipp ndn yeu eau 
khdeh hdng phdi sff dung cdc ma PIN, mdt khdu, 
cffng nhu khuydn cdo khdeh hdng xdc dmh vd 
thyc till sffc manh mdt md thidt b[ trffdc khi ket ndi 
dd thyc hipn giao djch. 

Kdt lupn 
Bdo mdt trong TMDD Id mdt trong nhffng van 

dS phffc tpp nhat vd Idm ndn tang thffc day cde 
hopt dpng mua bdn thanh todn tren thiet bi di dpng 
cOangffdi dffng vl tpo dupe sff yen tdm, tin tffdng 
khi kdt ndi vd tmy xudt dff lipu nhay edm nhu cdc 
ttidng tin tdi chlnh ca nhdn. Tai Vipt Nam, mpc dff 
dupe ddnh gid Id qudc gia cd sff phdt trieh^khd 
nhanh ve cdc hopt ddng TMDD, tuy nhidn bao mdt 
Ipi Id vdn dd nhffc nhdi chffa cd ldi gidi dap thda 
ddng. Trudc sy bffng nd cffa cac thidt b| di dpng 
ttidng minh, tim hidu cdc nguy cd ed thd xdy ra 
tidn thiet b) di dpng khi tidn hdnh giao djch vd dua 
ra cde gidi phdp thieh hpp eho cd ngffdi dung ed 
nhdn vd doanh nghidp giffp gia tdng nhdn thffc, 
ddng tiidi thffc ddy sy phdt trie'n TMDD cua Vipt 
Nam len mpt tam cao m d i . * 
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Summary 

As one of the most influential factors to the 
development of mobile commerce, security has 
always been the big coneem of many organiza­
tions and users all over the world when interacting 
oh mobile devices. The situation in Vietnam 
revealed that despite the early implementation of 
mobile commerce application, its development to 
now has yet made any remarkable progress. 
Mereover, such expected online commerce as 
trading, payment on mobile devices have not been 
widely exercised. Weak security on mobile 
devices in Vietnam is said to be tiie reason for this 
situatipn. vyhich generates worry among users and 
even service providers in dealing with trading 
transactions. The article provides the classification 
of the current most popular forms of possible risks 
for mobile devices. Furthermore, it also suggests 
some relevant prevention methods to prbmote the 
development of security and mobile commerce in 
Vietnam. 
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