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ugc dédnh gid la mét trong nhing yéu t6' quan trong anh hudng dén sy phat trién cua thuang

D mai di ddng (TMDP), van dé bdo mat luén thu hut su quan tam cua rat nhiéu 6 chuc va
nguGi dung trén khap thé gidi khi tuong tac trén thiét by dr ddng Thuc tién tai Vigt Nam da chi ra réng,
mac du vigc tnén khai Ung dung TMDP b3t déu I rt s6m nhung dén nay su phat lrién nay van chva
¢6 budc lién dang ké nao, hinh thuc mong doi 14 cdc giao dich tryc tuyén nhu' mua bén, thanh toan trén
thiét by di dong chua thuc hién dugc. Nguyén nhan co ban cua thuc lién nay chinh 13 van dé bdo mat
trén thiét by di ddng tai Vigt Nam con nhiéu yéu kém, 1 dé géy ra sy lo 18ng cho ngudi dung va ca céc
doanh nghiép cung cap dich vy khi tién hanh céc giao dich thuong mai. Bai viét cung cap sy phén logi
céc nguy co phé bién nhat hién nay co thé xdy ra trén thiét by di déng va dua ra cac phuong phép phéng
chdng thich hop nham thic day sy phal trién ca bdo mat, qua do thuc day su phat trién cia TMDD tar

Viét Nam.

Tu khda: thuong mai di déng, bdo mat, thiét by di déng

Vi sy phat trén khdng ngung, céc thiét by di
déng dang trd thanh mét phan tat yéu trong cude
s6ng cla Mol ngudl, ca trong cdng viéc va dsi
s6ng ca nhan. Cac giao tiép trén thigt by di dong
da tang dot bién gap nhiéu Ian so vdi cac giao ti€p
trén may tinh ca nhan truéc day. Cing chinh vi
dac diém nay, cac thiét by di dong trd nén hap dan
vdi nhiing ké tan cong, do dé hang loat cac doan
ma ddc da lién tiép dugc tung ra nhdm thu thap
céc thdng tin tral phép ho#ic danh cap tai khoan
truc 1iép trén thiét by di dong ciia ngusi diing.

1. Khai quat vai nét vé bao mat trong TMDD

V6i céc kha nang nhu: dé phid song réng,
tuong tac d€ dang gida nhing ngudi s dung,

quan tn cac hoat déng, ¢a nhan hda dd ligu va
chu trinh thyc hién dang dugc xem la nhing W
diém vuot trdi clia c6ng nghé di ddng trong cic
linh vyc khdc nhau tu giai tri, giao dich ngin
hang cho dén cac Ung dung kinh doanh khac.
Thiét b di déng dang ¢6 sy gia tang nhanh
chéng trong ddi sGng va céng viéc kinh doanh.
Trong ndm 2011, c4c giao dich qua thiét by di
dong toan cau dat 1,6 ty giao dich va viéc giao
djch van chuyén, trao déi qua may tinh bang dat
66,9 Iriéu giao dich Tuy nhién, day via duge
xem nhu Igi h€ lai vifa duoc xem 1a cac cd hol
md déi vdi céc ké tan cong (hacker). Nam 2011,
ma déc di déng da tao ra m&i nguy hiém md,
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ngay cang manh mé hon. Myc tiéu tdn céng Ién
cac dién thoai théng minh, mdy tinh bing da va
dang tgo ra céc théch thic 1n cho ngudi sit
dung, cdc doanh nghiép va céc nha cung cdp
dich w.

Béo céo vé tinh hinh bdo mat trén thiét b) di
déng nam 2011 cita Juniper Networks dua ra béng
ching vé nhilng ké t&n c8ng c6ng nghé dich
chuyén sy t8n céng tif cac may tinh ca nhan dén
céc thiét by di ddng nham muc dich chl yé&u 13
iém tién t0 hoat ddng do. Hién nay, ben tan céng
ngdy cang trd nén nguy hiém, ching chuyén tim
ki€m cAc mén Igi cao hdn, ¢6 gia tr| I6n hon. Bi6u
d6 o6 nghia la cac théng tin nhay cam cla cac
doanh nghiép, chinh pht, nhing nha cung cip
dich vy va ngudi stt dyng gap phéi rli ro cao hon.

Tl nhdng nhan dinh trén, bao mat trong TMDD
c6 thé hi€u mét cach don glan 1a tap hgp céc
phuang phap hay cach thifc nh3m bao vé tinh bl
mat, tinh toan ven cua tat ca céc giao tiép va
quyén kiém soét cAc théng tin ca nhan ciia nguoi
dung trén thiét by di ddng.

Theo khal niém trén, vé cd ban bao mat trong
TMDD o6 mdt s6 diic diém sau day:

Bém bao tinh bi mat clia théng tin giao tigp: tat
ca céc trao ddi hal chiéu trén thiét by di dong cén
phal dugc dim bao khdng by bén thi ba can thiép
hay nghe trém. Cho du ké thi ba c6 chan do dugc
théng tin thi nhiing thdng tin d6 da & dang ma héa,
cho nén khéng thé nao doc duge, hiéu duge. Bic
biét 1& ddm bdo tinh bl mat a6l véi cac thong tin
nhay cédm v& mat tai chinh nhu: s tai khoan, s&
PIN, mat khau, ma s& thé tin dyng, ich sU giao
dich... tranh su x4m nhap clia bén thil ba khi tham
gia glao dich.

Dam béo tinh todn ven cua théng tin glao tiép:
t4t ca céc trao d8i hai chiéu trén thigt by di dong
c4n phal dugc dam bdo khéng by stta d6i vé mat
ndi dung, tdc 1a ndi dung dit liéu bén gui va bén
nhan phai giéng nhau hoan todn. Hay néi cach
khdc 14 néi dung trao d8i hai chi€u khéng by bién
481 trong qué trinh truyén. Tir d6 o6 thd dam bao
ch6ng lal sy mao danh va sy thay ddi ndi dung
glao dich hay céc giao tigp trén thiét bj di dng.

Pam béao quydn kiém soat céc théng tin tai
chinh ¢4 nhan cia ngudl dung: ban than thiét by di
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dgng 12 vat dung c6 tinh ca nhan héa rat cao, khac
han véi mdt may tinh ca nhan c6 thé dugc st dyng
bdi nhidu ngudi, thiét by di djng hdu nhu thudc sé
hGu ciia mdt c& nhéan riéng 18. Chinh vi viy ma c6
nhiéu dQ fiéu nhay ¢am chZng han nhu théng tin
tai chinh ca nhan dugc ngudi ding luu tr trén
thiét by di ddng, trong khi dé ¢6 r4t nhidu tng dyng
ho#ic doan ma déc ty ddng truy xust di ligu nguoi
ding khi ngudi ding tai Ung dyng, do 86 nhilng
théng tin tai chinh c& nhan by 84nh ¢4p va dén tdi
nguai ding khéng thé ki€m soat duge cic thdng
tin d6. Do d6 dic diém nay clia bao mat yéu csu
céc nha cung cdp dich vy can phai ddm bdo cac
Ung dyng ciia minh va & ngudi ddng quyén cho
phép sy truy xust vao di liéu di ddng hay khéng
clia cAc Ung dung dé.

2. Céc nguy cd de doa an todn thdng tin trong
TMDD

Hién nay, vdi sy gia ting nhanh chéng cla cic
glao dich thuong mai trén thi€t by di dgng da lam
xuat hién mdt loat c4c nguy co mdi de doa sy bao
mat c4c did liéu ca nhan va tinh riéng tu cdc glao
dich clia ngudi ding bao gém ca cac doan ma ddc
va c4c nguy cd lira ddo ngudi ding.

Theo béo cdo ctia mét s& 18 chifc bao m4t 16n
trén th€ gidi (Symantec.com, Kapersky) thi phén
16n thiét b) di ddng chua trién khai mdt s& gidi
phap chéng lai cac doan ma d¢c (malware) mot
cach trigt dé, diéu nay dc bigt phé bién tai mt s&
quéc gia, trong d6 ob Viét Nam, Trung Quc. D&
phét tan dén mdt thiét by di agng, cach théng
thudng nhat 1a ké phét tén tao ra ¢dc ing dyung ma
déc, dua ing dyng dén mét kho Ung dung va don
glan 12 dgi ngudi su dung tai vé cal dit trén thiét by
di ddng clia minh. Bén canh d6, ¢ nguy ¢d IUa
dao ngudi ding trén thiét by di ddng ciing khéng
ngung gia ting.

Trong nam 2012, v6i sy ph6l hgp céc 18 chie
bio mat uy tin cda Juniper Networks, Junos -
Pulse Mobile rity Suite, Ki
Mobile info, Lockout Moblle Security 3 phen tlch
793.631 Ung dung trén thiét by di ddng tI céc
ngudn chinh thic va khong chinh thic nhu: cic
kho Ung dung hé diéu hanh dién thoal, cdc kho
ung dyng bén thl ba trén thé gidi, cdc kho cla
website c6 cac ting dyng ma ddc, cac kho va web-
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site clia cac hacker, cac mau ung dung dugc dua
1én bdi ngudi sU dung, cac mau Ung dung dugc
dua 1én bdi cac thanh vién trén diéh dan. Két qua
cba nghién clu da dua ra sy phan logi cac nguy
cd trén (hiét by di dong nhu sau-

Nhing doan ma ddc trén thi€t by di déng
(bi€u dé 1):

Bidy 48 1: Nhilng doan ma déc trén thiét b di dgng ndm 2012

TYPES OF MALWARE TARGETING MOBILE _pEVICES

0.09% -

36.43% -

63.39%

Nguén: http://www juniper.nel

Spyware

Trong nghién cdu ké trén da phat hién spy-
ware |2 loai phé bién nhat cla cac doan ma doc
anh hudng dén 63% ngudi dung thiét by di dong
théng minh. Spyware la mdt Ung dung cé kha
n3ng ndm bat va chuyén cac dl lidu nhu GPS,
ghi 4m v3n ban ho3c lich sU cua trinh duyét ma
khéng ¢6 sy cung cdp théng tin mét céch ré
rang cho ngudi st dyng dé nhan dang cac hoat
déng cua ung dung. Cuéi ciing, cac da liéu nam
gid chuyén dén cho ké tan cong nham myc dich
thu thap théng tin tar chinh hodc gay thiét hai tai
chinh cdng nhu xam nhap dén tinh ca nhan cia
ngudi su dung thiét b di déng. Gidm dbc diéu
hanh John Herring cda céng ty bao mat Lookout
Mobile Security da cho biét ing dung Walipaper
Jackeey (rén thi€t bi di ddng su dung hé diéu
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hanh Android da dugc ngudi dung Viét Nam i
vé hang tnéu 1an, c6 thé thu thap sé dién thoai
cua thiét b), danh tinh thué bao va tham chi ci
théng tin thanh toan khi ngudi dung tién hanh
cac giao dich thudng mai Mdi day nhat cdc nha
san xudt bao mat Symantec va F-Secure da
canh bao réng Tap Snake, ting dung choi game
mién phi trén thiét by
di déng ding dé
theo doi va giam sat
Vi tri cia ngudi dang.
Tap Snake 12 phién
ban 2010 cho video
game “Snake® mi
nhdng ar ding dién
thoai di déng cia
Nokia déu biét. Tap
Snake 1a mét trong
nhdng ung dung di
déng phd bign nhét
8 Viét Nam cho
nhidng ngudi dung
thiét br di ddng st
dung hé diéu hanh
Symbian hién nay va
né cing dang xudt
hién trén cla hang
truc tuyén Android
Market. M3c d0 Ung
dung sé xudt hién cho ngudi dung nhu phién
ban gdc clia game, nd ciing ¢6 thé dudc bi mat
su dung nhu chudng trinh gian diép thuong mat
c6 gia 4,99 dé la My (khoang 100.000 déng) tén
la GPS Spy, Tap Snake cing ¢6 kha nang doc
loan bd lich su giao dich va truy cép vao nhing
théng lin nhay cam trén thiét bi di déng. Phan
mém Tap Snake dudc thiét ké dé lién tyc chay 8
ché& dé nén (background) trén hé thang di dng.

SMS Trojan

Theo nghién cuu cta Juniper Nelworks, SMS
trojan chiém 36% trén 13ng s& cac doan ma déc,
chay trén nén clia Ung dyng va bi mat gui tin
nhan SMS dé I1dy cap tién LU tai khoan s hiu
cua ngudi dung di déng, s& tién doé sé dugc
chuyén vao tai khodn cua ké 1an céng. Khi tin
nhén duoc gui, tién khong thé 14y lai va ké tan

0.09% .
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o6ng duac 8n danh, vi vy rat khé c6 thé do tim ké
t&n céng. Vao ngdy 11/8/2010 trén thé gidi phat
hién doan ma déc SMS Trojan d4u tién trén cac
thist by di dgng théng minh c6 tén 4 FakePlayer.
Méc du doan ma nay chl y&u thyc hién trén cac
thiét by cal hé diéu hanh Android, Symbian, tuy
nhién theo khuyén cdo clia hang bac mat
Kapersky, né c6 thé thyc hién trén céc hé diéu
hanh di ddng khac nhau. Ma ddc mdi lay nhiém
1én céc thiét bj di ddng thdng minh dudi dang Ung
dyng md video. N&u ngudi dung déng ¥ su dung
cai dat dng dung nay, Trojan sé thdm nhdp hé
théng va gui di cac thng bdo SMS dén cac s§
dién thogi mé&t phi ma khéng dudc sy dbng y hay

cho phép clia nguai ding thiét b). Két qua 13 tai

khoan cla ngudi dang by trif di mdt s& tién tuang
Ung vao tdi cla tin t3c. D6 véi ngudi ding Viét
Nam gan day ciing g&ip phdi céc tinh trang tudng
ty, nhiéu thué bao di ddng mang MobiFone va
Vinaphone bdhg dung nhan dugc nhidu cudc goi
nhd tY c4c s6 dién thoal dang: +88213300207,
+88213300263, +88213300042, +88213300036
va trong tal khodn iap tuc by trir di mét s6 tién réat
16n, thudng 1a hét sach tién trong tai khoan.

Cde nguy cd khic

Theo bdo céo bdo mat quy 11/2013ctia Trend
Micro, hang bdo mat néi tiéng thé gidi dya trén
cdng nghé dién toan dam may, Viét Nam Ia quéc
gla ding tha 3 trong vidc 1ai vé cac phdn mém déc
hal trén (Ing dyng Android va 1a quéc gla ding thi
2 thé giéi vé mic do rdi ro gap phai vé thong tin
ridng tu trén thiét by dign thoai di ddng. Ngoal
nhing toal ma dac nhu trén, ngudi dang thiét by di
dong trén thé giéi cGng nhu tai Viet Nam con phal
d6i mét véi cac nguy cd sau day:

Céc nguy co trén co sO trinh duygt

Khéng gidng vdi c4c ri ro dua trén ng dung,
dya trén sy hidu bigt ca ngudi sU dyng khi tai céc
(ng dung, sy t&n céng dya (rén trinh duyét dugc
tao nén khi ngus! ding ludt qua mét website.
Théng qua mét ky thuat dugc goi (& “drive-by
download” nguéi sit dung khéng nghi ngd viéc ghé
thdm mét trang web va doan ma ddc bt dau 1ai ty
ddng khéng cé sy cho phép ho3c hay biét cla
ngudi st dyng. Vi dy nhu mél de doa trinh duyét
dugc bigt dén vao ngdy 18/7/2010 c6 tén 1a CVE-
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2010-1807 cho phép ké tdn cong ti xa co thé didu
khién cac ma hodc gay ra cac DOS - tdn cong tU
chdl dich vy thdng qua céc van ban HTML ho3c
phé hily c4c ing dung. Tai Viét Nam s6 ludng céc
vy tan cong kiéu nay frén thist by di dong xdy ra
nhiéu nhung chua c6 mét sy théng ké cy thé con
s6 clia cac vy tan cong. Trén thyc té khi xay ra
ki€u 18n cong nay, ké tan cong chi Igi dyng thiét by
di dong clia ngudi diing nhu mét truy van thong tin
hay mét mii tin cong dé hudng tdi may chi di
ajng cita mot webslte nao dé, Jam cho website dé
bj glan doan hoat déng va may chil by qua tal.

WiFi hacking

Vi sy gia tang cla cac thiét by dign thoai
théng minh v& méy tinh bang c6 thé truy cap
WiFi, s6 Iugng WIFI hotspots toan cdu dugc mong
dgi c6 sy tang trudng tu 1,3 triéu ndm 2011 dén
5.8 trigu nam 2015, tng 350%. WIFi hotspots
dugc xem 12 mét kénh dé dang déi véi ké tan
céng. Vdi céc cong cu FaceNiff va Firesheep, ké
tan cong d€ dang phat hién ngudi sit dung trén
mang WIiFi va c6 thé danh cip mat khau, théng
tin tai chinh va trong mét s& trudng hgp lira dao
sif xdc nhan ngudi s dung. Theo chuyén gia bao
mat cao c4p Sean Sullivan cla hang F- Secure
thi Viat Nam 13 mot trong 3 quéc gia Chéu A tai
ung dung FaceNiff va Firesheep nhiéu nhat, day
14 cac ung dung cho phép ké sl dyng chiém
quyén truy c3p clia ngudi dung Facebook, Twitter
va céc dich vy phé bidn khdc qua mang WIiFi.
Trong thuc t& via qua tai Viét Nam, rat nhiéu
ngudi dong c4c tai khodn ca nhan trén mang xa
hdi nhu Facebook, Twitter, Yahoo thng qua thiét
by di 4dng va sif dyng mang WiFi md nhu & cac
quan ca phé, hay nhing noi céng céng da bj mat
tal khoan, mat quyén truy cip. Ké tan c6ng da sl
dung chinh nhing tai khoan mao danh nay dé lila
d3o nhiing ngui sif dung khac nhu nhd nap thé
dién thoal, hay vay tién...

Tan céng MITM (Man-in-the-middie)

Tén c6ng MITM hoat déng bAng cach thiét 1ap
cac két nSi dén thigt by di ddng cla nan nhéan va
tam ngung céc tin nhan gui gitta cac nan nhan
vdi nhau. Trong trudng hgp by tan c6ng, nan
nhan cd tin tudng minh dang truyén théng mot
cach tryc tiép vdl nan nhan kia, trong khl dé sy
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thyc thl cac ludng truyén thdng lai by théng qua
host ctia ké tdn céng. Vi ket qua Ia cac host nay
khéng chi ¢4 thé thdng dich da liéu nhay cam ma
né ¢on cé thé gli xen vao cing nhu thay ddi
ludng di? liéu dé ki€m soat sau hon nhing nan
nhén cua né.

Cac mang WiFi ¢ thé dé€ dang bj tan cong
theo ki€u MITM (Man-in-the-middie). Khi thyc hién
mét tan cdng MITM. ké tan céng chén trong mét
dong truyén thong 1t thiét by di 88ng dugc két néi
vdi hé thdng WIFi khéng an toan, truy nhap thdng
tin duge s&p xép lai gia cae déi tugng. Tan cong
MITM cho phép ké tén cdng chin cac thu dién tu
cba ngudi su dyng thiét b di ddng, bao gém cac
théng tin nhay cam va c6 gi4 tr|.

tinh ca nhan, Itia ddo qua tin nhan SMS c6 nhiéy
bign thé khéc nhau, myc dich cudi ciing duang
nhién |2 13y cap tién trong tai khoan di déng clia
ngusi dung. Ké tan cong cb thé nhén tin d4nh lia
nguéi dung, thudng |a ndi dung ctia céc tin nhin
nay néi vé mét chuong trinh khuyén mai hoic
phan thudng nao dé va yéu cdu ngudi dung sogn
tin nhan theo mau gui t6i mét 18ng dai xac dinh.
Tai Viét Nam trude day, Cong ty 3 phan Truyén
théng va Céng nghé Quang Minh DEC canh bio
khach hang vé viéc mot G ké da Igi dung hé thang
eBank clia cong ty nay va lap tai khoan c6 tén dic
biét nhu TK15000, TK20000, TK30000... Sau dé,
ching nhén tin hodc bay ird trén dién dan dé lia
moi ngudi st dung hé thdng nap tién qua SMS clia

Hlnh 1: Su dung cdng cu Wireshark d€ chdn email cia mot ngudi dung thiét by di déng
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Fishing

Lita dao qua tin nhan SMS luén la nguy co
thuang tryc va phé bién véi ngusi dung thiét by di
ddng. Khéc hoan toan véi lua ddo trén cac may

game chuyén tién vao tai khoan. Mau tin nhan
ngusi by hai nhan duge c6 dang: “Pé dugc thudng
20.000 VND trong 13i khoan, ban hay soan tin
nhan theo ¢ phap sau: NAPTIEN TK20000 va g
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d6n s6 8778, hodc “Chdc ming ban: Ban 1a ngudi
may man frong chudng trinh khuyén mai cla
ching 18, hay soan tin nhan: NAPTIEN TK20000
va glii d&n s& 8778 A48 nhan thudng". Sau khi gui
di, nguodi ding s& mat 20.000 déng, cdn ké tan
cdng sd hQu tai khodn eBank co tén truy cip
TK20000 sé nhan dugc 10.000 DEC, loal tién
thanh toan cac dich vu lién quan dé&n trd chol Thé
gidi hoén my.

3. Céc gidl phép bio mét trén thiét by dl ddng

Sy gia ting ciia cdc doan ma dfc, cdc mél de
doa va cac nguy cd lita ddo trén thigt by di ddng da
phan dnh sy tang trudng va céch thic st dyng cla
ngudi ding trén toan thé& gidi. Tal Viét Nam cing
vdy, ngdy cang nhiéu ngudi st dyng céc thiét by
théng minh v& may tinh bang, tal cdc dng dyng vé
céc thiét by ndy véi muc dfch glal tri nhu game,
mang xa hol hodic diéu khién va quan ly c4c giao
dich tai chinh. Dléu nay da thu hat sy chd y cia
cAc ké tdn céng cong nghé, ti d6 ké tan cbng c6
sy diéu chinh viéc tan céng ho#ic thay ddi hanh vi
nhém truy cp trai phép vao céc thiét by di ddng.

Nhu phén tich 3 trén, tal Viét Nam xu&t hién
héu hét cac nguy cd trén thist b| di dong, trong s6
dé c6 nhilng nguy co ngudi dung biét va cé nhilng
nguy cd ngudi ding khdng hay biét. B8 chéng lai
nhing loal nguy cd ké trén, gidi phap dua ra phai
@am béo thiic hidn déng b tir ca hal phia: ¢4 nh&n
ngudi ding va doanh nghiép cung cép dich vy.

0ol vdl céc cé nhin

DE co thé bao vé 16t hon cac thiét by di dong,
did liéu va sy riéng tu tir gia tang céc de doa trén
thiét by df ddng, céc ca nhan ngudi dung cén phai
thye hién nhing bién phép sau day:

Tht nhat, ngudi ding thiét by di ddng néu sit
dyng thudng xuyén mang 3G ho#c WIFi cén cai
dit chuong trinh nhu phén mém diét vi rit cia
chinh céc nha cung cdp hé di6u hanh cla thiét by
nhu: Google, Apple ho#ic clia céc 13 chic bdo mat
uy tin: Symantec, Kapersky, F-Secure... d6 chéng
13! céc Ung dyng trén thist by do khéng biét ho3c
©6 y tal vé.

Thu hal, thigt by di ddng du thdng minh thi vé
mit bén chét clng tuang ty nhu may tinh c& nhan.
Vibc cai a4t bic tuang Ida cé nhan trén thiét by dé
bio v4 céc glao dién cia thist by di ddng tur tan
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cdng tryc tiép nhu: WiFi hacking hay MITM 13 didu
cén thiét.

Thu ba, hdu hét ngudi ding déu cd suy nght
col thiét by di ddng la vat dyng bét ly than nén
thudng khdng dit mat khdu. Didu ndy tao ra 16
héng rat 16n khi sit dyng cac mang béing réng nhu
3G hay WIF! vi kha néng bj truy c4p tif xa vao thiét
by 88 14y cap théng tin ma ngudi dung khdng hay
biét. V1 véy, ngudi diing cén thiét phal sit dyng mat
kh#u aé truy cp vao thiét by di dong cia minh.

Thi t, ngudi ding cén than trong khi tal cac
ung dyng vé thiét b) di déng. Tuong ty nhu mdy
tinh ¢4 nhan, cdc dng dung tal vé ti nhing nguén
khéng 16 rang thudng tiém &n nhing nguy co rét
18n nhu spyware hay trojan. Méc da cac dng dung
lan truy&n doan ma ddc ¢6 thé xu#t hién ca trong
céc kho va thy trudng Ung dung dugc cap phép,
nhung 8t nhét |a ngudi dung nén trénh céc kho
Ung dyng cia bén tht ba nhiéu nhét cé thé hodc
chi tal cic Ung dyng ti cac ngudn dang tin cdy,
chinh thie.

Thtt ndm, mdt ngudi ding thiét b) di dong
chuyén nghiép cling nén cal a4t cc phan mém luu
1r, xda v tri, khéa thiét by tir xa, quét hodc khdl
phyc @8 tim lai thiét b| nham bao vé hodc luu irit cac
d{ ligu c4 nhan irén thiét by di ddng by danh cip.

Thit s4u, ngudi dung thiét by di ddng nén si
dyng phéin mém chéng thu rdc dé bdo vé cic
truy&n théng dil léu qua dam thoai, tin nhin SMS
vé MMS khéng mong mudn. Tuy nhién cé mét luu
y 14 ngudi ding nén sd dyng nhiing phdn mém
chéng thu réc thich hgp trong céc kho ting dyung
da dugc xét duy8t va kiém tra ky ludng clia Google
Adroid hay Apple stores, tranh sy mao danh clia
cac Ung dyng dc hal tif cac ngubn khéng ré rang.

D6l vdl cic doanh nghiép

Viée chéng lai cac nguy cd trén thiét by di ddng
khéng chi 14 viée cla ca nhan ngudi ding. Céc
doanh nghl@p, 18 chiic cung cdp thiét by, dich vy
ung dyng, dich vy vién thong di déng phai 1a
nhiing doanh nghiép chi dong va tién phong khi
thyc hién céc gtai phap an toan, an ninh di ddng.
Nhin chung véi bat ky mdt doanh nghiép nao, kinh
doanh trén thigt by di dong déu phai thyc hién
d6ng thai va lién tyc quy trinh bao mat sau ddy
(hinh 2):
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Hinh 2: Quy trinh bao mat trén thiét bj di ddng doi véi doanh nghiép

Quy trinh bao mat trén thiét bi di déng dai vai

doanh nghiép

— 2

3

Quan tri

tai cac ung dung. D¢ I3m
dudc diéu nay, doanh
nghiép can thuc hién cac
nhiém vy sau day:
Thu nhat, mdt doanh
nghiép kinh doanh trén
thiét by di ddng, cac dich
vy hé trg cho ngudi ding
phai tuong thich trén cic
nén di déng cnii yéu, nhy:
Google Android, RIM
Black Berry, Apple 10§,
M.Windows Mobile va
Nokia Symbian.

Thit hai, doanh nghiép
cé phan mém quét va
phat hién cac doan mj

Bao vé

Nguén- B mén Nguyén ly Thuong mai dién tu 2012, Bai gidng

Thuong mai di ddng

Két néi

D41 vaéi mdt doanh nghiép cung cdp dich vy du
13 doanh nghiép vién théng hay doanh nghiép gia
Ir) gia tang thi viéc bao vé dd liéu khi két néi véi
ngudi dung 1a diéu can Lhigt.

Thu nhat, doanh nghiép can phai sl dung mét
mang riéng 3o - VPN (Virlual Private Network) va
giao thuc bao mat t&i thifu SSL (Secure Socket
Layer) cho phép doanh nghiép bao vé di liéu
trong viéc truyén, dam bao an ninh, an toan trong
truy cap mang di liéu di déng cba ngudi dung nhu
3G va WiFi

Thit hai, d€ dam bao két ndi an toan, doanh
nghiép can tich hgp véi cac cong nghé kiém soat
truy cap mang - Network access control (NAC) dé
quyét dinh quyén truy cap thich hgp dya trén nhan
dién ngudi st dung va dic diém an ninh thiét by,
nh&m ngan chin nhiing ngudi hoc nhiing du figu
khong hgp phap.

Bdo vé

B3o vé dudc hi€u theo hai khia canh, dd 13
bao vé da liéu truy cap dé ddm bdo truy cap
luén théng subt va bao vé ngudi ding trudc
nhiing nguy cd tiém &n trén thiét bi di déng khi

- : doc dn minh, déng thé
phai c6 théng bao cu thé
dudi dang céc canh bdo
an ninh tdi thiét bl di ddng
dé€ bao vé ngudi ding
chdng lai cac tng dyng ma ddc hai khi hg vo tinh
1ai v& may nhu: spyware, c4c thé SD nhiém ddc va
cac tan cong dua trén két néi thiét bi di ddng.

Thu ba, doanh nghiép cén tap trung vao cic
céng cu, phan mém truy xét dia diém, ddu vét
dé tim lai thiét by, c6 thé cho phép khda thiét br,
khéi phuc hodc bao vé sy Iuu trd di lidu trén
thi€t b1 nham hg trg ngudi dung, chang han
nhu: iOS cla Apple cho phép do tim Lhiét bi va
khéa Ihiét b) td xa

Thu tu, khi ngudi ding tai (ng dyng doanh
nghiép phai thuc hién kiém tra b&ng phan mém
bic udng 1a trén thiét bi di ddng dé ty bao vé
trude cac tan cong DDOS nham dam bao truy cap
luén thong suét cho nhing ngusi dang hop phép.

Quan try

Céng tac quan tri cUa doanh nghiép kinh
doanh trong bao mat trén thiét bi di ddng can thue
hién cac nhiém vy sau day:

Thut nhat, quan tri 1ap trung dé ¢é su nhat quén
trong thuc thi va bao cao cac chinh sach an todn
théng qua sy phé bién bing tin nhan SMS trén
toan bo cac thiét by di ddng, nham canh bao cho
nguadi dung ¢ musc 6t nhat.

(<4
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Thu hai, doanh nghiép cén phai Gidm sét thiét
bj va ki€m soat, ching han nhu gidm s4t cia tin
nhén (SMS va MMS) tif c4c nguén khdng rb rang,
kiém soat cac Ung dung 48 dugc cai dit va cac
ung dyng mdi dugc dua Ién cac kho dng dung.
Diéu nay sé gilp gidm thi€u cac Ung dyng ddc hai
vé c6 thé do ludng dugc mdc d6 lan tda cla cac
\ng dyng hay c4c doan ma ddc dé dua ra nhiing
canh bao thich hgp cho ngudi ding.

Thit ba, ndng cao kha nang quan ly & thyc thi
chinh sich bdo mat, ching han nhu khi khach
hang truy c&p dich vy, doanh nghiép nén yéu céu
khéch hang phai s dung cac ma PIN, mat khdu,
cling nhu khuyEn céo khach hang xac dinh va
thyc thi stic manh mat ma thist b| truéc khi két néi
@é thyc hién giao dich.

Kaét lugin

Bao mat trong TMDB |14 mét trong nhiing van
48 phic tap nhat va lam nén tang thic ddy cac
hoat d6ng mua ban thanh toan trén thiét bi di déng
cliangudi ding vl tao dugc sy yén tam, tin tudng
khi két ndi va truy xuét di lidu nhay cdm nhu cic
thdng tin tal chinh c& nhan. Tal Viét Nam, mac di
dugc danh gla la quéc gla co sy phét trién kha
nhanh vé céc hoat déng TMDD, tuy nhién bao mat
fgi 12 van dé nhuc nhdl chua o6 161 gidi dép théa
déng. Truéc sy bung nd clia cac thiét by di ddng
théng minh, tim hiéu cac nguy co ¢d thé xdy ra
trén thidt bt di ddng khi tién hanh giao dich va dua
ra céc gidi phap thich hgp cho ¢a ngudi ding ca
nhén va doanh nghiép giip gia-tang nhan thuc,
d6ng thal thue ddy sy phét trién TMDD clia Viét
Nam Ién mdt tdm cao mdi. ¢
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Summary

As one of the most Influential factors to the
development of mobile commerce, security has
always been the big concemn of many organiza-
tions and users all over the world when interacling
on mobile devices. The situation in Vietnam
revealed that despite the early Implementaﬁon‘of
mobile ce ap 1, its devel to
now has yet made any remarkable progress
Moreover, such expected online commerce as
trading, payment on mobile devices have not been
widely exercised. Weak security on mobile

devices in Vietnam is said to be the reason for this
‘sltuaupn which generates worry among users and

even service providers in dealing with trading
transactions. The article provides the classification
of the current most popular forms of possible risks
for mobile devices. Furthermore, it also suggests
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